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Abstract—Due to the recent pandemic, the healthcare sector  lagged behind [4]. (i) The significant increase in cyber-attacks
has been forced to incorporate new technologies into its systems, on the healthcare sector has led to the discovery of security
such as IoT and Fog Computing. However, being mnew  {reaches and new vulnerabilities in JoMT devices [5] and (iii)
technologies, they are prone to security breaches. From this o pyman factor that works with clinical data and people in

context, it is identified that medical systems do not have a eneral has little knowledge of information security, makin,
sufficient level of security, due to the use of new technologies such g . g ¥ &
them more prone to be victims of cyber-attacks [6].

as IoT and the lack of controls to protect these new technologies.
Therefore, a model for implementing an I“te”zlet of Medical According to statistics, in the first quartile of the year 2020,
Things (IoMT) - Architecture with ISO/IEC 27001 security .4 b0 peginning of the pandemic, cyberattacks on the health
controls for remote patient monitoring is proposed. This model . . LT . .
sector were in third place [7] , a big difference is seen in the

has 4 stages: Stage 1 selects an information security standard for . .
the healthcare sector. Stage 2 selects the information security first quartile of the year 2021, where it is the most attacked

controls of the selected standard. Stage 3 selects and evaluates an sector [8] and which is repeated in the year 2022 [9].
IoMT architecture applicable to the healthcare sector. And Stage
4 designs the information security controls for each layer of the . . . "
IoMT architecture. The IoMT architecture and information .Slnce it not only puts at risk and fiange? the C.I'ltlcal
security controls are simulated and experimented with physicians  inffastructure of a country, but also the private information of

(the productivity of the system) and with information security patients and even their lives.
expert (the quality of the implemented controls). The results of

the first experiment show that "effectiveness', "productivity”, . 1. .
and "satisfaction" regarding the use of the IoMT architecture different positions and techniques on how to address these

have an average rating of 4.05 (high level). The results of the security problems in medical systems such as risk analysis in

second experiment show that "Information Security", [oMT systems [10] and the minimum security requirements that

"Awareness" and "Security Incident Management" regarding IoMT should have [11], thus avoiding known malware attacks.

the quality of the security controls implemented have an average =~ However, these only focus on the protection of some systems

rating of 3.65 (high level). and devices, leaving aside the human factor that are the ones
that manage these technologies.

The increase in cyberattacks on hospitals, is a major risk,

Therefore, several studies have emerged that provide

L. INTRODUCTION For this reason, this paper proposes a security model for

The medical industry has developed and evolved in terms  remote patient monitoring, based on an JoMT architecture that
of technology in recent years [1]. The Covid-19 pandemic was  covers the need to secure the information obtained from
an important factor for the technological advancement of the  patients' JoMT devices, applying ISO 27001 security controls.
medical sector, since complex systems were developed that These controls focus on 14 control areas, such as: Awareness
were accompanied with Internet of Things (loT), for an for people using loMT and medical systems, loMT Asset
improvement in medical care, as these new technologies = Management, Incident Management, Secure Media Reuse and
allowed to improve the processes of monitoring, treatment and ~ Destruction, and Physical and Environmental Security. In this
diagnosis of diseases [2]. However, due to this complexity and ~ way, using the best security practices to maintain the security
new emerging technologies, it is expected that cyber-attacks on  level of systems, devices and people at an acceptable level and

this sector will also be on the rise [3]. avoid security incidents.
The main problem afflicting the health sector is the modern This paper is organized as follows: Section 2 presents
technologies acquired and their ineffective security controls.  related works. Section 3 describes the model. Section 4

Where its main causes are (i) loMT environments have become presents the experiments. Finally, section 5 presents the results,
more complex, while information security solutions have conclusions, and future works.
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II. RELATED WORKS

For the analysis of the related works, a review of the
literature is conducted, considering the following phases [12]:
Planning, development and analysis. In the planning phase, the
research categories are defined, which are translated into 3 key
questions: (Q1) What security problems do loMT and its
associated technologies present? (Q2) What technologies make
up IoMT and IoMT architectures? And finally (Q3) What
security measures or proposals currently exist for JoMT and
IoMT architectures?

The following keywords are defined: "loT", "IoMT",
"Health", "Architecture", "Design", "Security" and "Secure".
The scientific database engines selected for the search of
scientific articles are: ElSevier and Scopus. All articles that are
considered for the research are from journals published after
2017. In the development phase, articles related to the
categories that answered the questions posed in the previous
phase are obtained (Table I).

TABLE I. TABLE OF ARTICLES FOUND FOR THE RESEARCH QUESTIONS

References
[13][14][15][16][17] [18][19][20] [21][22]

Category
Problems (Q1)

Technologics (Q2) [23]1241251[26]127][281[29] [30] [31] [32]

Security measures (Q3) [10][33][11][34][351[36][371[38][39][40]

Regarding the "Problems" category, in [16], [17], [18],
[19], the authors focus on disclosing and defining the types of
attacks on the layers of IoMT architectures. However, they do
not specify the types of attacks to which JoMT architectures are
exposed like the author in [13]. Unlike them, in [22], the author
focuses on vulnerabilities, not by layers, but by type of attack,
where he talks about information, host and network attacks. In
[20], the author categorizes loMT attacks according to The
Open Web Application Security Project (OWASP) [41]. On the
other hand, in [21], the authors disclose the network attacks to
which JoMT is exposed. Likewise, there is [15], where the
author categorizes vulnerabilities and attacks in hardware,
social engineering, legislation, Denial of Service (DoS) and
lack of user awareness. Finally, in [14], the author focuses on
the human factor as the weakest link in any system, which
allows to have a new point of view about the weaknesses or
vulnerabilities in the systems.

On the other hand, in the "Technologies" category, in [23],
[26], [30] and [28], the authors explain Fog and Edge
Computing, and propose an loMT architecture using these
technologies. Unlike [27], where the author proposes an
architecture for JToMT using Fog and Cloud Computing. In [24],
the author explains the technologies that can work together
with loMT, having Cloud Computing, Artificial Intelligence
and Big Data as the main ones. In [32], the author focuses on
the use of JoMT sensors, for the diagnosis of Covid19. On the
other hand, in [25], the author explains technologies associated
with an JoMT architecture based on the P2413.1 RASC
standard. Another JoMT architecture proposed, is found in
[29], where the author uses Cloud Computing and Gateways, in
order to increase the security of the architecture. Lastly, in [31],
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the author analyzes and compares the security and components
of three JoMT architectures.

Finally, in the category "Security measures". In [10], the
author presents a cybersecurity model, combining the best
practices of NIST, ISO and OWASP, with risk analysis as the
main attraction. Similarly, in [36], the author proposes 73
security and privacy principles that could mitigate existing
IoMT attacks. In [33], the author, unlike the other authors,
proposes security measures not only for systems in use, but
also for systems that are being prepared for use and those that
are no longer in use. On the other hand, in [39], the author
focuses on hardening the security of loMT communications,
using Fri-Jam. In [11], the author proposes requirements and
security measures that JoMT should have such as IDS, Access
Control and authentication. Regarding the layers of the JoMT
architecture, in [34] and [35], the authors propose security
measures against attacks in each layer of the JoMT architecture,
and unlike these, in [37], the author also sees the physical and
environmental aspect as vulnerabilities and proposes solutions
to these. In the use of Fog Computing as a security measure,
there is [40], where the author uses this technology and
explains what security measures can be added to it, to harden
the security of the loMT architecture, however, in [38], the
author also proposes technologies such as Edge Computing,
Blockchain and machine learning as measures to secure loMT.

III. PROPOSED MODEL

This section presents the proposed security model for
remote patient monitoring, based on an JoMT architecture that
covers the need to secure the information obtained by loMT
devices from patients, applying security controls. This proposal
is divided into 4 phases: (a) Selection of an information
security standard that applies to the medical sector, (b)
Selection of security controls from the chosen framework,
applicable to the proposed model, (c) Selection and evaluation
of the selected IoMT architecture and, (d) Design of
information security controls according to the vulnerabilities
found in the layers and technologies associated with the
proposed JoMT architecture.

A. Security Framework selection

It is concluded after analyzing the information security
frameworks that there is not much difference between them.
The controls and good practices they handle are similar and
both have the same purpose, which is to maintain information
security. For this reason, it is determined that the only
discriminating factor for choosing one of them is their
compatibility with information security frameworks for the
health sector.

After performing the analysis and benchmarking of the two
information security frameworks (see Table II), it is observed
that both met all the criteria; however, ISO 27001 is chosen
because it is a direct family of ISO 27799 [42], which is an ISO
that provides best practices for maintaining information
security at an acceptable level and is specific to the health
sector, unlike NIST, which also has a program for the health
sector but is not as specific in its controls [43]. For this reason,
ISO 27001 offers us adequate compatibility and integration
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with the policies and controls that are planned to be used within
the model to be carried out, so ISO 27001 is the appropriate
Information Security framework to continue with the research.

TABLE II. COMPARATIVE TABLE BETWEEN INFORMATION SECURITY

FRAMEWORKS
Category IS0 27001 | NIST
Risk Analysis Yes Yes
Safe device preparation and disposal Yes Yes
Communications security Yes Yes
Access control and authentication Yes Yes
Physical and environmental security Yes Yes
Functional for the healthcare sector Yes Yes
Compatibility with healthcare security frameworks Yes Regular

B. Selection of security controls

After choosing the ISO 27001 security framework, an
analysis of its 114 controls is carried out, from which 24
controls are chosen, which should be specific to the research
and proposed model (see Table IIT). These controls are sent to a
security expert, who is in charge of reviewing and providing
his judgment as an expert in ISO 27001.

TABLE III. ISO 27001 CONTROLS SPECIFIC TO THE PROPOSED MODEL

Category Control
Mobile Device Policy
Co1 .
co2 Asset Ownership
. Proper use of assets
Information Co3
CAl . Return of assets
Security C04 . .
Transfer of physical media
Co05 L
Use of Secret Authentication
C06 .
Information
Information security awareness,
Cco7 education, and training
cA2 Awareness C06 Use of secret authentication
information
Co8 Asset inventory
C02 Asset ownership
CA3 Asset Co3 Proper use of assets
Management Co4 Return of assets
Cos Transfer of physical media
C09 Disposal or reuse of equipment
Access control cl10 Access control policy
CA4 and c11 Access to networks and network
authentication services
CA5 Secure C12 Secure login procedures
password Cl13 Password management system
Off-site equipment security
Cl4 Information security continuity
Environmental 15 Informationp lsaercl:lllllrrlltg continuit
CA6 | and physical | C16 : Y ¥
. implementation
security C17 . . .
Verification, review, and assessment
C18 . . . -
of information security continuity
Data processing center availability
Segu ity C19 Controls against malicious software
CA7 Incident . .
C20 Technical vulnerability management
Management
CA8 Operations C21 Event logging
Security C22 Protection of log information
Network 3
CA9 services Network services security
management
Procurement
CA10 and C24 Application transaction protection
development
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C. IoMT architecture evaluation

1) Selection of IoMT architecture and technologies: The
architectures selected for the analysis are those of the authors
[25], [23] and [11], as shown in Table IV.

The first architecture to evaluate is raised in [25], where
the author proposes an architecture based on the IEEE 2413-
2019 standard, which is an architecture standard for IoMT,
focused on interoperability of systems [44], which has 4
layers: (i) Device Layer, where sensors such as cameras and
thermometers are located, (ii) Communication Network Layer,
where communication protocols such as 5G and Bluetooth are
located, (iii) Platform Layer where technologies such as Cloud
Computing and middleware such as Fog Computing are
located and (iv) Application Layer, where devices such as
monitoring and telemedicine systems are located.

The second architecture to evaluate is proposed in [23],
where the author proposes different architectures, where the
most striking and functional for the research, consists of 5
layers: (i) Physical, where the sensors are located, (ii) Edge
Layer, where the information from the sensors is received and
functions as Gateway, (iii) Fog Layer that is responsible for
pre-processing the information sent by Edge Layer, (iv) Cloud
Layer that stores and process information sent by Fog and (v)
Application Layer where user information is displayed.

The third architecture to evaluate is proposed by [11] and
[45], where the authors propose an architecture with 3 layers:
(1) Device Layer where the sensors are located, (ii) Fog Layer
where the Fog nodes are located and (iii) Cloud Layer where
the servers that store and analyze the information are located.

To perform the benchmarking, a comparative analysis is
performed (see Table IV). The result of this analysis is that
Architecture 1, presented in [25], is based on an IoMT
architecture standard (IEEE 2413-2019), and this makes it
easy to integrate with other current technologies or
components, unlike the other two architectures that are not
based on any architectural standard. For this reason,
Architecture 1 is chosen as the model architecture for further
research.

TABLE IV. IOMT ARCHITECTURES COMPARISON TABLE

. Architecture 1 |Architecture 2 |Architecture 3
Quality [25] [23] [11] and [45]
Fog Computing Yes Yes Yes
Edge Computing Yes Yes No
Scalable Yes Yes Yes
Functional for the
healthcare sector Yes Yes Yes
Compatibility with
technologies used in Yes Regular Regular
the health sector
Under IEEE 2413-2019 Yes No No
standard

2) Architecture Tradeoff Analysis Method (ATAM): This
method [46] is used to evaluate the IoMT architecture [25]
selected in the previous step. The main purpose of performing
this analysis is to obtain the risks, sensitivity points and
tradeoffs, obtained from the architectural decisions taken. In
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this way, it is possible to focus information security controls
on the weak points of the selected architecture and
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TABLE VI. PROPOSED IOMT ARCHITECTURE UTILITY TREE

Quality

significantly improve its security. The phases used for the Attribute Tactic System capacity Solution
analysis are the following: (i) Presentation, where the business Do not allow
and architecture objectives are presented, (ii) Research and patient information
. . . . . or transactions to
analysis where architectural approaches are identified, the tree Information be modified by Controls related
of utility attributes, scenarios, and their risks, sensitivity points integrity third parties, in to access
. .. . . . management and
and tradeoffs are obtained, (iii) Testing in which the scenarios Security transmission or encryption of
are prioritized and validates that the architecture complies with 5 Stortagﬁ information in
. . . . 0 not allow
quality attributes and (iv) Report where the results obtained | patient information storage and
are presented. Cor}ﬁdentla}lty to be accessed by transmission
of information .
. . . unauthorized
First phase. The main result is that the proposed persons
architecture would be the one chosen in the previous point, and Implementation of
the business objectives would be five: (i) Security, to maintain areplica server,
the integrity, confidentiality and availability of the information, Send requeststoa | which should
. T qene . . . . replica server when have similar
(i1) AVallabll.l.lty, so that the lnformatlgn 18 ac;cesmble whenever Availability Re(;”z;iirriom it detects that the | characteristics to
required, (iii) Performance, to provide quick responses and main server is the main server,
decision making, (iv) Interoperability, so that the systems can down and should take
be easily integrated, and (v) Scalability, so that in the future it reg;;:sgt(s);ﬁ Z‘:)%}:r
can go from remote monitoring to intensive care monitoring. Tntegrate with other | Implementation of
. . . systems that technologies
Second. phase. The main result is the archl'Fectural . i System comply with the under
approach, i.e., the technologies that the selected architecture nLeroperability | iptegration same architectural development
has. This architecture has 4 layers and their respective development frameworks or
technologies (Table V). standard standards _
- Employ a replica
Load balancing in server. which are
TABLE V. PROPOSED IOMT ARCHITECTURE LAYERS AND TECHNOLOGY Performance | Load Balancing case one of your able to receive
systems has many ts and
Layer Technology Description requests requests and
Allows viewing of avoid overloading
Application T6 Browsers medical system TABLE VII. ANALYSIS OF ARCHITECTURAL APPROACH ACCORDING TO
information PROPOSED ARCHITECTURE
Cloud - Medical Stores and monitors
TS svstem patient information to Attribute Does it How does it satisfy? How will it be
4 be displayed satisfy? ¥y satisfied?
Processes data from Fog and Edge
Platform the Edge, and decides Computing, will have
T4 Fog if the physician should their security layer,
be notified of an access validation and
emergency authorization, on the
Validates data other hand, will help the
T3 Edge . . .
received from sensors Security Yes processing and -
Communication ™ Bluetooth Sends captured data to transmitted data not to
(Simulated) Edge (App) go directly to the
. Sensor [oMT Captures patient data datacenter, but in the
Device T1 . : :
(Simulated) (App) intermediate nodes,
making the information
The utility tree [46] is also performed (see Table VI). This more private and secure
table shows the columns of (i) Quality attributes, which are A Fog UOdChOT tlﬁ“;)kup
obtained according to the research objectives and the sector for Availability No - Sﬁ;{:;;ﬂ?:d fore
which the loMT architecture is proposed, (ii) Tactics, which business continuity
refers to the tactics that are used to ensure compliance with the The Fog nodes consume
quality attribute, (iii) Description, which allows a better the services provided by
understanding of what the system is expected to accomplish, . the hospital's datacenter,
. . . R X R Interoperability Yes thus enabling the -
according to the quality attributes, and (iv) Solution, which are hospital to augment the
the security controls that are used to comply with the quality [oMT Architecture as an
attributes, which go hand in hand with the tactics to be used. additional module
Fog nodes or extra
Third phase. After analyzing whether the proposed systems should be
architecture satisfies the quality attributes, the main result is implemented so as not
. . . . e . Performance No - to saturate the nodes
that it satisfies both security and interoperability; however, in and achiove
terms of availability and performance, tactics must be applied acceptable and
to achieve compliance with the quality attributes (see optimal performance

Table VII).
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Fourth phase. Finally, it is concluded that the proposed
architecture does meet several quality attributes, so it serves to

loT Device
(Oximeter,
pulsometer)

Bluetooth

Device
Layer

Fig. 1. Proposed IoMT architecture based on Architecture 1

On the other hand, risks, sensitivity points and tradeoffs are
also obtained (see Table VIII). The table contains the following
columns: (i) Scenario, explains a possible scenario related to a
quality attribute, where there is a stimulus or an action by a
user that affects a system, which provides a response to the
stimulus, (ii) Risk, are the risks associated with the stimulus
obtained in the scenario, (iii) Sensitivity points, are
architectural decisions that affect a quality attribute and (iv)
Tradeoffs, are architectural decisions that affect 2 or more
quality attributes.

D. Design of security controls for loMT architecture

1) Review of common loMT vulnerabilities and attacks: At
this point, it is reviewed the most common vulnerabilities and
attacks within IoMT architectures and their associated
technologies, which are found in the first category of related
works (see Table IX).

2) Categorization of vulnerabilities by IoMT architecture
layer: At this point, the vulnerabilities defined in the previous
point are categorized and linked to the layers of the proposed
IoMT architecture. Table X shows a mapping of possible
vulnerabilities or attacks in each layer. For example, the
Application and Platform (Edge) layers are vulnerable to
"Trojan" attacks.
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continue the research (see Fig. 1), where the 4 layers of the
architecture with their respective technologies are observed.

DataCenter
Servidores

Application Web
Client

Platform Layer

TABLE VIII. SCENARIO, RISKS, SENSITIVITY POINTS AND TRADEOFFS

Scenario Risk Architectural
decision

Security: A patient
or physician logs

into the smartphone - Sensitivity Point:

In case the data is not

app to collect and encrypted, and intercepted, U: Ffr; zgpst:éiu?i?ta
send the data confidential information may - Encrypted da t};

collected from the be accessed
sensors to the

medical systems.

affects performance

Tradeoff: Server
downtime directly
influences System

Availability: The
Fog node or main
hospital system is

If any of the servers go down,
it would count as a risk if a
contingency or replacement

down due to a . ) Auvailability and
. server is not available
failure. Performance
Interoperability:
The Fog nodes try
to send and

Sensitivity Point:
Possible failure in
interoperability of the
systems.

consume the
services of the
hospital's native
systems in order to
store the
information.

Lack of interoperability
between Fog nodes and the
native system

Tradeoff: If the node
goes down, it directly
affects the

Performance: The
hospital's Fog nodes
and main system

If it receives a lot of
information and there are no
measures, such as load

receive a large balancing, it is possible that the Availability and
amount of data Performance of the
node goes down
from IoMT sensors. system
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TABLE IX. COMMON IOMT VULNERABILITIES AND ATTACKS

PROCEEDING OF THE 32ND CONFERENCE OF FRUCT ASSOCIATION

TABLE X. COMMON VULNERABILITIES AND ATTACKS FOR EACH PROPOSED

IOMT ARCHITECTURE LAYER

Vulnerability Description Autor
Software that allows you to remotely Vulnerability T1 T2 T3 T4 T5 T6
Trojan control devices and execute commands on [16] Trojan v J
the system Lack of Updating N N N N N
Vulnerability that allows an attacker to Physical
Lack of . . i
Updatin gain access to systems by not correcting [20] Attacks v
P & and updating security bugs
- - - MITM v v v
Attack in which the attacker has physical
Physical access to the hardware, which allows the [221[15] Eavesdrop v v v
Attacks direct obtaining of information or source Sniffing v J v
code Unauthorized
Man in the Attack in which communications are [17]22]018] access v v v
Middle intercepted, with the possibility of reading [19] Brute Force v v v
(MITM) and editing content Phishin
Eavesdroppin Attack in which private communications |[16][21][19] - — g - J/ v
g channels are tapped [15] Session Hijacking N N N
Sniffin Attack in which communications are [19] Reverse
s listened to and intercepted Engineering v
Unauthorized Vulnerability that allows attackers to gain Misconfiguration N N N N
/Unauthentica | unauthenticated or unauthorized access to [16] DDoS v v
ted access information SOL Infecti
Trial-and-error attack, which seeks to gain QL Injec ton v v
Brute Force access to directories or user accounts by [17][19] Port Scanning v
trying to guess credentials XSS N
Social engineering attack that consists of Social
ini ial i i i i v v v
Phishing obtallmr(lig cqnﬁden}tllal mf}(:.rlmanon fziqm [17][19] Engineering
people, deceiving them while pretending Weak passwords , B P p
to be trustworthy entities -
- - - - Physical /
. Attack in which a user's session token or . N N
Session . . Environmental
Hijacking cookie is hljackeq, allowmg access to the [17]
user's information. TABLE XI. ISO 27001 CONTROLS FOR EACH LAYER OF PROPOSED IOMT
R Attack that consists of converting an ARCHITECTURE
everse
Engincering executable file to another, where the -
source code can be read Vulnerability Security Mitigation
Vulnerability that allows access to category/Control
Misconfigurat attackers, from default passwords or [20] Device Layer
ion mismanagement of permissions in the Lack of Updating CAl: Maintain sensor Operating
system Misconfiguration Co6 systems and libraries up to
Distributed Attack in which many requests are sent to date
Denia_l of the server, consuming _bandwidth, and [16][17][22] Physical Attacks CA2: Avs'/afeness campgigns,
Service system resources, leaving them out of [19][15] CO7. CO6 training and providing
(DDoS) service ’ manuals to users
Attack in which malicious queries are sent Communication Layer
SQL to the server in order to obtain (17][19] Lack of Updating CAl: Maintain operating systems
Injection confidential information that should not Misconfiguration C06 and libraries up to date
be accessible Social Engineering Awareness camnaiens
Port Attack in which the ports of the systems MITM CA2: training and roIi/i (igin >
. are scanned to obtain information on [21] Eavesdropping C07, C06 g p g
Scanning . . . . manuals to users
technologies and information Sniffing
Cross-Site Attack in which malicious scripts written Passwords with uppercase
Scripting in JavaScript are sent to obtain [171[19] CAS: letters, numbers, symbols,
(XSS) confidential information Weak passwords Cl12 and minimum number of
Social Attacks that consist of deceiving and characters
Engincerin manipulating users, some of the common [15][14] Platform Layer — Edge Computing
& & attacks are phishing and spoofing Lack of Updating CAl: Maintain operating systems
Weak Vulnerability where the system has default Misconfiguration C06 and libraries up to date
passwords or passwords that are very easy [20] . Awareness campaigns,
passwords . . . CA2: - .=
to guess Social Engineering C07. C06 training and providing
Physical / Attacks or vulnerabilities related to the i manuals to users
Environmenta environment or nature, such as: floods, - Passwords with uppercase
1 fire, natural disasters, and power failure CAS: letters, numbers, symbols,
Weak passwords -
Cl12 and minimum number of
characters
3) Security controls to mitigate vulnerabilities: At this  [Unauthorized/Unauthent
point, the vulnerabilities found in each layer of the IoMT icated access Source code obfuscation,
hitect d for th del tak int t Brute Force CA4: limiting failed login attempts
arcnitec uI.'C propose or (S .mo € are. aKen 1m .0 account, Phishing C10, C11 and token and session
and security controls are applied according to their category Session Hijacking validation
(Table IIT). The ISO 27001 controls to be implemented to Reverse Engineering
mitigate vulnerabilities and attacks for each layer of the loMT . MjTM _ CA10: . . o
architecture are presented below (Table XI). avsersli frggsmg C24 nerypted communications
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Platform Layer — Fog Computing
Lack of Updating CAl: Maintain operating systems
Misconfiguration C06 and libraries up to date
CAT7: Firewall
DDoS C20 Load balancing
l;;ri:;io;ﬁis’ngfg;r CAG6: Risk Management and
X Cl4, C18 Business Continuity Plan
disasters
Platform Layer — Datacenter (Medical System)
Lack of Updating CAL: Maintain operating systems
Misconfiguration C06 and libraries up to date
. . . CA2: campaigns, training and
Social Engineering C07, C06 providing manuals to users
Passwords with uppercase
CAS: letters, numbers, symbols,
Weak passwords C12 and minimum number of
characters
g QLDID.OS i Firewall
ection Load balancing
Port Scanning . S
. CAT: Parameter sanitization
Unauthorized/Unauthent . . e
. C20 ILimit maximum login failure
icated access
attempts
Brute Force . Sy
. o Token and session validation
Session Hijacking
l;;rifs;goiiis;lgi)g;r CAG6: Risk Management and
. Cl14, C18 Business Continuity Plan
disasters
Application Layer
Awareness campaigns,
Social Engineerin; CA2: training and providin
& e €07, C06 g and p e
manuals to users
Passwords with uppercase
CAS: letters, numbers, symbols,
Weak passwords C12 and minimum number of
characters
[Unauthorized/Unauthent
icated access, Brute CA4- Parameter sanitization
Force, Phishing, Session clo C.ll Limit failed login attempts.
Hijacking, SQL ’ Token and session validation
Injection, XSS
MITM . CAlO: L
Eavesdropping Encrypted communications
: C24
Sniffing

IV. EXPERIMENTATION

To conduct the experimentation, the JoMT architecture is
developed by implementing the information security controls
according to each category and layer, as shown in Table XI.
For this purpose, a component diagram is designed, where the
main modules of the system can be seen (see Fig. 2).

Based on this, each module has different functions and is
developed in different programming languages and
frameworks. For example, Device Layer, would have loMT
technology, in this case it has no associated modules, however,
its responsibility is to simulate the data collection of loMT
sensors through an app developed in Kotlin (Table XII).

A. Experiment 1: Interviewing Physicians

For this experiment, 3 physicians related to the health sector
are considered, who followed the following steps: (i) login to
the system with the assigned user and password, (ii) use of the
monitoring system according to the list of assigned patients and
(iii) development of a survey to obtain their expert judgment.
The survey is 7 closed questions (Table XIII). And it has 5
options: 1 = Very low, 2 = Low, 3 = Normal, 4 = High and 5 =
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Very high; and is based on ISO 9126 [47] specifically on the
quality model of a software product based on its use.

TABLE XII. MAIN MODULES OF THE SIMULATED IOMT ARCHITECTURE

Language /

Module Framework

Technology Responsibility

Simulate the measurement
of temperature and
saturation
Allows to validate the data
obtained by the loMT
Validation | SENSOrss t_hus informing the

T2 patient if the capture has
Controller B
been correct or incorrect.
Allows the information to
be sent to the Fog Node.
Allows to process the
information received by
Edge Computing, before
sending it to the medical
system and alert the doctor
of a patient in emergency.
Allows sending information
to the Datacenter.
Allows to authorize and
validate the credentials of
the doctor who tries to enter
the medical system and
block the doctor's account in
case he/she exceeds the
maximum number of failed
attempts.

Allows to manage the
information received by
IoMT devices from patients,
this component is
responsible for storing and
displaying patient data for a
medical diagnosis.

Frontend:

T None Kotlin

Frontend:
Kotlin

Backend:
Nodejs

Processing

L& Controller

Sign In
Controller

Backend: C#
NET Core
Database:

Monitoring SQL Server

Controller
T5

It allows to manage patient
information, from their
personal record to the

medical information record.

Patient
Controller

It allows the physician to
navigate between the
different views of the
system, being able to

visualize requested
information.

Frontend:
Vue.js

Interface
Controller

B. Experiment 2: Interviewing computer security experts

For this experiment, 2 experts in information security and
security penetration testing are considered, who followed the
following steps: (i) review of the ISO 27001 architecture and
controls applied in each layer of the architecture, (ii) design of
security penetration tests (Table XIV), (iii) review of the results
of the penetration tests performed and (iv) development of a
survey to obtain their expert judgment.

The survey has 8 closed questions and 1 open question for
improvement opportunities (Table XV). The closed questions
have 5 options: 1 = Poor, 2 = Bad, 3 = Fair, 4 = Good and 5 =
Excellent; and are based on the gap analysis (GAP) of ISO
27001, which 1is the first phase of implementation
(planning) [48].
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Fig. 2. Main modules of the simulated IoMT architecture

TABLE XIII. QUESTIONS FOR EXPERIMENT 1 TABLE XV. QUESTIONS FOR EXPERIMENT 2
Question | Type Categoria
Effectiveness de Question Type
QM1 What is the level of compliance with the proposal Closed Seguridad
regarding patient monitoring? What do you think is the
QM2 What is the level of system usability shown? Closed CAl QEI ‘ quality of the 06 Closed
Productivity o implementation of controls
QM3 As a physician, how easy do you think it is to use the Closed in the CAl caFego.ry?
system shown to monitor patients? What do you think is the 06
Compared to performing remote monitoring CA2 QE2 ) quahty of the o7 Closed
QM4 manually, what is your level of improvement that a Closed 1mplementat10n of controls
system like the one shown would offer in terms of in the CA2 category?
patient monitoring? What do you think is the
Satisfaction CA4 QE3 | . quality of the C10 Closed
In contrast to in-person monitoring, what is the level T implementation of controls Cl1
QM5 of satisfaction you would have in monitoring a Closed in the CA4 category?
patient remotely? What do you think is the
What is the level of satisfaction a physician would CA5 QE4 ~quality of the CI2 | ~osed
QM6 | have in monitoring a patient remotely using a system | Closed - implementation of CAS
like the one shown? category con}roLs?
What do you think is the level of usefulness of a What do you think is the
QM7 medical system that allows remote patient Closed CA6 QES ~quality of the Cl4 Closed
monitoring? I implementation of CA6 CI18
category controls?
TABLE XIV. PENETRATION TESTING RESULTS What do you think is the
CA7 QE6 quality of the €20 | Closed
Attack Technology State I implementation of CA7
. T3 category controls?
Dictionary Attack T5 Not vulnerable What do you think is the
Brute foree T6 quality of the
— CA10 QE7 . . C24 Closed
SQL Injection T5 Not vulnerable implementation of CA10
T3 category controls?
Session Hijacking T5 Not vulnerable What controls do you think
T6 - QES8 should be improved to - Closed
Reverse Engineering T3 Not vulnerable secure IoMT architectures?
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V. RESULTS AND DISCUSSION

Fig. 3 shows the results obtained by the 3 physicians (M1,
M2 and M3) of experiment 1, to evaluate the "effectiveness" of
the medical system. The results show that the respondents rate
compliance with respect to patient monitoring (QM1) and ease
of use of the system (QM2), with an average value of 3.67,
respectively. In other words, effectiveness is rated between
"normal" and "high".

| \

Fig. 3. Results of Experiment 1 - Effectiveness

Fig. 4 shows the results obtained by the 3 physicians (M1,
M2 and M3) of experiment 1 to evaluate the "productivity" of
the medical system. The results show that the respondents rate
the ease of use of the system for remote monitoring (QM3) and
a level of improvement in patient monitoring (QM4) with an
average value of 4.33, respectively. In other words,
productivity is rated between "high" and "very high".

ENE \
- BN \

Fig. 4. Results Experiment 1 - Productivity

Fig. 5 shows the results obtained by the 3 physicians (M1,
M2 and M3) in experiment 1, based on the physicians'
"satisfaction" with the simulation. The results show that the
respondents rate the satisfaction offered by monitoring patients
remotely (QMS5) and the satisfaction of remote monitoring
using an loMT system (QM6) with an average value of 4.00,
respectively. While the average value rated by respondents
regarding the usefulness of a system that enables remote
monitoring with loMT (QM7) is 4.33. In other words,
satisfaction has a rating between "high" and "very high".
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Fig. 5. Results Experiment 1 - Satisfaction

Fig. 6 shows the results obtained from experiment 2, based
on the "quality" of the implementation of ISO 27001 controls
in the IoMT architecture layers. The results show that the
respondents rate the quality of the controls related to questions
QEl, QE2 and QE7 with an average value of 4.00,
respectively. Likewise, the average value obtained by the
interviewees for the quality of the controls corresponding to
questions QE3, QE4 and QES5 is 3.50. Finally, respondents
rated the quality of implementation for the control related to
question QE6 with an average value of 3.00. In other words,
the quality of implementation of information security controls
has a rating between "normal" and "good".

L

4 N \ - , '\ -
N BN BN X
B R R R R R R
o N ~ S
2 N N N N N o
N B NE N )
Y Y Y Y B N
QE1 QE2 QE3 QE4 QES5 QE6 QE7

~ Expert 1 mExpert 2

Fig. 6. Results of Experiment 2

Overall, the results of the experiments show that for
experiment 1, the physicians rate the "effectiveness",
"productivity”, and "satisfaction" of the remote monitoring
system with an average value of 3.67, 4.33 and 4.11
respectively, i.e., between "normal" and "high". On the other
hand, for experiment 2, the security experts rate the quality of
the implemented controls with an average value of 3.65, i.e.,
between "normal" and "good".

VI. CONCLUSION AND FUTURE WORK

In this study, it is conducted the proposal, design, analysis,
and simulation of an JoMT architecture with information
security controls based on ISO 27001. For this design, a
literature  review took place, where common IoT
vulnerabilities, possible JoMT architectures and mitigation or
security measures for loMT are obtained. This enables the
design of an IoMT architecture with security controls, where
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ISO 27001 is chosen because it provides guidelines for
information security.

Two experiments are conducted to obtain expert judgment.
Experiment 1 is with physicians, to measure the applicability,
functionality, and usability of the system. Experiment 2 is with
security experts, to measure the quality of the information
security controls.

The results of experiment 1 allow the rating of
effectiveness, productivity and satisfaction related to the remote
monitoring system, obtaining an average value of 3.67, 4.33
and 4.11, respectively. That is, between "normal" and "high".
This indicates the current usefulness of remote monitoring
implementations using JoMT in the ambulatory health sector.

The result of the experiment 2 is the rating given by
security experts related to the quality of implementation of
information security controls in the JoMT architecture had an
average value of 3.42, i.e., between "normal" and "good". This,
transferred to the maturity levels of ISO 27001 results in a level
between 3 or 4, which means that the implemented controls
have an adequate level of security.

As future work, it is recommended to implement the loMT
architecture with the proposed security controls in real
environments such as: clinics, hospitals, and health centers. In
this way to obtain better judgments related to JoMT architecture
and applied information security controls.
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