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Abstract—The article presents the results of the structural-
functional modeling of the generalized risk management process
of systems based on the design approach. It is shown that the
results of the transformation of the content of the main stages in
the format of the tasks of managing the risks of the quality of
mobile applications (MA) are the methodological basis for
building risk management systems for the quality of MAs. The
algorithm of risk management of quality of MA based on the
principle of guaranteed results is proposed.

I. INTRODUCTION

It is known that in the process of software development
(software) the main cause of software quality risk is
uncertainty, which is present at all stages of its life cycle (LC),
including in the development of mobile applications. In this
case, the risks identified and passed through a joint procedure
of qualitative and quantitative analysis are usually referred to as
known risks. For this category of risks, an action plan is
developed to reduce the impact of the risk events. For unknown
risks, as well as all known risks for which the development of
countermeasures is unacceptable economically, a reserve is set
aside for unforeseen circumstances. Depending on the degree
to which the risks correlate with threats or chances, they are
subjected to further processing with the help of the MA quality
risk management processes considered in this paper. Note that
in order to successfully solve the problems of ensuring the
quality of a mobile application, throughout its life cycle, it is
necessary to develop in advance preventive risk management
measures. At the same time, despite the fundamental results
obtained by domestic and foreign researchers in the field of
quality management and the quality risks of complex software
systems, these management issues applied to a wide class of
MAs require further theoretical and regulatory development
[4], [5], [10]. In this regard, the questions of studying the
context of the MA risk management process appear relevant.

Characteristics of risks of quality of MA and risks of
objects and processes of life cycle of MA are often interrelated,
they are influenced by various factors, including environmental
factors that directly and indirectly determine certain properties
of MA. Quality indicators mainly reflect the positive effect of
the use of MA, and the main task of the project developers is to
ensure high values of quality. At the same time, the realization
of quality risks directly increases the national contribution to
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the MA as to the product, which ultimately results in the loss of
project profits in practice.

For example, according to [15] of the methodology for
analyzing and reducing the risks of software system projects,
by quality characteristics can be generalized to the following
sequence:

e Development of formal methods for analyzing and
reducing the risks of software system projects according
to quality characteristics.

¢ Implementation of the stage of preparation of initial data
for risk analysis and management.

e Perform a risk analysis step.

e Implementation of the project risk reduction stage.

e Implementing tools to support the stages of analyzing
and reducing the quality risks of software system
projects.

This paper summarizes the results of solving a wide class of
risk management tasks in various application areas based on
the project approach [11], [12], [13].

II. METHODOLOGY

Currently, there are several definitions of quality concepts
that are generally compatible with each other. According to
ISO: Quality is the completeness of the properties and
characteristics of a product, process or service that provide the
ability to satisfy stated or implied needs.

According to the authors, the quality of MA is a relative
concept, which makes sense only when taking into account the
actual conditions and areas of its application, and is
characterized by three basic aspects: the quality of a software
product, the quality of life cycle processes and the quality of
maintenance or implementation.

Thus, software quality is the degree to which it possesses
the desired combination of properties.

The quality risk of a mobile application (MA) is
understood as a potential event in the life cycle of an IT
product that is associated with damage to the quality of the
MA. It is obvious that the solution of the problem of building a
quality risk management system for a business enterprise
presupposes the existence of a formalized universal model of
quality characteristics reflecting the most modern and long-
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term quality requirements for business companies. According
to the authors, the methodological basis for solving the
problem of determining the formal quality model of an MA is
the system of evaluation characteristics of software quality
used in the international standard GOST R ISO IEC 9126 [1],
[6]. Note that not all quality attributes enshrined in this
standard exhaust the concept of quality in relation to MAs,
which necessitates the identification of new attributes and the
addition of the existing system of quality assessment
characteristics. For example, in the ISO 9126 standard, there
are no software mobility attributes in relation to the ability of a
program to run under different operating systems. At the same
time, in practice, many developers prefer to consider instead of
reliability a more general concept of software quality,
associated with the main indicators of quality in terms of
functionality, performance, usability, with given probabilities
of going beyond them, and a certain maximum damage from
possible violations [2], [3] . In addition, the concepts of
usability, safety and security of MA [2], [3] are being actively
investigated. Nevertheless, this international standard served
as the basis for the improvement and development of
numerous corporate standards for software quality
management [2], [3], [7].

In this regard, we consider a generalized risk management
algorithm, invariant with respect to subject areas, which is
presented in the form of a structural - functional model of the
algorithm in the notation of the IDEFO standard in Fig. 1 [4],

[11].
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Fig. 1 Structural and functional model of the generalized risk management
algorithm of a software project

The model characterizes the continuous nature of the risk
management process and the direction of the logical flow of
information linking the individual steps of the risk management
algorithm. Essentially, the analyzed algorithm is a
transformation of the generalized system analysis procedure
described in terms and concepts of the domain of the risk
management problem. At the same time, the object of risk
management is the risk register, which is subjected to successive
transformations at the stages of management planning,
identification, qualitative and quantitative risk analysis,
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planning for risk reduction, monitoring and control in order to
minimize the consequences of risk. The central stages of the risk
management process are the planning and identification stages.
The goals and objectives, the content of the organizational
support archives, and the contents of the life cycle of an MA
make it possible to transform the above process into an
objective class of risk management tasks for the quality of MAs
and, in particular, to purposefully form a sequence of
descriptions of the risk register. In general, the input to the
planning stage are the archives of organizational support, which
should contain the results of risk management of previous MA
projects, as well as a quality management plan, quality results
assessments, quality control procedures checklists, a formal MA
quality model, and a taxonomy of MA quality risks. The main
tools for transformation are the meetings of experts and
developers to determine the quality risks of MAs that are taken
into consideration during the implementation of this project.
The way out is the initial register of risk quality MA. At the
identification stage, the initial risk register is supplemented with
a list of identified and documented risks with a description of
their causes. Within the life cycle of the MA, new risks may
arise; therefore, the identification process is iterative in nature
with a frequency that depends on the content of a specific MA
project. The update of the risk register at the analysis stage
occurs according to the results of qualitative and quantitative
analysis. Risk registry updates should include a prioritized list
of risks; list of priority assessed risks that pose the greatest
threat to quality and require maximum funds for unforeseen
circumstances, and having a high degree of probability to
influence the quality of MA. The risk register at the risk
response planning stage should contain the following major
updates:

e Coordinated strategies for responding to quality risks of
the MA;

Countermeasures for the chosen strategy indicating the
responsible persons for specific risks of the quality of

MA.

The stage of monitoring and risk management is a continuous
process throughout the life cycle of an MP to identify, analyze
new risk events, monitor identified risks, monitor the
implementation of risk response measures and evaluate their
effectiveness. The risk register formed at this stage includes the
following updates:

e The results of the adjustment of probabilistic risk

indicators and periodic inspection;

The actual results of the quality risks of the MA and the
results of the response to the risks that are reflected in the
archives of the organizational support and can be used to
solve the problems of managing the quality risks of new
projects of the MA.

The game-theoretic aspect of the context of the risk
management process of the quality of MA, based on the
principle of guaranteed results, can be algorithmized using the
approach proposed in [14], [16].

As criteria, selected as target criteria can be used as separate
criteria from the list below and their combination, which will be
discussed later in the article:
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The guaranteed result criterion (Maximin Waldo
criterion) is initially pessimistic, since only the worst of
all possible results of each alternative is taken into
account. This approach sets a guaranteed minimum,
although the actual result may not be so bad,;

Optimism criterion (maximax criterion) - corresponds to
an optimistic offensive strategy. This approach sets only
the best option;

The criterion of pessimism is characterized by the choice
of the worst alternative with the worst payback;

Savage's minimax risk criterion is the criterion of least
harm, which determines the worst possible consequences
for each alternative and chooses an alternative with the
best of the bad values;

The criterion of generalized maximin (pessimism-
optimism) Hurwitz, which allows to take into account
the state between extreme pessimism and uncontrollable
optimism.

In certain circumstances, each of these methods has its
advantages and disadvantages that can help in developing a
solution.

In a comparative analysis of performance criteria, it is
inappropriate to dwell on the choice of a single criterion, since
in some cases this may lead to unjustified decisions leading to
significant losses of economic, social and other content. For
example, along with the application of the guaranteed result
criterion, the Savage criterion can be used, the criterion of
optimal behavior can be supplemented by the use of a
pessimistic criterion.

Consider a conceptual risk management model that reflects
the main elements and semantic concepts of the subject area of
research and is presented in Fig. 2 [10], [12], [15].
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Fig. 2 Conceptual Risk Management Process Model

We introduce the basic definitions:

e The subject as an element of the conceptual model - the
risk owner - the person in charge of managing the quality
risks of the MA;

The subject as an element of the conceptual model or

uncertainties of the external and internal environment;
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Measures and measures to counter the risks of the quality
of MA;

Threat - a combination of factors and conditions that
occur throughout the life cycle of an MA in the process
of interaction with other external and internal systems
and elements that are potentially capable of having a
negative impact on the quality characteristics throughout
the life cycle of an MA;

Vulnerabilities - inherent features of the MA that affect
the likelihood of a threat;

Risk - a potential condition that characterizes the
possible damage to the quality of MA, as a result of the
realization of the threat, which ultimately reflects the
likely financial losses during the life cycle.

In terms of operations research, the presented model is
essentially a description of the classical single-side operation
(the risk owner is the party conducting the operation) of the risk-
resisting strategy in order to save financial resources with
minimal costs [8], [9]. However, the effectiveness of such an
operation depends not only on the choice of the risk owner, but
also on uncertain events during the life cycle of the MA. If there
is a lack of knowledge about the probabilistic measure on a set
of uncertain factors, the selection operation loses its rational
meaning. Therefore, it is believed that the least favorable
distribution of uncertain factors may occur. In this case, the
party conducting such an operation chooses such a strategy to
counter the risks of the quality of the MA, which maximizes the
chosen criterion of the effectiveness of the operation with the
least favorable behavior of uncertain factors. Let an operation
choose a strategy x belonging to a set of admissible strategies X,
and set an operation efficiency criterion that also depends on Y -
uncertain factors of a random nature y = (y4, ... Y¥;p). It is
necessary to choose such a strategy that will provide the
maximum value of the efficiency criterion of operation
K(x4, ... Xy, ¥1,... ym)the choice of strategy takes into account
the least favorable value of uncertain factors, assuming that any
value of uncertain factors can actually be realized. The strategy
is chosen as so that with the least favorable value of uncertain
factors, the value of the objective function is maximum. This
approach leads to the choice of a strategy in accordance with the
criterion

min, max,, K(X,Y). (1

We call the risk owner and uncertain factors the first and
second players, respectively, the function K(x,y)- the payment
function of the game. Let the first player win be the value of the
payment function when the first player chooses a strategy. Let
the first player strive to maximize his winnings. The value of
K(x,y) we determine the winnings of the second player. We
believe that in this case a game of persons with opposing
interests is given, or an antagonistic game of two persons. Let
both vectors n and m-dimensional Euclidean spaces; X and Y
are closed bounded sets of n and m-dimensional Euclidean
spaces, respectively. In this case, all points of these spaces can
be lexicographically ordered and renumbered so that K(x,y)
goes into the function K¢, j),i=1, ..., 1:j=1, ..., r, and then we




PROCEEDING OF THE 24TH CONFERENCE OF FRUCT ASSOCIATION

will consider the function of two arguments and the final game
with the payment function K¢, j). It is known that for finite
games max min K, j), < min max K(i, j), the end game has a
saddle point when such pure strategies exist. and such a constant
w for which

K(i.jo) =w=K(io ),
where w = K(ig,jo), and pairs of strategies iy, j, form a
saddle point, i.e. K(iy, jo)= max min K, j), = min max K(,j).
This result is also valid for finite antagonistic games in mixed
strategies. Let the task be given:
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As a result of solving the problem (3), we obtain the optimal
solution of the game and the optimal mixed strategy of the

second player 3" =(y,...,).)-
The optimal strategy of the second player is obtained from
the solution of the problem:

“)

max, w;
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Problems (3) and (4) are dual linear programming problems.
The general solution of the problem is reduced to a matrix
game, which can be reduced to a pair of dual linear
programming problems [8], [9]. For the antagonistic game in
question, it suffices to consider one of the dual games. Thus, the
problem of optimal distribution, in the sense of criterion (1), of a
set of counteraction measures for a set of risk events of MA
quality, is reduced to solving a linear programming problem,
which is a fairly effective method for solving finite antagonistic
games. In this regard, we consider the class of final game-
theoretic models of the game of two players "risk owner" and
"uncertain factors", for solving the problem of analyzing and
choosing the optimal variant of the structure of the quality
system of MA [10]. When describing the game, we will use the
symbols of the players used earlier to simulate both intentional
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and accidental impacts on the quality of the project. Note that
the rationale for choosing the final game-theoretic models in the
general case is determined by the following characteristic
features of the task of managing the quality of the MA:

o conflict of interests of players;

the presence of an uncertainty factor;

lack of reliable statistical information on the effect of
uncertain factors;

a finite set of generalized threats to the quality of MA.

The results of the risk owner’s or random factors ’actions can
be assessed by a real number (for example, an assessment of
damage caused by the loss of quality of the MA) interpreted as a
gain to one of the parties.

To build a game, it is necessary to determine the players
strategies and the winning function. Let, as before, player I is
the owner of risk, player II are indeterminate factors. Player I’s
strategies are to choose one of the options for the MA quality
assurance system. Player II's strategies - the implementation of
one of the many threats to the quality of the MA. Assume that
the actions of each of the players are one-time or can be reduced
to a certain total one-time impact on a specific software project.
This assumption allows the use of one-step game models.
Consider antagonistic final one-step games. In them, the
winning value of the first player is equal in magnitude and
opposite in sign to the winning value of the second player. Next,
we consider the construction of a set of strategies of the second
player, which is formed on the basis of a set of threats to the
quality of the MA.

Assume that the actions of each of the players are one-time
or can be reduced to a certain total one-time impact on a specific
software project. This assumption allows the use of one-step
game models.

Consider antagonistic finite one-step games. In them, the
value of the winning of the first player is equal in magnitude
and opposite in sign to the value of winning of the second
player. Next, we consider the construction of a set of strategies
of the second player, which is formed based on the set of threats
to the quality of the MA.

Next, we consider the construction of the set of strategies of
the second player. It is formed on the basis of a variety of
threats to the quality of threats to MA. As a result, the set of
strategies of player II will be equal. Antagonistic game is
defined by the next three

I'=<X,Y,H>,
Where:

X=Cu {C~' } - many first-player strategies;
Y=Uu {U } -alot of second player strategies:
H - matrix of winnings.
Let the powers of the sets of players' strategies be equal:
[X|=n
[V]=m
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Imagine the matrix of winnings in the following form:

A
o U, U, U
_hl _hn _hl _hl (n-1) _hl
H=
Conny _ _
6 = hpry = B =y = Bm-v-n = iy
| —hm =R inry 0 |

where before the beginning of the rows and columns are the
corresponding elements of the sets X and Y. In this matrix, the
following notation is used:

hij - assessment of losses from the second player’s

implementation of the j-th generalized threat when the i-
th version of the quality assurance system is
implemented;

hi - the size of the cost of implementing the i-th version

of the system under study.

Estimates of losses can be obtained from the results of risk
analysis (as a rule, expert estimation methods are used to obtain
them). If the distribution law of the probability of occurrence of
random events that pose a security risk is known, then the
expected value of losses.

In the case when the second player does nothing = 0 (the last
column of the matrix H).

The cost of the implementation of the first player of the last
strategy (the refusal of additional events) is also taken to be
Zero.

Both components of the matrix H are taken with a minus
sign, because for the first player this is a negative gain
(loss).

The constructed antagonistic game reflects the situation of
the most pessimistic forecast, when the real possibilities and
goals of the second player are unknown, and it is considered that
he is omnipotent and his goal is to cause maximum harm. If it is
possible to reliably determine the capabilities of the second
player and the “value” in the case of risk realization, then it is
possible to use a bimatrix game model, which is given in the
form:

I'=(X,Y,H,H,)

where:

e XandY are the sets of strategies of players I and II, H is
the matrix of the winners of the risk holder;
H: is the second player's win matrix, which is formed as

follows:
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U, U, U

-1)

C o ~ (” -
hy,—h, M-y —hy (n1) 0

H, =

Conn | - _ ~ _
6 h(m—l)l - h(m—l)l h(m—l)(n—l) - h(m—l)(n—l) 0
hml_Zml hm(”’l)_%m(n—l) 0

where

. hn is the evaluation of the second player's gain from the

implementation of the j-th threat in relation to the i-th
variant of the MA quality assurance system;

h,

y

. - estimation of the second player's costs for the

realization of this threat.

For threats that originate from random events, the value is
assumed to be zero, and the value is proposed to be taken equal
in magnitude and inverse to the value corresponding to the
element of the player I. when the second player does nothing.

Compared with the antagonistic gaming model, the bimatrix
model reflects a less pessimistic prediction based on the
presence of additional knowledge of wuncertain factors.
Accordingly, the optimal strategies may turn out to be different
from the previous model. All the considered game - theoretic
models for the implementation of the choice of the optimal
quality assurance strategy belong to the class of "games against
nature". In this case, the function of winning the first player is
unknown to him, since the gain function is "chosen by nature"
from some fixed set. Unknown are the probabilities with which
a particular function is selected. The task of the first player is to
prioritize the available strategies and implement the optimal, in
the sense of the quality criterion of choice.

Let the decision-making task be given in the form of a

matrix H with the player choosing a row in the matrix

mxn >
from which his gain is determined. The optimality criterion is
the ordering ">" on the set of alternatives. It is considered that
the best alternative in this ordering is considered to be the best.

Note that in decision-making theory, a number of optimality
criteria are known, including the Wald criterion, as applied to
games against nature [10].

Consider the antagonistic game T = <X, Y, H>, where X, Y
are sets of strategies of players I and II, respectively, and H is
the winning matrix of player I (player II’s loss). In accordance
with the maximin principle, player I seeks to choose such a
strategy x © so that with the most unfavorable for him choice of
player II, he will get the greatest gain, which is determined by
the equality:

minH(x", y)=max(min H(x, y))
yeY xeX yeY
where H (x, y) is the element of the winnings matrix H,

corresponding to the choice of player I of the strategy "x", and
player II - of the strategy of "y".
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For player II, the gain is equal to the matrix element H with
a minus sign. When using the Wald criterion, he will prefer the
strategy of y °, which will provide him with the greatest gain
with the least favorable choice of player I:

maxH(x,y") = min(maxH(x, y))
xeX yeY xeXx

A situation (x °, y °) is called a situation of equilibrium in
pure strategies if for any the saddle point inequality holds. Thus,
in the development of risk management systems for the quality
of MAs, various game-theoretic models can be used when
conducting operations to select the optimal risk response
strategy.

III. CONCLUSION

The experience gained as a result of the implementation of
a wide class of software products, including numerous modern
MAs, shows their characteristic feature - the presence of
uncertainty associated with the non-determinism of future
states throughout the LC. At the same time, uncertainty is
caused by a variety of external and internal factors affecting
the goals and results of the project. Among the most important
goals of the project is the quality of the IT product. Issues of
risk management quality of MA are an integral part of the
overall problem of ensuring the quality of mobile applications.
The strict regulation of life-cycle processes for the
development of modern IT products, as well as the increasing
role of quality, have necessitated the development of
methodological foundations for building systems for ensuring
and managing the quality of MAs. It is noted that the priorities
include the development of a formalized quality model and
taxonomy of the quality risks of the MA. This paper presents
the results of the simulation of the management process, as
well as the algorithm of the risk management system of the
quality of MA based on the principle of guaranteed results.

Research into the quality of mobile services allows us to
evaluate the consumer characteristics of applications popular
among Russians and to identify the weak points and risks of
mobile applications.

Note also that the definition of the nomenclature and
values of the quality indicator of the MA can be carried out by
an expert method by a group of expert specialists competent in
solving this problem, based on their experience and intuition.
At the same time, most of the criteria are a subset (family) of
indicators grouped according to certain characteristics. Such
subsets are known as “nested criteria”.

At the same time, the embedded criteria and quality
parameters should be understood as those that are part of a
higher level criterion and serve to refine it by reducing the
dimension of the problem. Thus, the proposed generalized
model of the quality structure of the MA preserves the
methodological continuity in substantiating the approach to the
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formation of the concept of the quality profile of the MA and
is its key element. According to the basic aspects of the quality
of life cycle MA, the definition of the purpose and content of
the elements of a generalized structure will introduce quality
characteristics depending on the conditions and environment
of application of modern MA.

Such an approach naturally allows, under the condition of
correctly formulated criteria, to have several game models of
continuously risky events covering the entire space. On the
other hand, the presence of several models covering various
aspects of the quality risk management process complicates
the harmonization of criteria at the decision making stage.

Note also that the task of making a decision in real
conditions of risk management of the quality of MAs can be
reduced to a hierarchical game of a certain number of players,
including more than one risk owner.
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