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Abstract—Security work on LoRa systems is frequently framed
through the wireless channel. That view is incomplete for
LoRa@FIIT deployments, where a received frame enters a
longer implementation chain: LoAP access point software, the
STIoT access-point-to-network-server protocol, the LoNES net-
work server, persistent database state, visualization tools, and
application-facing interfaces. Vulnerabilities in these layers can
invalidate otherwise sound assumptions about the link-layer
protocol. This paper surveys the implementation-level attack
surface of LoRa@FIIT and STIoT infrastructure, with emphasis
on access point registration, STIoT message validation, end-
device registration integrity, key and sequence number handling,
code injection through application data, database access, re-
mote management, and audit evidence. VulneLoRa is presented
as an extensible checklist-driven assessment tool for secure
LoRa@FIIT infrastructure. The checklist connects protocol-
specific tests, such as SETR flooding, registration replay, and
key synchronization checks, with conventional web and infras-
tructure security controls, such as parameterized database access,
credential protection, restricted SSH access, database isolation,
and redacted logging. The resulting checklist validates the full
path from end-device registration to application output, not only
the radio link.

Index Terms—LoRa@FIIT, STIoT, LoRa, IoT security, access
point, network server, SQL injection, vulnerability assessment,
security checklist, VulneLoRa

[. INTRODUCTION

LoRa-based systems are usually discussed in terms of long-
range, low-power wireless communication. This has produced
valuable research on jamming, eavesdropping, replay, beacon
spoofing, key establishment, and frame-counter behavior [1]—
[7]. However, the security of an operational LoRa deployment
does not end at the air interface. After reception, a message
is handled by access point software, transformed into an IP-
based message, processed by a network server, stored in a
database, and finally used by applications or visualization
tools. Each of these steps creates implementation risks closer
to web, API, database, and Linux-server security than to radio
communication alone.

This observation is especially important for LoRa@FIIT, a
link-layer protocol designed for local LoRa networks where
the complexity and overhead of LoRaWAN roaming are not
required [8], [9]. In the LoRa@FIIT stack, LoAP access
points bridge LoRa communication into STIoT, a TCP/TLS-
based protocol intended for communication between access
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points and the LoNES network server. The network server
controls transmission parameters, supports end-device registra-
tion, synchronizes session keys and sequence counters, stores
uplink and downlink state, and provides data for higher-level
applications [8], [10], [11]. A weakness in this implementation
path can therefore become a practical compromise even when
the LoRa@FIIT packet format behaves as expected.

VulneLoRa implements offensive checks for LoRa@FIIT
infrastructure, including replay, eavesdropping, SETR flood-
ing, pre-shared-key extraction, direct and end-device SQL
injection, ARP spoofing, and SSH exploitation [12]. Its
command-line workflow supports interactive and simulation
modes, attack selection, attack-specific configuration, saving
and loading of parameters, output collection, and a template
for adding new attack scripts. The tool is therefore suitable
for a checklist interpretation: each module verifies a concrete
implementation control and produces evidence that can be
reviewed by a developer or operator.

VulneLoRa serves as the practical basis for a se-
cure LoRa@FIIT and STIoT implementation checklist [12].
The checklist covers access point registration, STIoT
setup messages, end-device registration, key synchronization,
application-data handling, database access, administrative ser-
vices, logging, and recovery behavior. New modules can be
added as LoAP, LoNES, LoBook, and application integrations
evolve, while the checklist categories remain stable.

This paper focuses on three primary aspects. First, it surveys
the LoRa@FIIT and STIoT implementation attack surface
from an infrastructure perspective, rather than from a radio-
only perspective. Second, it organizes known and implemented
attacks into trust-boundary categories that are meaningful for
secure deployment. Third, it proposes a VulneL.oRa-oriented
checklist that can be used to evaluate future implementations
of LoRa@FIIT infrastructure.

II. SCOPE AND SURVEY METHOD

The scope of this survey is implementation-level security of
LoRa@FIIT and STIoT deployments. Radio-layer attacks are
treated only as context when they interact with access point
or server behavior. For example, eavesdropping is discussed
not only as signal observation, but also as a test of whether
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registration metadata, transmission parameters, sequence coun-
ters, or key-handling assumptions become visible through logs,
access point output, or backend processing. Denial of service
is discussed primarily as SETR flooding, registration stress,
key-synchronization abuse, database exhaustion, or service
disruption, not as radio jamming.

The survey combines three sources. The first source is the
protocol and infrastructure description of LoRa@FIIT and
STIoT, including the original protocol paper and the open-
source ecosystem around LoAP, LoNES, LoMAB, LoBook,
and VulneLoRa [8], [10]-[14]. The second source is the cur-
rent VulneLoRa module set, which provides concrete checks
for replay, eavesdropping, SETR flooding, key extraction, SQL
injection, SSH exposure, ARP spoofing, and direct database
access [12]. The third source is selected LoRa, IoT, web, and
API security literature used to classify implementation failures
that appear after LoRa frames enter the IP and application
stack [2], [15]-[24].

A vulnerability is considered in scope if it can be triggered
or observed through the LoRa@FIIT or STIoT infrastructure
without requiring control of the physical LoRa modulation.
In practical terms, this includes unauthorized access point
registration, weak access point identity checks, insecure TLS
deployment, exposed SSH services, leakage of pre-shared or
session keys, code injection through decoded application data,
direct database exposure, backend flooding, insufficient log
redaction, and missing evidence in monitoring. The scope
intentionally remains narrow: the paper does not introduce a
new radio attack, a new cryptographic protocol, or a general
LoRaWAN backend taxonomy.

III. LORA@FIIT AND STIOT INFRASTRUCTURE

LoRa@FIIT was proposed as a link-layer protocol for LoRa
networks to reduce overhead in deployments where roaming is
not required [8]. It defines data, hello, emergency, and register
messages. Register messages support end-device activation;
data, hello, and emergency messages carry ordinary traffic or
reliability-related control behavior. The protocol uses XXTEA
for encrypted message parts, which reduces padding overhead
for short messages compared with AES-128 block alignment
in LoRaWAN. The original evaluation reported that a one-byte
payload requires 12 B in LoRa@FIIT compared with 29 B in
LoRaWAN, which is the main efficiency motivation for the
protocol [8].

STIoT, or Secured TCP for IoT, is the protocol used be-
tween access points and the network server. It is JSON-based,
TCP-oriented, and intended to run over TLS. It organizes
communication into access point setup, device registration,
key and counter synchronization, and device transmission.
SETR and SETA start access point communication and con-
figure radio parameters. REGR and REGA support end-
device registration. KEYR, KEYA, and KEYS synchronize
session keys and sequence counters. RXL and TXL carry
uplink data and downlink responses [8]. Recent LoRaWAN
standardization is used here only as comparative context.
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TABLE I. SECURITY-RELEVANT STIOT MESSAGE GROUPS IN
LORA@FIIT INFRASTRUCTURE

Group Messages Security role

AP setup SETR, SETA Starts AP-to-NS communication. Carries
AP identity, STIoT version, supported
radio parameters, and NS-selected reception
configuration.

Device REGR, REGA Carries device identifier, reception metadata,

registration first configuration, application data, network
data, and in LoRa@FIIT the shared key
material used during registration.

Key/counter KEYR, KEYA, Synchronizes session keys and sequence

sync KEYS counters through server-side state keyed by
device identifier.

Transmission RXL, TXL, Carries decrypted application data, reception

ERROR metadata, network configuration, downlink

responses, and error conditions.

TROO7 provides implementation guidance for producing well-
behaved and interoperable end devices, while the 2026 end-
device/network-server interoperability test plan shows how
onboarding, parameter handling, and server-side behavior can
be expressed as repeatable test cases [25], [26]. TS014 defines
a standard interface for downloading a Device Profile from
a Device Profile Server, while TS018 standardizes QR-code-
based device identification for automated onboarding [27],
[28]. Table I lists the message groups as checklist targets.

Fig. 1 shows the evaluation network used for VulneLoRa
testing. The relevant path is the transition from a LoRa packet
into LoAP, LoNES, and the database, where protocol fields
become host, service, and database state.

From a security perspective, the infrastructure can be di-
vided into five zones. The first zone is the end device and LoRa
interface. The second zone is LoAP, which receives frames,
parses identifiers and message types, decrypts or prepares mes-
sage parts where needed, and converts between LoRa@FIIT
and STIoT. The third zone is the STIoT connection, where
JSON messages are exchanged over TCP/TLS. The fourth
zone is LoNES and its database, where access point records,
device records, keys, sequence counters, uplink messages,
downlink messages, and radio parameters become persistent
state. The fifth zone is the operator and application layer,
including LoBook, administrative access, and exported data.
VulneLoRa is placed across these zones as an assessment tool:
one module may act at the AP host, another at the NS port,
another through the simulated end device, and another through
database or SSH access.

IV. THREAT TAXONOMY FOR SECURE IMPLEMENTATION

This section describes selected threats identified from the
LoRa@FIIT and STIoT design, the LoAP and LoNES imple-
mentation model, and the checks implemented in VulneLoRa
[10]-[12], [29]. The taxonomy is implementation-centered and
follows the components that a developer or operator must
validate when deploying LoRa@FIIT infrastructure.

A. Access Point Registration and Identity

The access point is the first IP-connected actor in the
LoRa@FIIT infrastructure. In LoAP, the PacketConverter




ISSN 2305-7254

Device ID: 0x333333
Name: MzMz

Edl

Serial connection (USB)

e

Attacker's
gateway

Attacker's
end device

Device ID: OxBEBBBEB

Domain name: gate vulora sk

PROCEEDING OF THE 40TH CONFERENCE OF FRUCT ASSOCIATION

Domain name: attack vulora. sk
Device ID: 123456

L2 switch

Domain name: lones. vulora.sk
LoNES port: 25001

Name: 7u7u Device ID: VWV
-
End device Gateway
End device Gateway

Device: LoRa Radio Node v1.0
Firmware: LolMAB
Firmware (attacker): LoMAB (modified)

Device: Raspberry pi 3B+
Software: LoAP
Software (attacker): LoAP (modified)

-
=

Network server
(virtualized)

Network server

Server: VM\Ware Workstation Pro
Software: LoNES

Fig. 1. LoRa@FIIT evaluation network used for VulneLoRa testing. The survey focuses on the implementation path from the LoRa access point to the LoONES

network server and database

component connects to the network server and uses STIoT
to translate between radio-side packets and server-side JSON
messages [11]. The SETR message is therefore security-
critical. It introduces an access point to LoNES, declares
the STIoT version and LoRa@FIIT standard version, and
advertises hardware and radio capabilities such as supported
frequencies, spreading factors, coding rates, bandwidths, and
maximum power [8]. SETA then returns the server-selected
configuration.

The checklist question is precise: can only an authorized
LoAP instance complete SETR/SETA setup and remain con-
nected? A weak implementation may accept a client-provided
AP identifier as sufficient proof of identity, allocate state for
repeated setup attempts, or apply server-side configuration to
an AP without clear revocation semantics. The assessment
should therefore test registration of an unknown AP, replay of
a previously valid SETR, reuse of a removed AP identifier, in-
consistent capability declarations, and repeated setup attempts.
The required evidence is not only a pass/fail result, but also
LoNES logs, AP records in the database, SETA response
behavior, and monitoring events for rejected or excessive setup
traffic.

B. STIoT Message Validation

The STIoT paper specifies TLS-based communication and
server authentication for the AP-to-NS connection [8]. That
design reduces exposure only if the implementation vali-
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dates the peer correctly and then treats every received JSON
message as untrusted input. STIoT messages are short, but
they are semantically powerful: SETR can influence access
point setup, REGR/REGA controls end-device registration,
KEYR/KEYA/KEYS exchanges state used for encrypted com-
munication, and RXL/TXL carries decoded data and radio
metadata.

A checklist-driven tool must validate both syntax and state.
The syntactic checks are message type, required keys, value
type, length, range, Base64 encoding, and accepted protocol
version. The state checks are stricter: KEYR should not
succeed for an unrelated device, KEYS should not overwrite
state outside the correct registration flow, RXL should not
be accepted for an unknown or inactive device, and TXL
generation should not occur from inconsistent server-side state.
The STIoT parser acts as an internal API between LoAP and
LoNES and must be assessed with API-style negative tests.

C. Registration and Device-State Integrity

End-device registration is the most sensitive LoRa@FIIT
workflow because it creates persistent state and prepares later
communication. In the STIoT specification, REGR carries
the device identifier and reception metadata such as RSSI,
SNR, bandwidth, coding rate, spreading factor, time, and for
LoRa@FIIT also duty-cycle information. REGA returns the
device identifier, transmission power, network configuration,
optional application data, and the shared key material required
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by the access point during registration. KEYR, KEYA, and
KEYS then synchronize the session key and sequence counter
between access point and network server [8].

The VulneLoRa replay scenario assesses registration as a
state-integrity problem, not only as packet repetition. The
workflow listens for registration communication, extracts pa-
rameters such as frequency and spreading factor, confirms the
target device identity, and then attempts registration through
a simulated access point and simulated end device [12]. The
resulting checklist item asks whether LONES and LoAP bind
device identity, registration freshness, radio metadata, session
key creation, and sequence number initialization strongly
enough that a captured or reconstructed registration path
cannot introduce a false device or reset relevant state.

D. Secret Management and Host Exposure

Secrets in LoRa@FIIT infrastructure are not abstract cryp-
tographic values. They appear in concrete places: LoNES
environment variables, Java keystores, database records, LoAP
configuration, packet-converter logs, temporary files, SSH-
accessible directories, and notebooks used for visualization or
testing. The LoNES deployment model explicitly uses environ-
ment variables for the database, pgAdmin, keystore password,
server port, log file, and LONES_PRESHARED_KEY [10]. The
VulneLoRa PSK extraction module is therefore a checklist
test for deployment hygiene: it checks whether ordinary host
access can disclose pre-shared or validation keys used by the
infrastructure.

This category also covers sequence counters. In
LoRa@FIIT, session keys and sequence counters are
synchronized through KEYR, KEYA, and KEYS. If these
values are leaked, reset, or overwritten through database
access or host compromise, replay protection and registration
integrity are weakened. A secure implementation must
therefore define where keys are allowed to exist, who
may read them, how they are rotated, and how logs are
redacted. The test evidence should include file-permission
results, secret-search output, database privilege separation,
log inspection, and confirmation that keys do not appear in
ordinary diagnostic output.

E. Payload Processing and Code Injection

Application data in STIoT is carried as a Base64-encoded
string, but encoding is not a security boundary. After LoAP
and LoNES decode or store a value, it may reach a database
insert, a LoBook notebook, a CSV export, an API response,
or a custom application. The VulneLoRa end-device SQL
injection scenario treats a LoRa device as an input channel
for backend code injection: the malicious string starts as
application data, passes through the LoRa@FIIT/STIoT path,
and is evaluated by the backend or by a later processing
component if that component constructs SQL, commands,
templates, or output unsafely [12].

This claim should be kept specific. The point is not that
every LoNES database operation is necessarily implemented
with unsafe SQL. The current checklist meaning is that every

176

PROCEEDING OF THE 40TH CONFERENCE OF FRUCT ASSOCIATION

component consuming decoded application data must be tested
as if it were receiving hostile web input. The minimum
evidence is whether the payload is stored as data, whether
parameterized database access is used, whether rejected pay-
loads are logged without stack traces or query fragments, and
whether visualization or export code encodes the value before
display. This gives the paper a sharp application-security
message without turning it into a generic OWASP list [22],
[23].

F. The Availability of Backend Services

Availability attacks against LoRa@FIIT infrastructure do
not require radio jamming. SETR flooding directly exer-
cises the AP setup boundary. Registration loops exercise
REGR/REGA handling. KEYR and KEYS bursts exercise
state synchronization. High-rate RXL messages exercise pars-
ing, database writes, and downstream application updates. The
implemented VulneLoRa SETR flooding module is therefore
not merely a denial-of-service demonstration; it is a rate-limit
and early-rejection test for LoNES setup handling. Recent
LoRaWAN work on access-point-side DoS supports the ter-
minology used for AP-side availability stress, while energy-
depletion surveys motivate recording rate, retry, and recovery
effects rather than treating denial of service as a binary result
(51, [30].

A useful assessment records the configuration and the
measured effect: target IP address, target port, AP identifier,
message limit, inter-message delay, number of accepted SETR
messages, number of rejected messages, server response time,
database state growth, CPU and memory behavior, and recov-
ery time. These values make the test useful for engineering
rather than only for attack illustration. The expected secure
behavior is bounded work before AP identity is validated,
bounded connection and queue use, deterministic rejection,
and observable alerts for excessive setup traffic.

G. Operator Interfaces and Auditing

LoRa@FIIT infrastructure becomes operational through
SSH administration, Docker deployment, PostgreSQL or
pgAdmin access, LoBook visualization, logs, and application-
facing interfaces. These elements are outside the LoRa@FIIT
packet specification, but they determine whether a laboratory
or production deployment is actually secure. VulneLLoRa al-
ready reflects this by including SSH exploitation, direct SQL
injection, PSK extraction, eavesdropping, and ARP spoofing
modules. These modules do not extend the radio protocol; they
test the host, network, and operator paths that surround LoAP
and LoNES.

The checklist questions should stay concrete. Is SSH ex-
posed on LoAP or LoNES hosts, and does it allow weak-
password access? Is PostgreSQL reachable from unnecessary
network segments? Does pgAdmin use deployment-specific
credentials? Are LoNES and LoAP logs detailed enough to
reconstruct SETR floods, repeated registrations, KEYR/KEYS
anomalies, and code-injection attempts? Are secrets redacted
from those logs? Can LoBook or exported data reveal raw
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Fig. 2. VulneLoRa attack selection in interactive mode. The LoRa@FIIT
module list represents the first extensible checklist surface

keys, device identifiers, or malicious payloads without en-
coding? These questions are narrow enough for a FRUCT
survey paper and directly traceable to the current tool and
infrastructure.

V. VULNELORA AS A CHECKLIST INSTRUMENT

VulneLoRa is used here as a first version of a checklist-
driven assessment tool for secure LoRa@FIIT infrastructure.
The current implementation provides command-line operation,
interactive mode, simulation mode, attack selection, attack-
specific configuration, saving and loading of parameters, out-
put collection, LoBook-based visualization for selected sce-
narios, and a template for adding new attack scripts [12].
Each checklist item can correspond to a module with inputs,
prerequisites, expected secure behavior, observed behavior,
and evidence.

Table II separates stable checklist areas from concrete tests
and pairs each area with a remediation technique. For AP
registration, the control may later be implemented with mutual
TLS, signed AP credentials, or VPN identity. For code injec-
tion, the current test focuses on SQL injection, while the same
checklist area can cover command injection, unsafe template
rendering, or unsafe export handling when such components
exist in a deployment.

The VulneLoRa interactive menu in Fig. 2 is the first check-
list surface. It lists LoRa@FIIT-focused modules together with
a limited LoRaWAN module; the operational assessment target
is LoRa@FIIT/STIoT infrastructure.

Fig. 3 shows attack configuration for SETR flooding. The
same interaction model is useful for checklist execution be-
cause parameters, target scope, and expected evidence can be
stored together with the test result.

VI. REINTERPRETING EXISTING ATTACK WORKFLOWS

Figs. 4 and 5 map implemented VulneLoRa workflows
to checklist controls. The diagrams are read as assessment
workflows: a module executes a controlled test, records the
effect on LoAP, LoNES, database state, or logs, and identifies
the remediation control that must be present:

1) Replay attacks. The replay workflow is a registration-

integrity test. It captures registration-related data, ex-
tracts transmission parameters, confirms the frequency
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vulnelora[PSK_extraction]> help

[COMMAND] [DESCRIPTION]

* target_ip <ip> Set IP a of a target host

* target_port Set port of a target host (default is 22)
* filename <string> Set a filename to look for on a target host
* ssh_creds_path <pa Set path to a credentials discovered with SSH exploit attack
try_sudo [true|false] - Enable/disable searching for a specified file as sudo
print_full [true|false] Enable/disable full print of every discovered file

Save current attack configuration to a specified path (including file name!)
Load attack configuration from a specified path (including file name!)
print Print current attack configuration

finish Finalize and run the attack

help Print this help message

Vulnelora

[* mandatory]

vulnelora[PSK_extraction]> print

>> Current argument configuration:
1

pt/vulnelora/resources/creds/ssh_creds.txt",

Fig. 3. Example of VulneLoRa parameter inspection during SETR flooding
configuration

used by the target device, and then attempts to register a
false device through a simulated AP and end device [12].
A successful test indicates that the implementation must
strengthen binding between device identity, registration
freshness, AP identity, and server-side state transitions.

2) SETR flooding. The SETR flood targets the AP setup
boundary. It verifies whether LoONES performs expensive
work before authenticating or validating the AP, whether
repeated setup requests allocate unbounded state, and
whether monitoring detects abnormal setup behavior.
The assessment is configured through concrete values
such as target IP address, target port, AP identifier,
message limit, and delay. The mitigation is not radio-
layer protection, but stronger access point registration,
early rejection, bounded connection handling, and rate-
limit evidence.

3) Pre-shared key extraction. The PSK extraction work-
flow verifies host and operational controls. If valida-
tion keys can be extracted through SSH compromise,
filesystem exposure, environment variables, or over-
permissive service accounts, the cryptographic design
of LoRa@FIIT is no longer the limiting factor. Secure
infrastructure must minimize where secrets exist and
must produce evidence that secrets do not appear in logs,
notebooks, database exports, or ordinary user-readable
files.

4) End-device SQL injection. The SQL injection work-
flow treats a LoRa device as a backend input vector.
The decoded data is untrusted input. The module verifies
whether the decoder, database layer, visualization tool,
and export path keep the malicious value as data or
accidentally interpret it as SQL, a command, a template
fragment, or an executable expression. The remediation
is parameterized data access, constrained decoders, out-
put encoding, and safe error handling along the full
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TABLE II. EXTENSIBLE CHECKLIST FOR SECURE LORA@FIIT AND STIOT
INFRASTRUCTURE

Checklist area Primary target

component

Security question

Evidence Remediation technique

Access point registration ~ LoAP / LoNES
SETR/SETA setup and remain

connected?

Can only authorized APs complete

Accepted and rejected SETR events,
AP database state, SETA behavior

Bind AP identity to a controlled
credential

Reject unknown AP identifiers
Support AP revocation
Rate-limit SETR attempts

STIoT message LoNES
validation

in the correct protocol state?

Are invalid SETR, REGR, KEYR,
KEYS, and RXL messages rejected

Enforce strict JSON schema
Validate message order

Bound all fields

Reject out-of-state messages before
DB updates

Parser result, error message, state-
machine log, crash absence

End-device registration LoAP / LoNES / DB

integrity or remap registration state?

Can an attacker replay, reconstruct,

Device registry diff, selected radio
parameters, sequence number diff

Bind device identity to registration
freshness

Verify session-key derivation
Preserve AP context

Initialize sequence counters safely

Secrets and sequence LoAP / LoNES / DB

counters protected from host, log, and

database exposure?

Are PSKs, session keys, and counters

Secret-search report, log-redaction
result, DB privilege result

Use restricted configuration or secret
stores

Remove keys from debug output
Separate database privileges

Define key rotation

Decoder / DB /
LoBook

Code injection

logs, or exports?

Can end-device application data
influence SQL, commands, templates,

Stored-row diff, rejected payloads,
sanitized output, error handling

Use parameterized SQL
Constrain decoders

Limit input length

Encode output and errors safely

Service availability LoNES / DB / queues

uplink floods degrade service?

Do setup, registration, key-sync, or

Rate, latency, CPU/memory, accepted
messages, recovery time

Authenticate and validate early
Apply per-source and per-AP limits
Bound queues and database pools
Alert on abnormal rates

LoAP and LoNES
hosts

Remote management
attack surface
strongly authenticated?

Are SSH, database, debug, and
dashboard services minimized and

Service inventory, authentication
result, failed-login logs

Disable password-based SSH where
possible

Restrict management ports

Remove default credentials
Segment AP and NS hosts

Audit evidence Logs / LoBook / Are attacks detectable without

reports

disclosing application data or keys?

Redacted logs, LoBook output,
VulneLoRa report artifact

Produce structured redacted logs
Correlate
SETR/REGR/KEYR/KEYS/RXL
events

Retain assessment artifacts
Export checklist reports

processing path.

5) Eavesdropping. Eavesdropping is often classified as a
wireless attack, but the implemented workflow also tests
what useful metadata can be obtained from infrastruc-
ture communication and logs. In LoRa@FIIT/STIoT,
message names, device identifiers, radio parame-
ters, ACK requirements, sequence counters, and key-
synchronization events may be enough to guide later
replay, false registration, or service-disruption tests. The
checklist item is therefore not only about confidentiality.
It is also about binding and auditability across the AP-
to-NS boundary.

VII. MITIGATION PATTERNS

A secure LoRa@FIIT implementation should be hardened
by the same boundaries used in the checklist. Access point
registration should reject unknown AP identifiers, bind AP
identity to controlled credentials, support revocation, and
record failed setup attempts. Where feasible, TLS should
be complemented by mutual authentication or an equivalent
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deployment-level identity. The STIoT parser should validate
message type, mandatory fields, field ranges, Base64 fields,
protocol version, and the current protocol state before updating
LoNES state.

End-device registration should bind device identifier, ra-
dio parameters, session key creation, and sequence number
initialization. KEYR, KEYA, and KEYS handling should
be restricted to the AP and device context for which the
operation is valid. Database accounts should separate ordinary
message storage from key and sequence number manage-
ment. Direct database administration should not be reach-
able from untrusted network segments, and secrets such as
LONES_PRESHARED_KEY should not be available to ordi-
nary users or appear in debug logs.

Application-data processing should treat decoded sensor
data as hostile input. The concrete controls are parameterized
database access, strict schemas for expected payload formats,
length and character constraints where protocol semantics
allow them, output encoding in LoBook or dashboards, and
safe handling of rejected values, consistent with recent IoT
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Fig. 5. VulneLoRa workflows that correspond to secret-management and audit-evidence checklist areas

application-layer security surveys [20]. Availability controls
should be measured rather than assumed: SETR floods and
registration stress tests should demonstrate rate limits, bounded
state allocation, recoverability, and useful monitoring output.

VIII. DISCUSSION AND RESEARCH DIRECTIONS

The proposed checklist exposes several research gaps. First,
LoRa@FIIT and STIoT security evaluation needs datasets that
also include STIoT messages, network server and access point
logs, key-synchronization events, and rejected application-
data inputs. Without this evidence, it is difficult to compare
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existing components, such as LoAP, LoNES, and future imple-
mentations; recent interoperability and IoT verification work
supports this test-evidence orientation [21], [26].

Second, VulneLoRa should evolve from attack execution
toward checklist evidence collection. A module is useful for
further research only if it records target configuration, input
parameters, expected secure behavior, observed behavior, logs,
database changes, and mitigation status. This is particularly
important for SETR flooding, replay, key extraction, and SQL
injection because these tests can otherwise be described only
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as demonstrations instead of reproducible assessment results.

Finally, the checklist should remain extensible but bounded.
The relevant categories are AP registration, STIoT validation,
end-device registration, key and sequence number handling,
code injection through application data, database access, ser-
vice availability, secure remote management, and audit evi-
dence. A fixed list of attacks will eventually become outdated,
but these categories match the actual LoRa@FIIT infras-
tructure and the current VulneLoRa implementation closely
enough to guide future work.

IX. CONCLUSION

This paper reframed LoRa@FIIT security as secure infras-
tructure implementation, not only as secure radio communi-
cation. The STIoT AP-to-NS protocol, the LoNES network
server, LoAP access points, database state, and application-
data path form a conventional IP and web-facing attack
surface. Vulnerabilities such as unauthorized access point
registration, SETR flooding, secret extraction, SQL injection
through application data, weak SSH exposure, direct database
access, or unredacted logs can compromise the system even
when the link-layer design is efficient and cryptographically
motivated.

We introduced VulneL.oRa as a checklist-driven assess-
ment instrument for LoORa@FIIT and STIoT infrastructure. Its
current modules already demonstrate several checklist areas;
its architecture allows additional modules for AP registra-
tion, STIoT schema and state validation, TLS verification,
code-injection testing, service-exposure testing, log-redaction
checks, and report generation. The main conclusion is prac-
tical: a secure LoRa@FIIT deployment requires repeatable
validation from end-device registration through access point,
network server, database, and stored application payload.
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