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Abstract—The growth of 5G connectivity and the Internet of
Things (IoT) has increased both the number of devices that
require access control and the value of compromising them.
Multi-factor authentication mitigates the weakness of password-
only login, but most deployed schemes still rely on an always-
on, centralized authentication server that stores credentials and
constitutes a single point of failure. This paper presents a multi-
factor authentication framework for IoT access control in which
the authenticator of record is an Ethereum smart contract. The
framework combines three authenticators across two categories:
a biometric check (something you are), a wallet signing key
held on the user’s device (something you have), and a separate
hardware security token that produces a time-bound signature
(a second, independent something you have). The contract veri-
fies the two possession authenticators and enforces the access-
control policy, so no online authentication server is required
at verification time. The biometric is deliberately verified off-
chain, because biometrics are irrevocable and a public ledger
is transparent; it is therefore a client-side gate that the contract
does not enforce, and it protects only users of an honest client. We
implement a prototype on an Ethereum test network and report
per-step latencies together with the measurement method. We
state the framework’s boundaries explicitly: a trusted registrar,
on-chain pseudonymity rather than anonymity, a client-enforced
biometric, an OTP that is time-bounded but neither challenge-
bound nor single-use, and an access grant that is not yet
scoped to a device session. We give a threat model, a per-attack
security analysis, an analytic gas-cost estimate, and concrete
improvements, including a challenge-response OTP, a verifiable
biometric binding, and a session-scoped access grant.

Index Terms—Blockchain, decentralized application, multi-
factor authentication, Ethereum, smart contract, access control,
IoT security, one-time password.

1. INTRODUCTION

Online services have become the default for work, com-
merce, and control of physical infrastructure, and the shift
accelerated during the COVID-19 period. The same shift has
raised the payoff for attackers, so there is a continuing need
for authentication that is stronger than a shared secret.

Authentication mechanisms are commonly grouped by how
many independent factors they combine. Single-factor authen-
tication (SFA), typically a username/password, is the most
deployed and the weakest: passwords are guessable, reused
across sites, and exposed in bulk by breaches [1]. Two-
factor authentication (2FA) adds a second check, usually an
SMS one-time password (OTP), but remains vulnerable to
SIM-swapping and code-forwarding; Siadati et al. report a
forwarding variant that succeeded about half the time [2].
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Adding a biometric yields three-factor authentication (3FA).
Crucially, a factor is one of three categories—something you
know (a password), something you have (a token or key), and
something you are (a biometric)—not an individual credential:
two authenticators drawn from the same category count as a
single factor, because they share failure modes [3]. Biometrics
cannot be forgotten or casually shared, which makes the
inherence category attractive for high-assurance remote access.

Adding factors does not remove the structural weakness of
most deployments: a centralized server that stores and verifies
credentials. Such a server is a single point of failure [3] and
a concentrated target for the biometric templates it holds—
and because a biometric cannot be revoked like a password,
its capture is especially damaging. Human factors compound
this: industry breach data indicate that a large share of breaches
involve a human element, such as errors, social engineering, or
the use of stolen credentials [4], and social-engineering attacks
that trick users into forwarding their own OTPs occur in the
wild [2].

We therefore ask whether the verification and storage
functions of an authentication system can be moved off a
trusted online server and onto a public blockchain, while
combining multiple independent authenticators. We present
a multi-factor framework built as an Ethereum decentralized
application (DApp) in which the authenticator of record is
the smart contract: it holds only non-sensitive registration data
and enforces the on-chain factors and access policy. By on-
chain we mean where authentication is enforced, not that every
check runs on-chain—the biometric is verified off-chain on the
user’s own device by design, because a biometric is irrevocable
and a public ledger is transparent, so its template must never
touch the chain. Concretely, the three authenticators are:

« Something you are: a biometric (face) check performed
locally by the client and not verified by the contract;

o Something you have (1): the user’s Ethereum wallet key,
which signs every transaction and gates a deposit-and-
whitelist step;

« Something you have (2): a separate hardware security
token that emits a time-bound signature used as an OTP.

By the definition above these three authenticators span fwo
categories, inherence and possession, so, strictly, the scheme is
two-factor with an extra independent possession authenticator,
not three-factor. Moreover, only the two possession authen-
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ticators are enforced by the contract; the biometric raises
assurance only when the user’s legitimate client is used. We
keep the two possession authenticators distinct because they
live on physically separate devices with disjoint compromise
surfaces, and we discuss in Section IX how the biometric could
be bound to the contract and why a genuine third (knowledge)
factor is hard to verify on a public chain.

Contributions. (1) We design a multi-factor IoT access-
control framework in which credential storage and the two
possession authenticators are verified by a smart contract
acting as the authenticator of record, removing the online au-
thentication server as a runtime single point of failure; a client-
side biometric check gates entry to the on-chain flow. (2) We
give an explicit threat model and a per-attack security analysis,
and we state plainly which attacks the design does and does
not address. (3) We implement a working prototype (face-
api.js verifier, Solidity contract, web3.js front end, MetaMask
wallet), report per-step latency with its measurement method,
and give an analytic estimate of gas cost. (4) We identify
the framework’s principal limitations—owner trust, a client-
enforced biometric, two possession authenticators in a single
category, an OTP that is time-bound but not challenge-bound,
an access grant that is not session-scoped, and unmeasured
gas cost—and propose concrete remedies. We do not claim the
system is trustless or anonymous: a device owner is trusted to
register users and set policy and learns the identity-to-wallet
mapping. The design removes the always-on credential server,
not every trusted party.

II. BACKGROUND

Our framework is built on Ethereum. We summarize only
the properties needed later.

A. Blockchain properties

A blockchain is a distributed, append-only ledger [5], [6].
Four properties matter here: it is immutable (an included
transaction cannot be altered without redoing later work and
out-voting the network); replicated, avoiding a single point of
failure; based on public-key cryptography, so users transact
under key pairs; and governed by a consensus mechanism
(PoW, PoS, PBFT) that lets distrusting nodes agree on one
ledger state despite Byzantine faults [7], [8]. Note that im-
mutability protects the history of transactions; the current state
of a contract can still change through any function the contract
exposes. Accounts are pseudonymous rather than anonymous,
since all transactions of an address are publicly linkable [9],
[10]. These properties underpin applications in voting [11],
cloud security [12], energy trading [10], research-data rights
management [13], and document version control [14].

B. ECDSA on Ethereum

Ethereum accounts are secured with the Elliptic Curve
Digital Signature Algorithm (ECDSA): a private key signs a
message, and anyone can recover the corresponding address—
the same primitive we reuse for the OTP [15]. Its compact keys
keep on-chain verification cheap. One caveat: ECDSA is only
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as strong as its nonces, since biased or reused nonces leak
keys [16], which is relevant to any signing device, including
our security token.

C. Ethereum, smart contracts, and DApps

Ethereum is a programmable blockchain [17]. Externally
owned accounts are controlled by private keys and contract
accounts by on-chain code; each account carries a nonce,
balance, code hash, and storage root [18]. A wallet (e.g.,
MetaMask) manages a user’s key and signs on their behalf
without custodying funds [19]. A smart contract is EVM code
that runs identically on every node and enforces its rules
without an intermediary [20]; once deployed, its code and
interactions are public at its address. Contracts are written in
Solidity and compiled in Remix. A decentralized application
(DApp) pairs a front end with a smart-contract back end [21],
[22], so every change to stored data is recorded on the ledger
and users need not reveal real identities [19]. Every EVM
operation costs gas, which is central to our cost discussion
(Sections VIII and IX).

III. RELATED WORK

Several works place part of the authentication logic on smart
contracts; the decentralized-identity literature addresses richer
identity but not on-chain enforcement of multiple authentica-
tion categories. We compare against the three closest systems.

Amrutiya et al. [23] propose Ethereum-based 2FA that
combines a conventional password (knowledge) with an OTP
(possession): the user stores an OTP hash on-chain and an
auxiliary OpenSSH server helps the contract verify it, remov-
ing SMS/email delivery but adding an external server. Their
scheme is therefore already cross-category, pairing knowl-
edge with possession. Oktian et al. [24] propose blockchain
2FA for web services in which the user signs a server-
generated random challenge with a private key before login;
the challenge design is disposable and resists replay. Homoliak
et al. [25] present SmartOTPs, an air-gapped 2FA smart-
contract wallet combining a private key with OTPs derived
from Merkle trees and hash chains, targeting self-custody
of crypto-tokens; both of its authenticators are possession-
based. Outside the blockchain setting, FIDO2/WebAuthn [26]
provides phishing-resistant, challenge-bound hardware-backed
authentication, but relies on a relying-party server to issue
challenges and store credentials.

Relative to these, our framework does not introduce the
first cross-category on-chain scheme; its difference is the
category it adds. It pairs two possession authenticators that the
contract verifies without an auxiliary server with an inherence
(biometric) authenticator, targeting IoT access control rather
than web login or wallet custody. Because our biometric
is enforced by the client rather than by the contract, this
difference holds only under an honest client (Section VII).
We also note that the challenge-response designs of Oktian
et al. and of WebAuthn are stronger than our current time-
bound OTP against replay; we adopt the idea as the basis for
the improvement proposed in Section IX.
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IV. THREAT MODEL AND DESIGN GOALS

We make the trust and adversary assumptions explicit,
because they determine which of the framework’s claims hold.
The protected asset is access to an IoT device. Sensitive
credentials are the user’s biometric template, wallet signing
key, and security-token key.

A. Trusted parties and components

o Device owner (trusted registrar). The owner deploys the
contract, vets and registers users, sets the access policy,
and holds the identity—wallet mapping. The owner is
assumed honest.

User’s personal device and client. Holds the wallet key
and runs the DApp, including the off-chain biometric
verifier; trusted unless the device is compromised or
stolen. In particular, the biometric is enforced only if the
user interacts through this unmodified client.

Security token. A separate device holding the token key;
trusted unless physically stolen.

Ethereum network. Assumed to provide standard
blockchain guarantees; we do not consider adversaries
who control consensus.

B. Adversary capabilities

The adversary may (i) know or steal a user’s password
(motivating factors beyond knowledge), (ii) observe and inject
messages on the public network, including reading pending
transactions in the mempool, (iii) attempt to compromise any
one authenticator, and (iv) mount social-engineering attacks.
The adversary cannot break ECDSA or keccak256, cannot
compromise the owner, and cannot simultaneously steal both
the user’s personal device and the security token.

C. Design goals

G1: no online, always-on authentication server storing cre-
dentials. G2: multiple independent authenticators spanning at
least two categories, such that compromise of one authenti-
cator does not grant access. The contract enforces G2 for the
two possession authenticators; the biometric contributes to G2
only against an adversary who goes through the legitimate
client. G3: no sensitive data (biometric templates, private
keys) written on-chain. G4: owner-defined access-control pol-
icy (whitelist, time window) enforced by the contract. The
following are not addressed by the current design and are
treated as limitations in Section IX: securing the channel
between the contract and the IoT device and scoping the access
grant to a device session; a malicious client, or a direct contract
call, that bypasses the off-chain biometric check; reuse of the
OTP within its validity window; and owner compromise.

V. FRAMEWORK OVERVIEW

Fig. 1 shows the three component groups: (i) user and
security token, (ii) device owner and IoT device, and (iii) the
DApp, whose back end is the smart contract and whose off-
chain helper is the Al (biometric) verifier.
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Fig. 1. General framework of the proposed on-chain multi-factor authentica-
tion DApp

A. Components

User and security token. A user is any party seeking
access. The security token is a private hardware device that,
when connected to obtain Unix epoch time, emits a time-
bound signature (our OTP) once per 100-second window,
synchronized to the contract’s clock.

IoT device and owner. The device requires high-assurance
access control (e.g., a security door or camera). The owner
owns the device and the contract, registers users, and sets
policy.

DApp. The front end lets users interact with the contract
directly; the contract stores non-sensitive registration data and
enforces the on-chain factors. The three authenticators are: (1)
an off-chain biometric check, kept off-chain precisely because
on-chain data is public and a biometric is irrevocable; (2)
a wallet step in which the user proves key possession and
satisfies the policy; and (3) an OTP step proving possession
of the security token.

B. Authentication lifecycle

The lifecycle has five stages, shown as a sequence diagram
in Fig. 2; the numbers in parentheses below refer to the
messages in that figure.

Step 1 — Construction and registration. The owner
deploys the contract (1.1), receives the user’s token public
key and face image (1.2), verifies identity, generates a wallet
for the trusted user, records the token public key and wallet
address on-chain (1.3), and sets the access policy (1.4). No
biometric or private key is stored on-chain.

Step 2 — Biometric (off-chain). The user re-captures
their biometric (2.1); the client-side verifier compares it to
the registered reference (2.2) and, on success, unlocks the
DApp’s on-chain steps (2.3), otherwise the user retries (2.4).
The contract receives no evidence of this step.

Step 3 — Wallet (on-chain). The user signs a deposit
transaction (3.1), and the contract checks the access window
and the whitelist (3.2). If the deposit is sent outside the
owner-defined access window, the contract rejects it (3.3): the
transaction reverts and the Ether is not transferred (only the gas
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Securit, User Biometric Smart contract Device owner IoT gatewa
token (DApp front end) verifier / device

Step 1: Construction and registration]

1.1 deploy contract

1.2 token public key, face image

1.3 newUser(wallet, token key)

1.4 setStart / setStop (access window)

Step 2: Biometric (off-chain, on the user’s client)]

2.1 re-capture face

:| 2.2 compare with reference descriptor

alt [match]

[no match]

Step 3: Wallet authentication (transaction Tl)]

3.1 deposit() signed with wallet key

:‘ 3.2 check access window and whitelist

alt [outside access window]
P iy el positiie ot Eilier not transfel SO
| [ inside window, not whitelisted, 75T e S
- posit forfeited to owner
| [ inside window, whitelisted, 72 T
oo e 3.3depositheld B

Step 4: OTP authentication (transaction T2)]

:| 4.1 sign (A, t), 100-s window
4.2 obtain signature

4.3 verify(sig)

:‘ 4.4 recover signer, compare with, token key

alt [signer matches]
4.5 refund deposit, set result = true

C[third failure]

St forfeited, user locked

Step 5: Access grant (intended deployment; not implemented in the prototype)]

5.1_read sult_viala_trusted node

5.2 actuate device ;

user’s device (off-chain) Ethereum (on-chain)

Fig. 2. Authentication lifecycle. Shaded columns separate what runs on the user’s device (off-chain) from what the smart contract enforces (on-chain). Step 5
(grey) is the intended device-side path and was not implemented in the prototype.
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fee is spent). Inside the window, a deposit from a whitelisted
address is held by the contract (3.5), whereas a deposit from a °
non-whitelisted address is forfeited to the owner (3.4). Signing
is itself the proof of key possession, and the deposit adds an *
economic disincentive to unauthorized attempts (we revisit its ~
calibration in Section IX). o
Step 4 — OTP (on-chain verification). The token signs a ’
message over its current 100-second window and the contract :
address (4.1); the user obtains the signature (4.2) and submits
it (4.3). The contract reconstructs the message for the current'
window, recovers the signer, and compares it to the token:‘;
key registered for the caller (4.4). On success it refunds the .
deposit and records the outcome (4.5). Each failure increments
a per-user counter (4.6); when the counter reaches three, the
deposit is forfeited and further attempts are refused (4.7). In
the prototype this counter is cumulative—a successful login
does not reset it—so the lock is triggered by three failed
attempts in total rather than three consecutive ones, and is
lifted only when the owner re-registers the user (newUser 4
resets the counter).
Step 5 — Access grant. A successful verification sets the ,
user’s result flag to true; this flag is the access grant. In
the intended deployment, the IoT device, or an edge gateway :
in front of it, reads this state from an Ethereum node it trusts
(5.1) and actuates on a true value (5.2); the DApp never talks
to the device directly, so the security of this path rests on the "
device’s view of the chain and on its own actuation logic. The
prototype ends at the on-chain grant: device actuation was not
implemented, and the flag is neither scoped to a device request,
time-limited, nor reset after use. A device therefore cannot
distinguish a fresh grant from a stale one; we treat this as a
limitation and propose a session-scoped grant in Section IX.

10

VI. IMPLEMENTATION

We built a decentralized web application. The biometric
verifier uses face-api.js (0.22.2) [27], which detects a face,
extracts a 128-dimensional descriptor with its pre-trained
recognition network, and accepts a probe whose Euclidean
distance to the user’s reference descriptor is below a threshold.
The reference descriptor is computed from enrollment images
of the user, and the threshold is 0.6 by default. The network it-
self is not retrained per user. No liveness or presentation-attack
detection is applied, and we did not measure false-acceptance
or false-rejection rates; the accuracy reported for the underly-
ing model on public benchmarks [27] does not transfer to our
setting, so we make no quantitative claim about the biometric.
The smart contract is Solidity (0.7.6), written and compiled in
Remix. The front end is HTML/CSS/JavaScript connected to
the contract via web3.js, with MetaMask (9.5.5) as the wallet.
The security token was emulated on a separate machine. We
deployed and tested on the Ethereum Kovan test network; the
user wallets in our experiments were generated with Ganache.!
As noted in Step 5, no physical [oT device was connected; the

Kovan has since been deprecated:; a current testnet (e.g., Sepolia or Hoodi)
should be used for future measurements. This does not affect the design.
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struct User {

string publicKey; // token public key (address
form)

bool isUser; // whitelist membership

uint balance; // held deposit

uint tryTimes; // failed OTP attempts (cumulative

)

bool result; // last OTP outcome (access grant)

}

mapping (address => User) user;
address payable owner;
modifier isOwner () {

require (msg.sender == owner, "not owner");

—

Algorithm 1. User record and ownership modifier

function newUser (address w,
isOwner {
user [w] = User (pk, true,

string memory pk) public

0, 0, false);
}

function deleteUser (address
user[w] .isUser = false;

w) public isOwner {

}

function updateUser (address
public isOwner ({
user[w] .publicKey =

w, string memory pk)

pk;
}

function setStart (uint t) public isOwner {

todayStart = t; }
function setStop (uint t) public isOwner { todayStop
=t; }

Algorithm 2. Owner management (CRUD) and access-time policy

prototype demonstrates authentication and the on-chain access
grant, not actuation.

A. Construction

The verifier is embedded in the DApp: after obtaining a
user’s face image the owner computes the user’s reference
descriptor and adds it to that user’s DApp instance. The
contract is compiled and deployed to obtain its ABI and
address; the owner connects the DApp to the contract via
web3.js using these two parameters. Because the ABI/address
pair is unique per deployment, each device/owner/user triple
has its own DApp instance.

B. Registration

The user supplies only two items: a face image and the
token’s public key. Once the owner trusts the user, the owner
generates an Ethereum wallet (a 256-bit private key with
an ECDSA-derived public key) and records the user’s non-
sensitive fields on-chain. Algorithm 1 shows the user record
and ownership modifier; Algorithm 2 shows the owner’s
management and policy functions.

C. Wallet authentication

Client side. Every DApp action creates a transaction that
MetaMask signs with the user’s key; a valid signature proves
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receive () external payable {}

o

modifier inHours () {
require (todayStart <= block.timestamp
&& block.timestamp <= todayStop, "outside hours")
2
7
}
modifier inWhitelist (address a) { 6
require (user[a].isUser, "not whitelisted"); 7

—

}

> modifier funded(address a) {

require (user[a] .balance >= 1 ether, "not funded")

’

} 2
function deposit () external payable inHours {
user [msg.sender] .balance += msg.value;
if (!'user[msg.sender].isUser) { 4
transToOwner (msg.sender); // forfeit 5
} 6
} 7
function transToOwner (address a) internal {
uint amt = user[a].balance; 3
user[a] .balance = 0; 9
owner.transfer (amt) ; I

Algorithm 3. Wallet authentication (deposit, window, whitelist) 13

key possession. To proceed, the user signs a deposit trans-17
action. )

Contract side. Algorithm 3 accepts Ether via receive.;),
The inHours modifier reverts any deposit sent outside the>
access window, so such a deposit is rejected rather than’
forfeited. Within the window, the deposit is credited to the;
sender, and if the sender is not whitelisted it is immediately
transferred to the owner. The minimum deposit of 1 ether 1s{
not checked here but at verification time (funded).

D. OTP authentication

Signing format. Let A be the contract address and ¢
T — (T mod 100) the start of the current 100-second window,
where 7' is the Unix time in seconds. The token computes
h = keccak256(A || t), with A encoded as 20 bytes and ¢ as
a 32-byte unsigned integer (Solidity abi.encodePacked),
and signs it as an Ethereum personal message following EIP-
191 [28], i.e., it produces an ECDSA signature (r,s,v) over

keccak256(\xl9Ethereum Signed Message:\n32‘|h).

The user pastes the 65-byte signature into the DApp. Gener-
ation is off-chain and can be offline, so the token key never
leaves the device.

Verification (contract). The contract reconstructs the same
digest for the current window (Algorithm 4), recovers the
signer, and compares it to the token key registered for
msg.sender (Algorithm 5). Quantizing the timestamp to
the 100-second window ensures the token and contract derive
the same message within a window. Two properties of the
prototype code should be stated precisely. First, the contract
address enters the digest through the caller-supplied parameter

function getMessageHash (address to) public view
returns (bytes32) {
uint t = block.timestamp -
100); // 100s window
return keccak256 (abi.encodePacked (to,

(block.timestamp %

t))i
}
function getEthSignedMessageHash (bytes32 h) public
pure returns (bytes32) ({
return keccak256 (abi.encodePacked (

"\x19Ethereum Signed Message:\n32", h));

Algorithm 4. OTP message reconstruction (windowed)
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function verify (address to, bytes memory sig)

external inHours inWhitelist (msg.sender) funded (msg.
sender) {
require (user [msg.sender] .tryTimes < 3, "locked");

bytes32 h = getMessageHash (to);

bytes32 eh = getEthSignedMessageHash (h);
address signer = recoverSigner (eh, sig);
if (signer == parseAddr (user[msg.sender].

publicKey)) {
user [msg.sender] .result =
refund (msg.sender) ;
} else {
user [msg.sender] .tryTimes += 1;
if (user[msg.sender].tryTimes >= 3) {
transToOwner (msg.sender) ;

true;

}
}
}
function refund(address a) internal funded(a) {
uint amt = user([a].balance;
user[a] .balance = 0;
payable (a) .transfer (amt) ;
}
function recoverSigner (bytes32 eh, bytes memory sig)
internal pure returns (address) {
(bytes32 r, bytes32 s, uint8 v) =
sig);
return ecrecover (eh,

splitSignature (

v, £, s);

Algorithm 5. OTP verification, refund, and signer recovery

to, not through address (this); the contract therefore
does not itself enforce that the signature was made for this
contract. Replacing to with address (this) is a one-line
fix that we adopt for future versions. Second, the window is
evaluated at block-inclusion time, so a signature produced near
the end of a window may be checked in the next window and
counted as a failure; accepting the previous window as well
would remove these spurious failures at the cost of a longer
validity period.

If the recovered signer matches the registered token key,
the caller has proven possession of both the wallet key and
the token within the current window; the deposit is refunded
and the access grant (result) is set.

VII. SECURITY ANALYSIS

We revisit the threat model of Section IV per attack. The
claims below hold only within that model.

Attacks the design addresses. Registration data and on-
chain verification live on a replicated ledger, so there is no
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online credential store to breach or take offline (G1, G3). No
password is a factor, so a leaked password is useless without
the two possession credentials. The OTP is never sent over
SMS or forwarded to the user, so the SMS-based attacks of [2]
do not apply.

Integrity of the whitelist and token keys (auditable, not
immutable). The whitelist and the registered token keys can
be changed only by the owner account (Algorithm 2), and
every change is recorded on the ledger. Blockchain immutabil-
ity therefore gives a tamper-evident, auditable history of the
security state; it does not prevent a malicious or compromised
owner from deleting users or replacing keys.

Single-authenticator compromise (partially addressed,
G2). Losing the wallet key alone, or the token alone, is
insufficient: the contract still requires the other possession
credential. The biometric adds protection only if the attacker
uses the legitimate client; an attacker who holds both pos-
session credentials can call the contract directly and is not
stopped by it. The residual weakness is category overlap—
two authenticators are possession-based—so stealing both of
the user’s devices in one theft defeats everything the contract
checks.

OTP reuse (not fully addressed). The OTP signs
(contract address, time window); it is not bound
to a fresh challenge, is not consumed after use, and is
submitted in a public transaction. Because verify com-
pares the recovered signer with the token key registered for
msg.sender, a network observer who sees the signature in
the mempool cannot use it from their own address. However,
an attacker who has stolen the victim’s wallet key can resubmit
an observed signature from the victim’s address for the rest
of the 100-second window without possessing the token,
provided the access window and deposit conditions are met.
The window thus bounds, but does not eliminate, reuse; it
reduces the token to a time-limited authenticator whenever the
wallet key is compromised. This is the most important open
weakness and motivates the redesign in Section IX.

Biometric bypass (not addressed). The biometric is ver-
ified off-chain with no cryptographic binding to the on-
chain steps, so a compromised client, or any party calling
the contract directly, can skip or spoof it. Without liveness
detection the check is also open to presentation attacks such
as printed photographs. The biometric should therefore be read
as a usability-level gate on the honest client, not as an enforced
factor.

Owner compromise / contract—-device path (out of scope).
A malicious owner can register rogue users or, having gen-
erated the wallet, retain the user’s key; and the path from
a successful authentication to the physical device, including
grant freshness, is not secured here. Both are explicit trust
assumptions, not defended attacks.

VIII. EVALUATION

Setup and method. The DApp used MetaMask to connect
to Kovan. Each row of Table I is the wall-clock time from
the completion of the previous stage (or the user’s action that
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TABLE I. PROTOTYPE STEP LATENCIES (ETHEREUM KOVAN TEST

NETWORK)
Process Role Attribute Tx Time (s)
Construction | Owner | Deploy contract own ~3
Construction | Owner | Add user to whitelist | own ~5
Construction | Owner Set available hours own (2) ~10
Biometric User Re-capture off ~2
Biometric Verifier | Verify off ~3
Wallet User Deposit T1 ~3
Wallet Contract | Check conditions T1 ~12
Wallet Contract | Deposit succeed T1 ~5
Wallet Contract | Forfeit deposit Tl ~5
OTP Token Generate OTP off ~3
OTP User Obtain OTP off <3
OTP User Input OTP off ~4
OTP Contract | Get OTP T2 <2
OTP Contract | Verify OTP T2 ~14
OTP Contract | Refund deposit T2 ~5
OTP Contract | Forfeit deposit T2 ~5

off: off-chain; own: own transaction, (2): two transactions;
Tl: deposit transaction; T2: verify transaction.

starts the step) until the DApp observed the step’s outcome.
For steps that submit a transaction, the interval ends when
the transaction receipt is returned, so it includes signing,
propagation, block inclusion, and one confirmation, not only
EVM execution. Each value is the mean of 5 runs. The column
“Tx” maps each row to the transaction it belongs to: rows
marked T1 are stages of the single deposit transaction and
rows marked T2 are stages of the single verify transaction,
observed by the front end; they are not separate transactions.
“Forfeit” rows are alternative outcomes of the same transaction
and are not on the success path.

Results. Summing the success-path rows gives about 56,
i.e., a user completes authentication in roughly one minute
without optimization, of which about 5s is the off-chain
biometric and most of the remainder is waiting for the two
transactions to be included. An owner completes construction
in about 20s. These figures indicate feasibility for interactive
access where a delay of this order is acceptable, such as
opening a door.

Analytic gas estimate. We did not measure gas in the
prototype; the following is an estimate from the EVM fee
schedule [18], not a measurement. A successful authentication
requires two user transactions (deposit and verify), each
paying the 21,000-gas intrinsic cost. deposit adds one
storage update of the balance. verify adds signer recovery
(the ecrecover precompile costs 3,000 gas), reading and
parsing the stored key string, storage updates of result
and balance, and an Ether transfer. Each authentication is
therefore expected to cost on the order of 10° gas, and storage
grows by a constant-size record per registered user. Storing the
token key as an address rather than a string would remove
the parsing cost.

What these numbers do and do not show. The latencies
are dominated by block-inclusion time on a now-deprecated
testnet and should be read as feasibility evidence, not a bench-
mark. The evaluation does not include measured gas cost,
fiat/ETH cost, latency percentiles, behavior under network
congestion or concurrent users, or a quantitative comparison
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with centralized MFA. These are the first items of future work
(Section IX).

IX. DISCUSSION, LIMITATIONS, AND FUTURE WORK

We consolidate the limitations surfaced above with a con-
crete path for each.

L1: Cost, latency, and evaluation scope. On-chain storage
and verification cost gas, and Ether prices are volatile, so per-
access cost can be significant. The next step is to measure
gas per operation on a current testnet (Sepolia or Hoodi),
report repeated-run latency distributions, and stress-test with
concurrent users. A centralized TOTP or WebAuthn [26]
server verifies in milliseconds at negligible marginal cost; our
scheme trades that latency and a per-access fee for removing
the online credential server, and a quantitative side-by-side
comparison under varying load is planned. Because latency
is dominated by block inclusion, deploying the contract on a
Layer-2 rollup, whose block intervals are much shorter than
the 12-second slots of the Ethereum main chain, should reduce
both latency and fees substantially; we intend to compare the
transaction lifecycle on such networks.

L2: OTP reuse to challenge-response (proposed,
not implemented). We would replace the time-window
OTP with a challenge-response flow after [24]: the con-
tract issues a fresh single-use nonce, the token signs
a typed message over (nonce, msg.sender, chain
ID, address(this), action), e.g., following EIP-
712 [29], and the contract verifies and consumes the nonce,
never accepting a bare timestamp signature. This removes
the reuse window, binds the OTP to the caller, the chain,
the contract, and the requested action, and fixes the contract-
binding gap noted in Section VI.

L3: Client-enforced biometric. Binding the biometric
outcome to the on-chain flow, e.g., a TEE-attested (Trusted
Execution Environment) or zero-knowledge assertion the con-
tract can check, would stop a compromised client or a direct
contract call from skipping factor 1. A deployable biometric
would also need liveness detection and an evaluation of false-
acceptance and false-rejection rates on a stated dataset. Until
then we state the honest-client assumption openly.

L4: Session-scoped access grant. The Boolean result
should be replaced by a grant that a device can consume
exactly once: on success the contract would emit an event
carrying the user, a device identifier, a session identifier, and an
expiry time, and the device or gateway would accept a session
only before its expiry and only once, after which the grant
is cleared. Securing the device side (mutual authentication
between gateway and device, and an encrypted channel) is
required before deployment and is complementary to this
work.

LS5: Deposit and lockout policy. The fixed 1-ether deposit
suits a test network but not production, where the Ether price
is volatile and failed attempts caused by clock skew or token
errors should not cost a legitimate user the full amount. A
production contract would make the deposit an owner-set
parameter calibrated to the value of the protected device, could
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denominate it in a stablecoin token rather than in Ether, and
would reset the failure counter on success so that the lock
reflects consecutive failures.

L6: Two possession authenticators / adding a knowledge
factor. The scheme spans only inherence and possession. A
local PIN that merely unlocks the wallet or token does not
add a category: the contract still sees only a signature, so it
verifies possession and “the user knew a PIN” is invisible to
it. A genuine, contract-verified knowledge factor must prove
a secret without revealing it: a plaintext PIN is public in the
transaction and a stored hash is offline-guessable, so it requires
a PAKE (Password-Authenticated Key Exchange) or a zero-
knowledge proof of knowledge, which is nontrivial on a public
chain. Separately, letting the user generate the key, with the
owner recording only the public key, removes the owner’s
transient key custody and is a drop-in registration change.

L7: Owner as trusted registrar. The owner is a trust
anchor; threshold/multi-owner or self-sovereign enrollment
would broaden the “decentralized” claim.

X. CONCLUSION

We presented an on-chain multi-factor authentication frame-
work for IoT access control, in which an Ethereum smart con-
tract is the authenticator of record: it enforces two possession-
based authenticators, while an off-chain biometric gates entry
to that flow on the user’s client. The design removes the
always-on centralized authentication server as a runtime single
point of failure, keeps sensitive data off-chain, and lets a
device owner enforce whitelist and time-window policies on-
chain; a prototype completes authentication in about a minute
on a public testnet. We were deliberate about scope: the
three authenticators span two categories (inherence and pos-
session) rather than three; only the possession authenticators
are contract-enforced; the system relies on a trusted owner
and offers pseudonymity rather than anonymity; the OTP is
time-bound but not challenge-bound or single-use; and the
access grant is not yet scoped to a device session. The next
steps are a challenge—response OTP bound to the caller, chain,
and contract; a verifiable biometric binding; a session-scoped
grant with device-side enforcement; measured gas cost and
latency on current networks, including Layer-2 rollups; and
reduced reliance on the owner. We believe the direction,
moving authentication storage and enforcement onto a public
ledger while combining independent authenticators, is a useful
building block for high-assurance IoT access control.
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