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Abstract—This paper is dedicated to development of
algorithm of website users authentication based on their mouse
movement dynamics. The algorithm of mouse activity data
collection, feature extraction and mouse dynamics sessions
classification to legal and illegal ones using machine learning and
deep learning methods is proposed. The user authentication
problem is considered as one-class classification and binary
classification problem. For each user, the classifier that provides
maximum session classification quality is automatically chosen.
The performance of the algorithm is evaluated on mouse
dynamics dataset gathered on a public website and compared
with the results of the state-of-the-art solutions. The quality of
mouse dynamics sessions classification using classifiers selected
independently for each user is significantly higher than one when
using the same session classifier for all system users.

[. INTRODUCTION

Nowadays, as the number of online purchases is rapidly
growing [1], the number of occasions of various types of fraud
is also rising [2]. There are many types of fraud, from system
intrusions to social engineering, but stealing of accounts seems
to be the most popular and therefore the most dangerous fraud
type in the field of e-commerce. The methods of confronting
account stealing using machine learning and deep learning
techniques are considered in this paper.

There are different means of user accounts protection.
Usage only of login and password pair as the basic type of
protection is proven an ineffective method because criminals
can obtain such credentials either by simple brute-force
algorithms or by analyzing compromised account databases.

There exist more complicated authentication methods that
can protect the accounts more reliably. First, the two-factor
authentication methods, when the user has to input the single-
use code when logging into the system, are popular [3, 4].
Two-factor authentication’s main limitation is that not all
users agree to enable it, thus, their accounts remain vulnerable
to basic attacks on credentials. Second, the biometry
authentication methods, such as voice [5] or eye iris [6]
analysis, gained popularity in recent years. They are proven to
be secure, but have limited applicability as they require an
explicit user’s agreement to use his or her biometric data, and
additional costly sensors sometimes have to be used for
authentication.

Another class of authentication methods, which is
discussed in this paper, is the behavior authentication methods.
Such methods use information of how the user interacts with

the system as input data to make a decision whether a person
who is trying to log in is the true account owner or a fraudster.
Behavior authentication methods do not distract the users from
working with the system and allow executing the so-called
continuous authentication: the user identity can be verified
multiple times during one session in the system. These
benefits make behavior authentication methods gain popularity
in automated online environments.

Mouse dynamics analysis is one of the behavior
authentication methods. Mouse dynamics means a way of how
the user interacts with computer mouse or touchscreen. To use
mouse dynamics for user authentication, first, the information
about the user’s interaction with computer mouse is gathered
and stored as so-called user profile. Second, the information in
the profile is compared with the user’s future interactions with
the system, and, if the new information differs from the profile
significantly, the user is suspected to be a fraudster.

Although some research has already been conducted in the
field of mouse dynamics authentication, there is no system that
allows identifying fraudsters’ intrusions perfectly, so
development of novel approaches of mouse dynamics analysis
is still a problem that needs further research.

The contributions of our research to the stated problem are:

e  the technique of anonymous mouse dynamics data
acquisition from the websites and extraction of large set of
mouse dynamics features;

e the approach of mouse dynamics sessions
classification to legal and illegal ones using machine
learning algorithms and neural networks. Such an approach
allows to automatically apply different algorithms to
session classification problem;

e  the algorithm of selecting the best session classifier
for each system user; this algorithm allows to obtain the
maximum possible session classification quality for each
user and thus significantly improve the overall illegal
session detection quality.

The rest of the paper is organized as follows. Section II
describes the state-of-the-art solutions and summarizes their
advantages and drawbacks. Section III describes the proposed
user authentication algorithm, including data acquisition
process, extracted mouse dynamics features, used
classification methods and metrics and the proposed approach
of mouse dynamics sessions classification. Section IV
describes our experimental setup: data source, number of users
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involved in the research and experimental system architecture.
Section V contains the results of application of our algorithm
to acquired dataset, Section VI compares our results with
state-of-the-art solutions, and Section VII concludes the paper.

II. RELATED WORK

The research of behavior authentication can be conducted
in two types of environment — controlled and uncontrolled
one. Controlled environment means that the scenario of user
behavior was pre-defined by the study authors. This
environment is applicable only for research purposes as free
user behavior is more diverse and stochastic than one defined
by scenario. The interactions of users with real-life systems
are studied in uncontrolled environment, and user
authentication problem in uncontrolled environment is more
challenging than one in controlled environment.

In [7], the authors compare performance of different
vector-based classifiers, like Euclidean distance classifier or
support vector machine, in the task of mouse dynamics
sessions classification. This study is broad as it summarizes
the applicability of multiple algorithms to mouse dynamics-
based authentication, but it is conducted in controlled
environment that restricts its applicability for free user actions
analysis.

In [8], so-called patterns, regular sequences of actions that
can characterize the users’ behavioral habits, are discovered.
The authors state that the mouse dynamics features extracted
from patterns are more informative than ones extracted from
continuous mouse dynamics sessions. The results of this
research look promising as it involves large number of users
that work in uncontrolled environment, and the declared error
rate does not exceed 1%. Such a result significantly
outperforms the results of other studies. However, the
described method is evaluated on data of specific users. The
method evaluation on other users’ data is a point of interest.
The results of this method application on dataset collected by
us are given further.

Authors of [9] consider mouse movement sequence as a
digital signal and apply Hilbert-Huang transform to extract
features from it. Their approach significantly differs from most
of ones proposed in other studies, but they involved only 10
participants in controlled environment for their experiments.

In [10], the authors suggest to combine mouse dynamics
with keyboard activity features to increase the number of
features available for authentication algorithm. They use
multiple kernel learning technique to map keyboard and
mouse features to different kernels suitable for each subset of
features. The limitations of provided results are small number
of research participants and short list of available keyboard
features.

Authors of [11] propose a method of mouse dynamics
sessions classification based on representation of sessions as
images which show the cursor trajectory and points of screen
where special events, such as scrolling or dragging, occur.
They use convolutional neural networks as session images
classifiers. They reached error rate less than 3%, but the
results of method evaluation with larger number of users are
not provided.

In [12], the authors compare performance of several
machine learning algorithms (K nearest neighbors, decision
trees and random forest) in the task of users’ authentication by
the information about mouse movements and point-and-click
actions. They develop a large set of cursor trajectory features
and reach high classification quality, but their study is limited
by number of involved users — there were only 20 participants
— and by the conditions of working process. The dataset used
in their experiment was collected in a browser videogame.

Authors of [13] study the availability to combine
information about mouse dynamics, keystrokes and HTTP
context (browser type, IP address, etc.) to create a more robust
authentication model than one that uses one feature set only.
They combine user behavior information from TWOS dataset
[14] and HTTP context data from a private banking web
service dataset. They artificially create several intrusion
scenarios. The authors state that training a model that
simultaneously uses the result of behavioral-based and
context-based authentication allows identifying the attacks on
credentials more accurately than analyzing behavior or context
data solely. The study is deep, but there are only 24 users in
TWOS experiment, and the HTTP data is created
synthetically.

The results of above-mentioned studies, including used
machine learning methods, type of environment, number of
participants and classification metrics, are shown in Table I.

TABLE 1. SUMMARY OF RESULTS OF RELATED WORK

. X . Number Classification quality

Source Classification algorithms Environment of users metrics: FAR/ FRR / F,

[7] Euclidean distance, Manhattan distance, Mahalanobis distance, Outlier Counting, controlled 58 8.81% /8.81% /-

Nearest Neighbor, K Means, perceptron, one-class SVM

[8] One-class SVM, perceptron, K Nearest Neighbors uncontrolled 159 0.09% /1% / -

[9] Bagged trees controlled 10 -/-/0.892

[10] Decision Tree, Random Forest, Naive Bayes, One-class SVM, SVM uncontrolled 21 8.8%/11.9% /-

[11] Convolutional neural network uncontrolled 10 2.94%/2.28% /-

[12] Decision Tree, K Nearest Neighbors, Random Forest, Convolutional neural network controlled 20 0.052% /0.99% / 0.957

[13] Random Forest, SVM uncontrolled 24 -/-/0915
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TABLE II. MOUSE EVENT STRUCTURE

Field name Field description

Timestamp — number of milliseconds passed from session

t
S start

Mouse button code: 1 —no button, 2 — left button, 3 —

button right button, 4 — middle button

Event numerical code: 1 — mouse cursor movement, 2 —
mouse button is released, 3 — scroll up, 4 — drag-and-drop,
5 — mouse button 6 — scroll down

state

Abscissa of the cursor position relative to the upper-left
edge of the page

Ordinate of the cursor position relative to the upper left
edge of the page

session_id Unique session identifier

III. ALGORITHM OF USER AUTHENTICATION BY

MOUSE DYNAMICS

Our purpose is to create the classifiers based on machine
learning and deep learning methods that get the information
about the mouse dynamics of user during the session and
return the value of probability that the user working with the
system is a fraudster. To do so, we have to perform the
following steps:

e gather the information about the wuser’s
dynamics activity,

extract informative features from raw mouse events
data,

train mouse sessions classifiers based on machine

learning methods.

mouse

A. Mouse dynamics data collection

In order to obtain the information about mouse events
occurring during the session of user interaction with the web
system, a script that can handle the events of mouse activity
should be developed and added to this system. This script
should be able to collect the information about such events as
mouse movements, left and right clicks, double clicks,
scrolling and drag-and-drop. Information about mouse events
generated by users should be grouped into so-called sessions.

The proposed structure of information about single mouse
event is described in Table II. The matching of events and
their numerical identifiers is based on public Balabit mouse
dynamics dataset [15].

B. Mouse dynamics feature extraction

Only coordinates and types of events obtained by the
mouse event detection script are not enough to train high-
quality machine learning models, so several groups of features
that describe the user’s behavior more precisely can be
extracted from the event sequences.
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Feature extraction techniques used in the research are
based on approaches [16] and [17] for mouse movement
features and click features extraction respectively.

The authors of [16] define a stroke as a sequence of mouse
movements between two consecutive clicks. However, such
definition ignores the fact that the user may be inactive during
the session, that is, he or she does not move the mouse for
some time. In order to consider that the movement trajectory
may contain pauses, we define the threshold value between
two consecutive timestamps.

(1

t;+1 1s the i+1-th event timestamp, t; is the i-th event
timestamp in the same session, A; is the inter-stroke time
threshold value.

tipa =t 24

If (1) is true for two consecutive cursor movements, then
the current stroke is considered completed. In addition, any
stroke should contain not less than 3 points of trajectory.

After dividing the mouse trajectory into the strokes, values
of several features are calculated to characterize each stroke
based on information about its points. There are three groups
of stroke features:

e Temporal features (defined in [16]) that use timestamps
of mouse events; this group of features includes X-axis
offset, Y-axis offset, X-axis velocity, Y-axis velocity,
tangential velocity, acceleration, tangential jerk,
angular velocity, last action time (mentioned as time to
click in [16]), number of pauses, paused time and ratio
of paused time and duration of the whole session. For
X-axis offset, Y-axis offset, X-axis velocity, Y-axis
velocity, tangential velocity, acceleration, tangential
jerk and angular velocity, their minimum, maximum,
average value, standard deviation and range across the
stroke are used as resulting features.

Spatial features (defined in [16]) that use only
coordinates of trajectory points in the stroke; this group
of features includes the angle 6 between the tangent to
the trajectory and X-axis, the path traveled at the last
point of the stroke (in pixels), the trajectory curvature
and curvature change ratio, trajectory straightness and
number of critical points. For angle 6, curvature and
curvature change ratio, their minimum, maximum,
average value, standard deviation and range across the
stroke are used as resulting features.

Beginning of action (BoA) and finishing of action
(FoA) (defined in [17]) are the parts of the stroke
trajectory where the acceleration is non-negative and
non-positive respectively. It should be noted that users
move the mouse cursor in non-uniform way, so there
may be several BoA and FoA points during the stroke.
In such situation, the metrics are calculated for the first
pair of BoA and FoA of the stroke. These metrics are
minimum, maximum, average value, standard
deviation, range of acceleration values sequence during
BoA and FoA; the timestamps of BoA and FoA are
also saved as features.
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We treat the scrolling events as mouse movement, so the
set of features similar with one described above is extracted
for scrolling events.

The information about mouse clicks is processed apart
from the movement information. Each click is composed from
two consecutive events — button press and button release. In
order to distinguish double clicks from single clicks, the
threshold value A, between timestamps of the first button
release (t,,) and the second button press (t,,) was defined.

t <A

-t 2 (2)

p2 1

If (2) is true for the couple of consecutive clicks, then this
couple is treated as a double click, as a single click otherwise.

The features of the clicks are introduced in [17]. They
included:

e for single click: the duration of the left click, the
duration of the right click;

for double click: the first click time, the second click
time, the total time of double click, the time between

button presses and the time between button releases.

Totally 77 features were calculated for an event (stroke or
click) in the final representation of user’s mouse dynamics
session. For a stroke, the click features are replaced with zeros
and for a click vice versa.

C. Used machine learning and deep learning methods

We consider the task of classification of the mouse
dynamics sessions to legal ones (performed by actual owner of
the account) and illegal ones (performed by some other user)
in terms of two types of machine learning problems — as one-
class classification or binary classification problem. Solving
multiclass classification problem to identify the exact user
who performed the mouse dynamics session is not considered
in this paper as it becomes difficult for large number of users
because there will be not enough data to describe each user
precisely.

The main feature of one-class machine learning methods is
that they are trained using only the objects that belong to the
single class; the objects of other class are treated as outliers or
anomalies, depending on the used algorithm.

We use the following one-class classification algorithms:

e One-class support vector machine (One-class SVM) is
a modification of traditional SVMs designed for outlier
detection. It divides the feature space by a hyperplane
to constrain the region where the training data is the
most concentrated, and all the objects that are outside

this hyperplane are labeled as outliers.

Isolation forest is a one-class modification of random
forest that isolates the objects by randomly selecting its
features and randomly selecting a split value between
the maximum and minimum values of the selected
feature. The path length from the tree root node to the
node where the splitting is terminated is a metric of the
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object abnormality. If the average path for this object
among the forest trees is short, then the object is treated
as an outlier.

The local outlier factor (LOF) algorithm computes the
local density deviation of the current object from its
neighbors in the feature space. If the object has
significantly lower density than its neighbors do, then it
is treated as an outlier.

We use the implementations of one-class SVM, isolation
forest and LOF from Scikit-Learn [18] Python library.

The task of account stealing detection can also be
considered as a binary classification problem when the
sessions belonging to the actual account owner are treated as
objects of the negative class and the sessions of all other users
form the set of positive class objects. Applying this method,
we have a larger training set than one for one-class
classification, but the training time increases respectively.

We chose perceptron as a classifier for our problem.
Perceptron is one of the basic neural networks that consists of
input layer, one or several fully connected hidden layers and
one output layer. During our experiments, we discovered that
one hidden layer with 32 neurons and Swish activation
function [19] is enough for our network to provide high
classification quality.

To construct the perceptron, the implementations of neural
network components from Keras [20] Python library are used.

D. Used classification metrics

To evaluate the classification quality of trained models, we
use such metrics as precision (3), recall (4), F; score (5), ROC
AUC, false acceptance rate (FAR) (6) and false rejection rate
(FRR) (7).

... TP 3)
precision = —o———
1= TP
recat = TPy FN )
F, = 2 5
1™ precision-! + recall! )
FN
- 6
FAR FN+TP ©)
FP
FRR = —— 7
FP+TN M

TP is the number of true positives (number of correctly
classified illegal sessions), TN is the number of true negatives
(number of correctly classified legal sessions), FP is the
number of false positives (number of legal sessions
misclassified as illegal), FN is the number of false negatives
(number of illegal sessions misclassified as legal).

Area under receiver operational characteristic curve (ROC
AUC) is drawn in the coordinates of true positive rate (TPR,
the fraction of correctly classified objects of positive class)
and false positive rate (FPR, the fraction of negative class
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objects that are misclassified as positives). ROC AUC allows
estimating the model’s classification quality independently of
the selected positive class probability threshold. The closer
ROC AUC to 1, the higher classification quality the model
provides.

E. Mouse dynamics sessions classification algorithm

As it is mentioned in Section III.C, the negative class is
formed from the events of the sessions performed by the actual
account owner, and the events of all other users’ sessions form
the positive class. Thus, the division of events to classes is
different for each unique user. Consequently, an individual
classifier corresponds to each user in our algorithm.

The training and testing sets for current user are formed as
follows:

The training set for one-class classification algorithms
contains events from all sessions of the current user,
except the events from session that has the latest
timestamp; for perceptron, the events from sessions of
all other users, except the latest ones, are added as the
objects of positive class to the dataset with the events
of the current user.

The testing set for both one-class algorithms and
perceptron contains the events of the latest session of
the current user (as negative class session) and the
events of the latest sessions of all other users (as
positive class sessions).

The output probability of session being legal is calculated
by (8):
izo P(e; € u)
n

P(s€u) = (3
P(s € u) is the probability of the session s being
performed by the current user u, 7 is the number of events in
the session s, P(e; € u) is the probability of the event e; being
performed by the user «, which is the output of the classifier.

The class label is assigned to the session according to the
rule (9):

0,P(seu)=>121
1, otherwise

¥(s) = ©)
y(s) is the label of the session s (0 if the session belongs to the
user u, 1 otherwise), P(s € u) is the probability of the session
s being performed by the current user u which is calculated by
(6), A is the threshold probability of classifying the session as
the legal one.

For each user, all four algorithms discussed in the
Section III.C are trained, and the model that provides the
highest values of F; score and ROC AUC is saved as the
classifier corresponding to the current user. The process of
obtaining of the models is as follows:

e for each user, the A threshold is iterated on (0; 1)

interval with step of 0.005;

for each A, four classifiers are trained and tested, the
classification metrics values are obtained;
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o if F;{ score and ROC AUC of new classifier are higher
than the previous highest scores for the current user,

new classifier is set as the best classifier for that user.

F. Authentication time estimation

One of advantages of behavior authentication that is also a
subject of our analysis is that it does not require additional
actions from the system user, thus, it can be performed
repeatedly during the user’s activity session. We conducted an
experiment with trained classifiers to estimate the period of
time that can be used for reliable user re-authentication.

The experiment was arranged as follows: for n=1, ..., 12
we passed the information about mouse dynamics events that
occurred during first n*/0 seconds of the test sessions to the
trained classifiers and measured the average F; score among
the classifiers of all users.

IV. EXPERIMENTAL SETUP

We selected the PetrSU Portfolio [21] website as a
platform for data collection as students and lecturers actively
use it to view schedule and homework and share other
information. The process of data gathering was anonymous:
for each user, we created a unique identifier that is impossible
to associate with the real user. Our dataset was obtained in
uncontrolled environment as the users performed their daily
tasks without following any pre-defined scenarios.

To collect the information about mouse events, we developed
the JavaScript plugin described in Section III.A and placed it
on different pages of Portfolio. Information about mouse
events generated by users was grouped into sessions: each
time the user moved to other Portfolio page, new session was
initiated. Each session had a unique identifier that was
generated with salted MD5.

Each event was represented as a string which contained
fields described in Table II separated by comma. The
sequences of events separated by semicolon were sent to the
web server every 5 seconds during the session.

The web server that received requests from plugin was
created using Django framework for Python programming
language. This server converted strings to numerical values
and sent information about the events that was obtained by the
plugin to MySQL database. The scripts that generate the
mouse dynamics features and train the session classifiers were
also written in Python. The values of A;and A, were set to 250
ms and 300 ms respectively.

Information about mouse dynamics of Portfolio users was
being collected during 5 months. 13.3 million events were
registered during the research period. The number of events
generated by different users ranged significantly, so for the
algorithm evaluation among 7638 unique users of Portfolio
who logged in the website during the experiment period we
picked the events produced by 100 users who generated
maximum number of events.

Drag-and-drop events occurred rarely: only 340 thousand
of events among 13.3 million events in the database
corresponded to drag-and-drop (less than 3%), so we decided
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to remove them from the event sequences while extracting the
mouse dynamics features.

Fig. 1 shows the pipeline of experimental system that was
created during the research.

V. ALGORITHM EVALUATION RESULTS

Table III contains classification metrics averaged among
all 100 users, data of whose mouse dynamics were included
into the experimental dataset.

Website Mouse

(PetrSuU events Web

Students collection > server

Portfolio) plugin (Django)
(JavaScript)

Fig. 1. Experimental pipeline of mouse dynamics authentication system

The significant difference between the metrics obtained
with four individual machine learning algorithms and the best
models in Table III appears because for some users one-class
SVM showed the best quality, but for others perceptron
performed better. Isolation forest and LOF failed to classify
mouse dynamics sessions with satisfying quality.

Fig. 2 shows that we can reach high performance (F; >
0.8) using the events of the first 30 seconds of mouse
dynamics sessions, so we can re-authenticate the system users
every 30 seconds in order to detect the fraudster’s intrusion
during the session.

0.95
0.90
£ 0.85 i
0.80 EF, = 8.5¢ — 01
DF, = 9.0e — 06
0.75
20 30 40 50 60 70 80 90 100 110 120

Max time of test session (seconds)

Fig. 2. Dependency of the average F; score on the duration of the user session

TABLE III. AVERAGE CLASSIFICATION QUALITY METRICS FOR 100
PORTFOLIO USERS MOUSE DYNAMICS DATASET

. .. ROC
Algorithm | Precision | Recall F, AUC FAR FRR
One-class 0 0
SVM 0.99 0.58 0.68 0.74 41.7% 10%
Isolation 0.96 0.06 | 0.11 05 | 952% | 1%
forest
LOF 0.99 0.21 0.35 0.52 79.2% 0%
Perceptron 0.99 0.88 0.92 0.6 11.6% 10%
Best 0.99 087 | 092 | 093 | 125% | 2%
classifiers

Feature Model i
Mouse extraction training C}:la;sss;gt?r
events i i
dotah script script users
atabase
ySaL) (Python) (Python) (.pkl/.h5)
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Fig. 2 shows the graph of dependency between the duration
of the input sessions and the average F; score of all users’
classifiers. n=1, 2 were discarded as there are sessions that do
not have any events during the first 20 seconds in the dataset.
The values of the average F; score obtained for each value of n
are marked with black dots on the chart.

The proposed algorithm of selecting the best individual
model for each system user allowed classifying the mouse
dynamics sessions to legal and illegal ones efficiently
(average F; > 0.9 and AUC > 0.9).

VI. DISCUSSION

The proposed algorithm looks promising as it provides
precise mouse dynamics session classification, and its quality
is comparable to existing studies. The results of [7] and [12]
outperform ours due to their controlled environments and
smaller number of research participants. Our algorithm shows
comparable values of metrics with results of [10] and [13], but
our dataset contains significantly larger number of
participants.

The solutions suggested in [9] and [11], although their
stated classification quality is high, have a significant
limitation compared to our algorithm as they both are
evaluated on small groups of 10 users each.

As it is mentioned in Section II, the session classification
quality stated in [8] is very high, so we conducted an
experiment to compare the performance of our mouse
dynamics session classification quality and theirs. We
reproduced the pattern extraction algorithm precisely
following the steps described in [8] and applied it to our
dataset. The F; score achieved with the pattern-based session
classification algorithm was 0.88, whereas classifiers trained
with our algorithm allowed to reach F; = 0.92 (see Table III).
Thus, we claim that our mouse dynamics sessions
classification approach shows higher quality than one
suggested in [8] for some datasets.

VII. CONCLUSION

The algorithm of authentication the web system users by
information about their mouse dynamics is proposed. It
combines one-class and binary -classification and allows
creating individual mouse dynamics classifier for each system
user. First, the technique of unobtrusive mouse dynamics data
acquisition using JavaScript plugin that can be embedded on
any website is designed. Second, the approach of extracting of
77 mouse dynamics features from data collected by plugin is
proposed. Finally, we designed the algorithm of mouse
dynamics sessions classification to legal and illegal ones that
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allows to automatically select the classifiers that provide
highest session classification quality for each system user. The
system provides session classification quality comparable to
the state-of-the-art solutions (F; score = 0.92, ROC AUC =
0.93, FAR = 12.5%, FRR = 2%). The classification quality
provided by the best classifiers is significantly higher than one
provided by single algorithm for all system users in terms of
F; score, ROC AUC, FAR and FRR.

In future, the designed algorithm can be used for
continuous user authentication in the web systems: the mouse
dynamics features of data obtained by the front-end plugin can
be extracted and passed to the session classifier directly on the
web server, and the suspicious sessions may be blocked before
the fraudster finishes the malicious work.
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