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Abstract—The article reviews the options for critical
information infrastructures (CII) protection management and
discusses approaches to developing security policies that don’t
lean on assessing residual risks and identifying a fixed list of
threats. We examine and substantiate the possibility of building
information security management systems based on monitoring
of security events. A formal description of security events as well
as relevant protection methods is proposed. The paper introduces
an order relation for information security systems comparison
and asymptotic CII security control implementation paper.

1. INTRODUCTION

Critical information infrastructures (CII) in different fields
of activity and in different countries can be assigned to
completely different objects, but, despite this, all these objects
have a number of common features that determine the
specifics of CII from the point of view of security.

Usually, security characterizes the effectiveness of efforts
to counter the aggressiveness of the environment. This
expresses the sufficiency of the protection's response to
possible negative impacts. In this case, security metrication is
based on the Clements model (model with complete overlap)
[1]. In this model, the high-level entities of the "General
criteria"[2] include the "risk" parameter as an integral
remainder of incomplete security.

Security assessments usually use the probability of a threat
and the probability of its implementation (usually without
specifying the attack scenario or other details). These are
usually expert characteristics (with the exception of those
related to cryptographic security) and they allow us to consider
security as the inverse of the residual risk.

The approach based on the asymptotic management of
information security [3] for critical information infrastructures
(CII) involves the rejection of the assessment of acceptable
(residual) risk to assess the effectiveness of protection. In this
regard, there is a natural question about the ratio (at least
qualitative) of security levels when using different protective
measures.

The ISO 27005 information security risk assessment
procedure considers two approaches to risk assessment:
qualitative and quantitative. "As a rule, qualitative analysis is
first used to identify high-priority risks, and then quantitative

analysis is used for identified risks, which is more time-
consuming and gives more accurate results" [4].

For CII, the asymptotic approach to information security
management uses a consistent improvement in the quality of
the security system. Let us consider the possibility of using
qualitative (ordinal) scales to determine the improvement
(direction of development) of the properties of security
systems. This requires introducing an order relation for space
consisting of security systems.

The security event monitor is used as a universal model of
the security mechanism in the asymptotic management of
information security [5]. In this case, the protection system is
considered as a set of protection mechanisms. The protection
mechanism performs two main functions: detection and
counteraction. Detection is necessary for the effectiveness of
the mechanism, since undetected events cannot be countered.
This allows us to consider the set of security events available
for observation (from the entire space of such events) as the
main characteristic of the security mechanism [5].

II. PROPERTIES OF SECURITY INCIDENTS AND EVENTS IN
THE MODEL UNDER CONSIDERATION

A security event according to ISO 18044-2007 is a
detectable (through a set of functions) state of the monitored
system that can lead to an incident or simply indicate the
possibility of an incident occurring. In both cases, technically,
this is the correlation of events with an incident: “different
conditional probabilities of the observed event: the incident
occurred n=P(event/incident is), and when it did not happen,
u=P(event/incident no)” [6]. Further, we denote A={a;} the set
of security events detected by the corresponding security
mechanisms of the concrete protection system. For further
discussion, it should be borne in mind that it does not matter
whether there is an accurate estimate of these probabilities, it
is only important, as noted above, that they are not equal,
otherwise the event will not be informative.

At the same time, it is important that security events are
independent or "almost" independent, i.e. weakly correlated
with each other. There is no need to observe two security
events if they always occur together. Thus, security events
from the group of events indicating a specific incident will be
considered independent or "almost" independent. If we add
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only independent events, we can assume that all events from A
will be independent.

In addition, events from A will be combined, since it is
possible to observe several independent features
simultaneously or during the observation period.

We mean that an event can indicate multiple incidents.
Therefore, the significance (importance) of such an event for
the indication is less; the more incidents are indicated by it.
This is because the fact that such an event is observed does not
make it possible to accurately indicate a specific incident.
Such an event can usually be used to confirm a hazard and
increase confidence when observing other security events. It is
possible that several such "ambiguous" events point to one
specific incident (the sets of incidents they indicate have a
single element as an intersection). However, on further
consideration, we will assume (assumption P-1) that there are
no such "ambiguous" security events.

By incident I, we mean an event associated with a
disruption of some critical process in the system, which leads
to the termination of CII operations (full or partial). For such
incidents, it is assumed:

First, that the incident itself is also monitored by
monitoring tools (which is not always possible, but acceptable
for computer and telecommunication networks).

Secondly, the incident in this case is considered as a
critical violation of the functioning of CII (or violation of the
critical process of CII [7]). This makes it possible to clarify the
General definition of an ISO 18044-2007 incident as " an
undesirable or unexpected is event(s) that are associated with a
significant probability of compromising business operations
and creating an is threat [8]".

Third, incidents are considered as independent or "almost"
independent events (i.e. weakly correlated). Therefore, when
they occur together, they may correspond structurally to
different components of the system. In this case, we can
assume that they have a common cause, which should be
considered an incident.

Fourth, it is assumed that the composition of incidents is
fixed (assumption P-2). Indeed, for the considered problem of
information security management, it is assumed that all critical
processes (possible incidents) were identified earlier in
accordance with the inventory of CII [7]. Changing the
composition of incidents is possible based on getting more
information, and the new security system will correspond to
the new composition of incidents. Then again, you can
improve the protection properties based on monitoring in the
process of asymptotic control.

The latter circumstance emphasizes the piecewise
continuous nature of the asymptotic control process. The
current functioning of the adaptive component during the
"continuous" period of asymptotic control accumulates a
certain "critical mass" of information of the predictive
component. This can lead to a qualitative jump and change in
the composition of incidents. In addition, the composition of
incidents can be changed from the outside, for example,
through the channels of interaction with SIEM or CERT.
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III. COMPARISON OF INFORMATION SECURITY SYSTEMS
BASED ON OBSERVED SECURITY EVENTS

The comparison of security systems is based on the model
of a security system with complete overlap. However, in the
proposed approach, this model is transformed from the
structure "threat-protection mechanism - protection object” to
the structure "threat — security event - protection mechanism —
security incident - protection object".

That is, instead of a triple (#,m;0), a triple (a;j,m;l;) is
considered. Where {f;} are threats; {m;} -mechanisms; {0} -
objects; {a;} -events; {/;} - incidents (Fig.1).

oy

{mi {o} {a}  {m} {1}

{ti}
Fig. 1. Transformation of the model with complete overlap

For network protection mechanisms (Firewall, IDS, IPS,
SIEM, etc.), security events are indicated during monitoring.
The definition of events is based on the comparison of
signatures and the identification of anomalies [9].

The signature of a security event (pattern, pattern, complex
of attributes, etc.) is designed to detect the fact that an event or
group of events has occurred. The signature can be determined
by the sources of information about the event (for example,
sensors of primary measurements) and the structure of
complex aggregates obtained from them (aggregation scheme).

In the first case, a set (vector) of n parameters of sequential
system states s; = (p; ... p,) can be considered as a
representation of a security event (or a set of such events)
described by the signature of some incident Im. Here (p,, ....
p.), these are the sets of parameters of the system states
observed at different times of the observation interval, which
corresponds to the above definitions of a security event and an
incident.

Thus, we can further consider the correspondence of the
observed system parameters to the signature as the
identification (observation) of the corresponding security
events. That is, if § = {s;} is the set of all possible signatures,
then we denote the mapping of the set of signatures to the set
of security events as 6 (s;) €4, where 6: S — A. This mapping
may not be one-to-one, in this case #” can be considered as a
method of aggregating security events {0 (ay, .... a,)} = {s;},
and {s; | 0 (s) €A} SS as a new set of independent security
events described by signatures.

In the second case, the monitor can detect some deviations
from the expected "behavior" of the system. At the same time,
network traffic anomalies can be quite safe [10]. Therefore,
the identification of anomalies as security events requires
additional filtering and processing of the received data [11]
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using various methods [12]. Such anomalies, identified as
security events, are tracked by the monitor based on the
corresponding signatures (for example, exceeded password
attempts or concurrent opening of a large number of TCP
connections, etc.).

Let's explain the concept of a security event signature. This
concept is used much more widely than a similar concept
when creating antivirus programs (a piece of program code
that is characteristic of malware). The signature of a security
event (template, pattern, set of features, etc.) is intended for
detecting the fact that the corresponding event occurred. The
signature may include a specification of event information
sources (for example, primary measurement sensors). A
security event can also represent a more complex structure
formed from this information. For this purpose, aggregation
methods are used that correspond to complex events
(aggregation schemes) correlated with a security incident. At
the same time, it is absolutely not necessary to fix matches by
templates, patterns, etc., it may be quite the opposite. For
example, detecting the security event "the flag field in the
packet header does not match the RFC" assumes that the
signature uses the value of the flag field as the primary
dimension, the aggregation scheme includes logical functions
for comparing this field with all the options provided by the
RFC, and combining these functions with disjunction
negation. Thus, to detect an event, it is necessary that no
matches occur

Therefore, we can view signature-based event detection
monitoring as a model of protection mechanisms. We will
assume that all security mechanisms are described by a set of
observable security events. Then the set of protection
mechanisms corresponds to the set of incident signatures: M =
{si| O(si) €A).

Using these statements, we will show the possibility of
comparing protection systems using monitoring based on
signature-based event detection.

The basis for a comparative assessment of the
effectiveness of various security systems can be the set of
security event signatures used by them S,CS (operational and
architectural parameters are not considered here).

In order to compare security systems, we can compare the
sets of their security events, thereby establishing a partial
order relation. Based on this, it is necessary to consider the
possibility of introducing a partial order relation >° for
comparing information security systems (ISS) based on the
partial order relation >g for comparison on a set of security
system signatures.

IV. PARTIAL ORDER RELATION ON SETS OF SECURITY
EVENT SIGNATURES

Let the set of incidents contain only one incident
(assumption P-3) and let, as described above, the information
security systems ISS; and ISS, be completely characterized by
their sets of signatures: S; and S,.

Then when comparing sets of signatures, the following
cases are possible:

1. S|2S, or S,ES, - this relation of inclusion of sets
specifies the relation of partial preference on the sets of
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on their
ISS,).

2. If S;NS,=@, then comparison based on inclusion of sets
is not applicable.

3. If S|NS,# @, but S;2S; or S;ZS,, then a comparison
based on inclusion of sets is also not applicable.

security signatures S; >g S, or S; <5 S, (and similarlgf
respective protection systems: ISS; 35 ISS, or ISS;<

To improve the safety of CII, case 1 shows how a
consistent "improvement" of the efficiency of protection based
on asymptotic control is associated with the addition of new
signatures to the monitoring systems [13].

However, there may be different situations corresponding
to case 2. This can be the result of aggregating multiple
signatures into one (building a template signature), or the
result of identifying (and removing) "inefficient" or less
efficient signatures and replacing them with others, which is
especially important if resources are limited.

In this case, it is not the sets of signatures that are
considered, but the corresponding security events (since the
signature is considered as a result of the aggregation of
security events). Further comparison of sets of safety events is
performed, if possible, as a comparison of sets.

For example, let Ai be the set of security events
corresponding to the set of signatures Si: A; =0 (S).

If it is true that: A;DA, or A|CA, - then the set inclusion
relations establish for the security systems (and the
corresponding signature sets) the preference relation S; =g S,
or S; <5 S, (Fig.2).

Fig. 2. The case when one set of security events is a subset of another set

In other situations, there may be different ways to make
comparisons that are not so obvious. If S;NS,=@ (Fig.3.), then
to exclude possible inaccuracies, we also consider the sets of
corresponding security events. In this case also have that
A;NA,=0, and for a "rough estimate" of sets of signatures as
the metric of a plurality of security events use the power of the
corresponding plurality ||A1|| = | A | .

Fig. 3. The case when one set of security events is a subset of another set

This linear metric corresponds to the addition of
probabilities of security events, which is not applicable here,
since the events are independent, but they are combined.
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However, as a justification for this rough estimate, we
consider the probability of P;(A) indicating the incident by
group A of the corresponding combined security events. We
will assume that all security events are equally significant for
detecting an incident (assumption P-4) and that the
probabilities of such events are approximately the same.

An incident is indicated if at least one security event is
detected and, respectively P(A) = 1 — P(A), where P(A) the
probability that no security event from A=(a;,a,,...a,) occurs.

Then A= (a,va,ua,..ua,)the product of
independent events and P(A) = [[}(1 —p(a;)) = (1 —p)™,
where p = p(a;) the probabilities of events g; if they are equal
(or is the average of these probabilities). This shows that
P(A) =1— (1 —p)" as n grows, it monotonically increases

(Fig.4).
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Fig. 4. Changes in the nature of the dependence of the probability of

indicating an incident P (A) on the number of observed safety events n at
various probabilities p (0.001 — 0.04) of these events occurring

Obviously, for large numbers of security events n, changes
in P(A) will be small, and they can be ignored in the
traditional assessment of residual risks, but in the case of CII,
any improvement will be significant.

Note that it is possible to reduce the exponent in the
function: P(A)=1—-(1—p)™ ", where r denotes the
minimum number of security events necessary to ensure the
desired quality of incident indication in accordance with the
Bernoulli sequential test scheme.

Then, to determine || Ay || = ||A2 || or ||A1|| = || A, ||, one can
simply compare by the number of security events. And within
the framework of the assumptions made: first, as noted above,
each signature indicates no more than one incident, and,
secondly, the significance of all signatures for indicating
incidents is the same, i.e. all signatures are equally effective
for detecting incidents, we will accordingly get: S;>s S, or
S; <s S.

Note that the first assumption is obvious, since we consider a
single-element set of incidents. The second assumption is a
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very strong restriction, but it is acceptable, since only events
that are "strongly" related to the incident are selected as a
security event (the corresponding correlation indicators are
sufficiently noticeable not to be ignored).

If S;NS,#@, respectively, and A;NA, #@, but A;2A, or
A1ZA,, then for comparison of sets of signatures and mapping
them to appropriate protection systems different variants are
possible, in some embodiments, it is possible to neglect the
contribution of the security event A;NA,, if it is relatively
small (this assumption is valid for a large number of security
events described by signatures, since the contribution of each

event is relatively small).

If JJA[>>[|AiNA]| and | As]|=[|ANA]l, it s
advisable to compare sets of security events B1=Al and
By=(A|NA;) and B;2B,, which obviously reduces to the
above variant (Fig.5).

\

Fig. 5. The case when " A, " = " ANA, ”

If |A.]|>>>]|AiNA,|| and [|A,||=]|AiNA;|| coincides,
then it is useful to compare sets of security events B2=A2 and
B1=(A1NA2) and B1SB2 that obviously also comes down to
the above variant (Fig 6).

Fig. 6. The case when " A, " = " ANA, ”

If A|NA, #@, it is possible to compare the sets B; =
Al\ AlmAz) and B2 = Az\ AlﬂAz) then BlﬂBz = @ and ||B1 ||
Z ﬁBz [lor |IB:]| = ||B2|1, and accordingly Si>s S, or S; <

S, (fig. 7)
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Fig. 7. Common case of correlation of a set of security events
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Taking into account the established assumptions and
restrictions for the introduced preference >s relation, it can be
argued that:

1SS, =51SS, if ;=5 S,
1SS, <51SS, if S1<s S,
ISS,=° 1SS, if ;3¢ S, and S;<s S,.

Despite the low accuracy of estimates, the approach
described above has a remarkable property — all ISS's are
comparable to each other. However, the assumption (P-4) that
the significance of all signatures as indicators of an incident is
the same is too strong and not always correct. In addition, the
entered ratio allows you to compare ISS's for only one
incident.

V. CONSIDERING THE SIGNIFICANCE OF SIGNATURES IN
DETERMINING PARTIAL ORDER ON SETS OF SECURITY EVENT
SIGNATURES

A more universal method is the use of correlation analysis
used in the methods of applied statistics [14]. This allows the
comparison to be made more accurate (removing the
constraints of the assumption (P-4) about the equal
significance of security events). However, keep in mind that
these methods are more time-consuming and require a large
amount of statistics. Unfortunately, this is not always possible
and not always technically feasible.

Paired or partial correlation coefficients can be considered
as factors of importance in the process of additive convolution
of criteria, in contrast to the above-described convolution with
the same weight equal to 1.

The use of these factors as metrics to assess the
relationships between various security events, as well as the
coefficient of multiple correlation to assess the relationship of
security events and incidents.

In other words, as an assessment of the "degree of
connectivity" between security events and incidents, in
accordance with their definition as dependent events, we can
consider the correlation between them.

In our case, the connectivity of a security event and an
incident is determined by their paired correlation coefficient. If
there are several security events (a,,....a,) that indicate an Is
incident, then the multiple correlation coefficient is an
indicator of connectivity (tightness) between these events and

.....

M
Where R is the correlation matrix R ={p; ;};

|R| is the determinant of this matrix;

Ry is an algebraic complement for pg o.

The correlation matrix is defined as:

Po,o Po,an)
p

R =( .
pan,O

2

here p;; = paiq; are paired correlation coefficients for
i,j=1,...,n, and py o=p;; and all p;;=1.

Since security events are independent, multicolleriality is
absent (rows are linearly independent), then p; ; = 0 for { # j.

The multiple correlation coefficients can be used as a
metric to assess the performance of the signature set Sy:

The coefficient of determination is also used as an
indicator of proximity:

D=(p+)

A necessary condition for correlation analysis is a linear
regression relationship between the parameter being explained
and the explanatory factors.

For the problem under consideration, the explained
parameter is incident I, and the explanatory factors are
signatures (aggregated security events).

As suggested in [9], we will consider all the variables of
this linear regression as dichotomous (binary), taking values: 1
- if an event (incident) happened, 0 - otherwise.

When comparing binary variables ind on a dichotomous
scale, the measure of the correlation is the Pearson association
coefficient ¢. The value of the coefficient p; ; = pgiq; = ¢ lies
in the range of +1 and -1. In general form, the formula for the
empirical calculation of the correlation coefficient of
dichotomous variables x=a; and y = y=a; [16]:

Py~ PPy

PP py(1-py)

)

Where:

px— 1s an estimate of the probability of occurrence of the
event x=ai.

py— is an estimate of the probability of occurrence of the
event y=aj,

Py —1is an estimate of the probability of occurrence of
events x and y simultaneously.

Example of calculation ¢ based on the conjugacy table
based on observation results [16]:

TABLE I. EXAMPLE OF CALCULATION @
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Event g; Event g; z
Yes No
Yes a b a+b
No c d ctd
> a+c b+d n=a+tb+c+d
ad—bc

® “4)

- J(a+b)(b+d)(a+c)(c+d)

Other connection indicators calculated from this table are
also known, for example, the Yula association coefficient [16]:
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ad—-bc
ad+bc

©)

In the considered case of asymptotic control, a gradual
change in the information security system is assumed, as a
result of a sequential change in the set of monitored safety
events. To assess the influence of individual factors (in our
case, security events), partial correlation coefficients are used,
when the values of all other factors are fixed [16]. The method
of sequential inclusion (or exclusion) of security events allows
you to choose from a possible set of events exactly those that
will improve the quality of the information security system.

q:

When a new security event ai is introduced, which has the
highest absolute value of the partial correlation coefficient
with the incident with a fixed influence of the previously
introduced security events: py.qijq1,.,qi-1,ai+1.an- 10 the general
case, it is possible to consider the inclusion (or exclusion) of
the group of security events, a;,, ...,a;+; (I<n), then the partial
correlation coefficient of the /-th order is used.

When additional security events are introduced, the
coefficient of determination (multiple correlation) should
increase (the more, the better), and the residual variance
should decrease. Therefore, we can conduct relations of
preference >, comparison of S; signatures based on the
entered metric ||9(Sk) || = pr.a, and, respectively, = for
comparison of protection system (ISS;):

1SS, =R 1SS, if S;=x S,
1SS, <P ISS, if 1<z S,
ISS, =R 1SS, if $;=xS..

VI. SUMMARY

Using the metric ||8(S,)|[=||A|| (introduced for 35 or ") as
a universal one is limited by the fact that the variants of the
order relation described above are quite correct only for the
case of one incident. In the case of multiple incidents, a set of
incidents detected by the security system of the same
significance can be considered as a single global incident
={1,,1,... 1}

However, comparison of protection systems should take
into account the effectiveness of detection of each incident.
Then we can consider the problem of multicriteria choice,
where the detection efficiency of each Ir acts as a separate
criterion (i.e., the restrictions of the assumptions P-1 and P-3
are removed). The vector criterion (S;,S,,...,S;,) will be used to
compare the protection systems by signature sets.

For vector criteria, different approaches are possible, in
particular, convolutions (aggregation) of the initial data can be
used [17].

Also, the introduced relation 3% or = can be extended to
the general case for a set of incidents if the occurrence of any
incident is considered as a single incident I. In the general
case, the comparison is performed only as a comparison of
vectors of the same dimension (S,.S;,....S,)  and
(S/,S7,....Si), then (S1.S;,....Sm") = (S,S7,....Sui) if S/=s S/
for any 7 (or S/>r S/), otherwise the vectors are incomparable.
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However, it should be borne in mind that with asymptotic
control, we improve the quality of protection gradually,
making consistent changes and, therefore, we can assume that
in most cases this will be associated with one very specific
incident.

It should be noted that, taking into account the possibility
of the dynamics of the development of the composition of the
indicated incidents, one should simultaneously assume the
immutability of the protected object and the environment
(since their change can reduce a lot of incidents). In particular,
it should be assumed that the transition from one threat model
to another, based on a change in the composition of incidents,
occurs with the same composition of protection mechanisms.

The asymptotic approach to information security
management uses consistent improvement of the quality of the
security system. The article discusses various options for
quality assessment to determine the improvement (direction of
development) of the properties of security systems. The basis
of these estimates is the order ratio on the set of various
security systems.

The considered variants of the order relation make it
possible to compare the protection systems with each other
and thereby estimate the improvement of their properties in the
process of asymptotic control. And if the use of the relation ="
seems to be more accurate, then for =% one can note its
simplicity and versatility.

However, note that as mentioned above a critical
information infrastructure (CII) in different areas in different
countries can be assigned to completely different objects, but,
despite this, all these objects have some common features that
determine the specificity of the CII from the point of view of
security [18], including in relation to modeling methods [19].
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