PROCEEDING OF THE 26TH CONFERENCE OF FRUCT ASSOCIATION

Internet of Things Education for MSc Study
in Applied Mathematics and Computer Science

Dmitry Korzun, Olga Bogoiavlenskaia
Petrozavodsk State University (PetrSU)
Petrozavodsk, Russia
{dkorzun, olbgvl}@cs.karelia.ru

Abstract—The observed digitalization of society and economy
transforms the data from the following three ‘“worlds” into
digital format: a) the information world (accumulated human
knowledge); b) the physical world (information from “things”
around people); c) the social world (society and human expertise).
Data fusion of these worlds is supported by the Internet of Things
(IoT) technology. In this paper, we present an adapted MSc study
program for students in Applied Mathematics and Computer
Science in Petrozavodsk State University. We show how practical
IoT problems become interesting research and development topics
for educating the MSc students. The proposed adaptation can be
further used for other basic MSc programs.

I. INTRODUCTION

The observed digitalization of society and economy trans-
forms the data from the following three “worlds” into digital
format [1]: a) the information world (accumulated human
knowledge); b) the physical world (information from “things”
around people); c) the social world (society resources and
human expertise). Data fusion of these worlds is supported
by Internet of Things (IoT) [2]. Artificial intelligence (AI)
supports information extraction from these big data sources
and construction of digital services that act as information
assistants in task solving by human [3]. Although many
viewpoints on Al exist, in our IoT-related study we accent the
Al learning role in human assistance by extending the cognitive
function [4]. In the considered case, human is responsible for
final decision making based on the automatically extracted
information by Al methods.

As a curricular areas, IoT and Al now become a topical
multidisciplinary subject, e.g., for smarter education [5] and
digital platforms [6]. This stated the challenge to the educators
around the globe enabling active curricular research. The
demand motivated considerable effort of curricular researchers
as well as universities and relative administrative boards. The
effort is reflected in Computing Curricula 2020 (CC2020) [7],
[8], which is a joint project launched by professional comput-
ing societies to examine the current curricular guidelines for
academic degree programs in computing and provide a vision
for the future of computing. In particular, CC2020 enlists
Internet of Things as one of the Knowledge Areas.

On the other hand, the education system is relatively
conservative due to its extremely high social importance and
responsibility. Innovations in this sphere occur by many in-
cremental advances and dynamic improvement while radical
innovations could be disruptive. The curricular research in
IoT and related AI technologies is still rather intensive and

sustainable common practice of curricula development and
adjustment in the area is yet to be developed.

Petrozavodsk state university (PetrSU, petrsu.ru) acquired
considerable experience in the IoT and related areas [9]. In
particular, the study course on Smart Spaces and many student
projects on smart application development have been arranged
since 2010. The students become involved into research
projects for development and deployment of the emerging
digital technologies in tight collaboration with research and
industrial partners. Some examples of past projects one can
find in [10], [11], [12], [13], [14], [15], [16], [17], [18], [19],
[20], [21], [22], [23], [24]. In total, more than 50 student
pilots have been established, demonstrating the long history of
fruitful collaboration between PetrSU and Association FRUCT
(www.fruct.org).

Training high-quality specialists in the smart IoT and
related Al technologies requires adaptation of the educational
programs. In this paper, we present an adapted Master of
Science program which softly revises already existed courses
in respect to the emerging digital technologies. The adaptation
is made within the basic Master of Science program “Applied
Mathematics and Computer Science”. As the key result, we
offer 2 years full-time program, which includes seasonal
schools in English.

The following concept of four thematic modules is consid-
ered to profile the IoT- and Al-related study disciplines.

Module 1. Mobile Technology and Ubiquitous Computing.
Mastering in modern computing paradigms (e.g., cloud, fog,
and edge computing).

Module 2. Big Data and Data Mining. Mastering in system
monitoring, data collection, and information extraction (e.g.,
data fusion and knowledge reasoning).

Module 3. Smart Spaces. Mastering in system engineering
for distributed resource sharing in edge computing environ-
ments (e.g., cooperative service construction).

Module 4. Virtual and Augmented Reality. Mastering in
digital process virtualization (e.g., making a physical object
interactive to the user).

An important property is the presence of the use cases
connected with ongoing research and development projects.
Those show both the new possibilities and open problems of
applying IoT and AI to IoT applications. In particular, the
MSc student project work is performed within the following
IoT application directions (as already experienced cases for
practical training):
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e  digital collaborative work environments with effective
information exchange [15], [16], [17];

e services for cultural studies and e-

tourism [18], [20];
e  mobile healthcare and wellbeing [19], [21];

heritage

e Industrial Internet (smart factory, Industry 4.0) [24].

The rest of the paper is organized as follows. Section II
reviews recent work on IoT education in universities. Sec-
tion III shows our motivation to choose “Applied Mathematics
and Computer Science” as a basic MSc education program for
IoT-and Al-focused studies. Section IV describes the overall
structure of the proposed IoT-focused MSc study program and
its four main modules. Section V presents examples of our
IoT-oriented modifications of existing education courses for
the MSc studies.

II. INTERNET OF THINGS EDUCATION

Computing Curricula from joint activity of ACM and
IEEE Computer Society is the widely accepted standard for
higher education in information and communication technol-
ogy (ICT). Now CC2020 [7], [8] is on under review phase
before final publication. It will appear this year, replacing
Computing Curricula 2005 [25]. CC2020 enlists “Internet of
Things” as one of the Knowledge Areas. China National
Higher Education Catalog enlisted “Internet of Things engi-
neering” as one of the nine specific categories related to Com-
puting among “Computer science and technology”, “Software

engineering”, “Network engineering”, and several others.

Many universities introduce the elements of IoT technolo-
gies in their degree programs in the form of a single course,
distant learning courses or short courses (e.g. summer/winter
schools), professional training. A survey and comparison of the
several sound approaches to the single course arrangements
an interested reader could find in [26]. Another example is
provided by Aalto University (Finland), where they teach
students how industry can apply distributed ledger technologies
(aka blockchains) within Industrial IoT [27].

Few educational institutions provide Master degree pro-
grams devoted to the Internet of Things specifically. One
example is the 18 months program for MSc students in Internet
of Things offered by EURECOM—a Graduate school and
Research Centre in digital sciences located in the Sophia An-
tipolis technology park (French Riviera, http://www.eurecom.
fr/en).

Many Universities offering IoT engineering studies place
them as a trajectory within some MSc degree programs [28].
In particular, Lomonosov Moscow State University (Russia)
offers IoT trajectory within Distributed Systems and Computer
Networks MSc degree program. ITMO University in Saint-
Petersburg (Russia) offers several MSc degree programs that
include trajectory “Internet of Things and Cyber-Physical
Services”. Several digital platforms are developed for IoT
studies in universities, e.g., see [29], [30].

Universities and educators offering such programs pub-
lish corresponding research papers to familiarize educa-
tional and research communities with their motivation of
the course/program structure and in some cases, teaching
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experiences and analysis of the teaching results [31]. Most
researchers agree that [oT area bases on a combination of the
elements from ‘classis’ computing area although the set of the
disciplines is not yet coordinated. For instance, EURECOM
states that Operating Systems and Security form IoT funda-
mentals though several other researchers emphasize the role
of Computer Engineering and/or Data Analysis.

The role of soft skill and corresponding teaching methods
is growing rapidly. The role of soft skills (or human skills) for
10T curricula is rather variable across the courses and curricu-
lum offered. The dependence between knowledge, skills, and
disposition (soft skills) is the subject to active research, e.g.,
see [32].

Therefore, we observe that teaching practice started from
single and intensive courses is evolved currently to IoT tra-
jectories within various basic MSc study programs. Although
a popular option is to include IoT study as a trajectory
into another program. The option biases the teaching process
towards computer engineering, data communication, data anal-
ysis, digital economy, etc. [33]. An interesting case is proposed
by the OLYMPUS online platform [34] that enables a group
of learners to think more deeply about IoT products and their
design decisions.

More sustainable teaching practice is needed to consider
feedback from the industry, society, graduates, related ad-
ministration boards, and curricular researchers. The feedback
should be analyzed to achieve common patterns accepted
by the educational community. Our view is that due to the
highly expected demand (especially for Industrial IoT [27]),
the education in the area moves toward the full-time programs
with study courses on particular emerging technologies like
IoT. Nevertheless, specific inter-technology modules and their
relation are not agreed within educational community so far.

III. BACKGROUND

PetrSU has experience in training graduates specialized in
Computer Science, Information Technology, Applied Mathe-
matics, Information Systems, and Software Engineering [35],
[9]. The study programs have been continuously adapted
and transformed in respect to latest progress in computing
paradigms and digital technology. The university targets the
following aims

e  Support education in the areas of emerging technolo-
gies.

e  Equip graduates for the future career.
e  Provide foundation for their self-education abilities.

e Follow standards of the Ministry of Education of
Russian Federation.

e Follow recommendation of the ACM SIGCSE ex-
pressed in the following documents [25], [36].

e Meet demands and expectations of the corresponding
branches of the industry, society and administration.

Despite of substantial efforts that educational institutions
make now to keep curricula as flexible as possible there are
however certain limitations. The highest education system is
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one of the essential institutions that contributes considerably
into sustainable social and industrial development. All changes
should be discussed and approved by experts in the edu-
cational, industrial, and sometimes administrative communi-
ties. Such changes have to take into account many aspects,
demands, and expectations. The social aspect is extremely
important as well. New students of a University have certain
expectation and vision of their prospect at least for the five-six
or more years. They choose a particular program and do not
expect it to change considerably after, e.g., seven of fifteen
months. A university faces two conflicting challenges when
choosing the strategy for programs adaptation

1)  Follow agile and expanding set of the requirements
to the learning outcomes.
2)  Design MSc programs with the predictable outcome.

With the aim the Dept. of Computer Science uses approach
which assumes introducing topical elements in the existing
courses wherever it is possible. Our reasoning is that MSc
student should not study just a number of techniques to solve
a set of particular currently topical professional problems, but
theories, methods and approaches these techniques are based
upon. The essential of the MSc qualification is a graduate of
considerable quality with a long-term career in the field of
the emerging technologies and high professional productivity.
Master program graduate in the computing disciplines is
expected to become a lifelong learner with an ability of the
smooth and rapid adaptation to innovation in an area a person
chooses being a student.

While transforming the program educators and the teaching
staff has to choose the parts to keep and the parts to introduce.
According to the principle the basic approach here is to keep
fundamental knowledge units which do not change or change
slightly.

At the moment most graduates study Computing within
two MSc programs. Those are “Applied Mathematics and
Computer Science” (Russian state code is 01.04.02) and “In-
formation Systems and Technologies” (Russian state code is
09.04.02). Note that the term “Computer Science” is used as
“Informatics” across Russian Federation. Each MSc program
takes 120 credit units (cu). However, IoT technologies mostly
are based on the methods and approaches of Software Engi-
neering, Data Communication, Distributed System, Algorithm
theory (including parallel computations), Network Services,
Embedded Systems and several other parts of the Computer
Science set. All these disciplines are presented in the BSc and
MSc degree programs for Applied Mathematics and Computer
Science. On this basis we adapt a particular MSc subprogram
“Technologies of the Internet of Things”. Note that the adja-
cent areas Applied Mathematics and Computer Science both
require thinking on the level of abstract concepts and formal
constructions.

Applied Mathematics (essentially based on pure Mathe-
matics) teaches a student to deal with the formal constructions
and reasoning discipline. Through this besides knowledge of
fundamental abstract consents and methods forms a set of
hard skills important for all areas of Computing. Applied
Mathematics methods form the basis of tComputer Science
discipline. The latter in turn serves as a fundamental part of
knowledge in Information Systems, Information Technology
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and Software Engineering. As a result, the graduate ability
to formulate and to solve vast variety of complex problems
obtains a solid foundation. Hence, we achieve one of the most
important qualification properties of an expert. Respectively,
due to the approach the program remains sustainable for
the students, the educational community can predict learning
outcome and the feedback the university gets from the industry
and the administration of different levels helps to tune the
programs if needed.

With this aim in mind, we have modified a series of
courses which remain important and/or topical for the area
by adding there several new modules. The set of the courses
contains: Web Application Architecture and Frameworks, Mul-
tiprocessor and Parallel Computing, Techs for Developing Net-
work Services, Capacity Planning, Networking Performance
Analysis. Furthermore, the MSc program already includes the
study course Smart Spaces, where the IoT role is essential.
Additionally, selected topics can be used within the intensive
courses (20 contact hours) for International schools (summer
and winter, 4 in total).

IV. STUDIES STRUCTURE FOR “TECHNOLOGIES OF THE
INTERNET OF THINGS”

A. Basic Parts of the MSc program

The basic MSc program is “Applied Mathematics and
Computer Science”. It takes 120 cu and two years of studies.
The subprogram “Technologies of the Internet of Things”
is formed. The courses cover latest advances in loT-related
problems mathematical modeling, algorithms, and software
engineering are applied for.

For the first year the program offers to the students 10
compulsory courses and 3 elective courses. Totally 6 elective
courses are offered. For the second year the program offers 1
compulsory course and 3 elective courses. Totally 12 elective
courses are offered within two years. The distribution is shown
in Table I. The elective courses are summarized in Table II.

TABLE 1. APPLIED MATHEMATICS AND COMPUTER SCIENCE:
STUDIES STRUCTURE
First year, Fall-Spring
The Discipline cu
Capacity Planning 4
Dynamic Systems 5
Pattern Recognition 5
Intellectual Spaces 5
SE Project I 4
Game theory and its Applications 3
Applied problems of the Optimal Theory 4
Human Skills Courses 15
Elective courses 7
Practice 8
Second year, Fall-Spring
Stochastic Modeling in communication Networks 2
Elective courses 15
Practice 37

The Practice schedule includes activities for the students
can acquire experience for the professional area. The latter
includes participating in research, industrial projects, e.g. [16],
[24], teaching, and scientific writing.

The presented structure supports soft skills. Those obtain
special attention in the practice programs. Our view is that
IoT-related topics can be introduced in courses form the block
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TABLE II. ELECTIVE COURSES

First year, Fall-Spring
Modeling Advances
Random Processes [
Symbolic Computations |
Software Engineering and Design Advances
Web Server Framework
Techs of Network Services Development
Multiprocessor Computing Systems
Web Clients Architecture Templates

Second year, Fall-Spring

Modeling Advances
Modern Control Systems [
System Analysis for Modeling of the Soc.-Ec. Dynamics | 5
Software Engineering and Design Advances
Networking Performance Evaluation
Distributed Systems
Multiprocessor and Parallel Computing
Software Engineering Project

(3]

[}

[SSTR ST S RO8

W

| | |

of Software Engineering and Design Advances block as well
as in the practice schedule.

B. Basic Modules of IoT part

The main purpose of the new MSc program is to qualify
graduates for developing and applying the digital technology,
including IoT and Aml. The studies help them to become able
to solve problems in design and research for emerging tech-
nologies of IT industry and Computing. The area of concern
narrows the field down to the research and development of
the semantic methods for creating Aml systems [1]. In such
a system, the available resources are regularly monitored and
used for decision making through participants interaction. This
way, Al is applied for IoT-related problems.

The semantic methods support solving many practical
problems in IoT environments as follows [24], [37].

1) To increase the performance of the data exchange
between participants of an Intellectual space for a
wide range of the mobile and peripheral Internet
environments, mobile devices, and applications.

2)  To provide methods (resource ranking algorithms) of
selection and involvement of suitable and available
resources for data processing and decision making
on interaction control in the mobile and edge-centric
IoT environments.

3)  To develop software for different types of the mobile
devices that will provide the growth of the interaction
performance and quality for the participants of the
smart space by using of the available resources of
the mobile peripheral Internet environments.

Based on this support we formulate the four basic knowl-
edge modules (KM) for IoT studies in the MSc program.

1)  Mobile Technology and Ubiquitous Computing. In-
troduction to modern computing paradigms. Digital
computing environments around a person: in every-
day life and at work. Internet, Internet of Things,
Internet of Everything. Cloud, fog, and edge-centric
computing. Emergence of cyber-physical and socio-
cyber-physical systems. Smart things and information
services.

2)  Big Data and Data Mining. Technologies for mon-
itoring and data collection. Intelligent processing of
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multiple heterogeneous data sources. Al in the form
of Aml, which helps human in the search and analysis
of information. Information service as a recommen-
dation. Final decision-making is by the human, not
by a computer.

3)  Smart Spaces. Shared use of computing environment
resources. Examples of information services: 1) mul-
timedia environments for people to work together;
2) cultural heritage studies and e-tourism services;
3) mobile healthcare and wellbeing; 4) Industrial IoT
for planning and managing production processes.

4)  Virtual and Augmented Reality. Virtualization of
problem-solving processes for the needs of the digital
economy and digital society. Multi-modal systems for
digital interaction with humans. Personal mobile de-
vice as a key tool for delivering information services
and making decisions by human.

The four modules cover the research and development
problems related to Software Engineering and Design, Ca-
pacity Planning, Performance Evaluation, Distributed Systems
Design, Parallel Computation, Networking Services. The ap-
propriate study courses can be modified to include parts
concerning IoT technologies and smart applications. Therefore,
the MSc program adaptation is structured by the proposed
modules. Table IV-B shows the reflection of the modules in
the courses adapted within the IoT part.

TABLE III REFLECTION OF THE MODULES IN STUDY COURSES
The Discipline Modules covered
Networking Performance Evaluation 1-3
Distributed Systems 2-3
Multiprocessor and Parallel Computations 1-4
Software Engineering Project 2-3
Capacity Planning 1-3
Technologies for Network Services Development 1-4
Architecture and Frameworks for Web-Applications 21

V. CASE STUDY: ADAPTED COURSES

In the section we describe in detail how the principles
and paradigms described and discussed above are realized in
the particular courses of the IoT Master program developed.
In particular every subsection that follows presents one of
the modified courses. First a subsection briefly describes the
course former content, then states our view of the relation
between the discipline and IoT area. Next it presents IoT
concepts and methods introduced into the course.

A. Capacity Planning

Capacity planning discipline is intended to familiarize the
students with capacity planning methodology, to emphasize
the importance of planning and the scientifically founded
resource management. It underlines the dependence between
the marketing policies and resources and namely IT system
resources management for the commercial success of a com-
pany. Besides it lets students to try their theoretical knowledge
of the modeling methods in attempt to apply the knowledge for
practical purposes. The course consists of the three main units.
Those are topical performance modeling methods, capacity
planning methodology and applications of those methods for
several areas namely: wireless data communication, ad hoc
networks, Internet access providers and end-to-end network
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performance. Within the course the students make a project
related to the capacity planning problem of IT subsystem for
a particular company they know about, employed or planning
to join/establish.

Since many IoT systems are sensitive to the performance
and QoS issues [1] we extended the set of the applications con-
sidered in the course and offer IoT capacity planning problems
as an applications area for capacity planning methods. After
the modification the issues of cloud computation performance
and intellectual spaces performance are included in the course.
The smart spaces topic is based on the research presented
in [1]. The research considers a service-oriented information
sharing environments that could be utilized for deploying IoT
applications with the dynamic location detection and context-
available interaction of some physical objects [38], [39]. For
instance, it could be a smart space deployed in the localized
resource-restricted [oT environments. Resource restriction that
typically exists on practice extremely increase the importance
of the capacity planning process. An environment is associated
with a certain location or room equipped with a set of devices.
As a result, they form a smart space for the everyday life
objects connected through traditional computers and through
this become data processors and service constructors to their
users, that use mobile devices for the interactions.

In the frame of the course we consider a request pool
problem. Namely we consider the overall performance of the
Semantic Information Broker (SIB), which provides informa-
tion updates for individual mobile clients [23].

Each client accesses the information using Request—
Response, Subscription—Notification and Update operations.
The delegation of some part of the processing from the SIB
to its clients can essentially reduce the SIB workload. The
similar approach to the congestion control is widely applied
in distributed systems [40], [41]. For instance, the approach
proved its efficiency for the TCP protocol and some LAN MAC
protocols. Here the individual mobile clients perform conges-
tion control algorithms by using active control of the info. We
consider adaptive strategy which in fact, could be considered as
generalization of the additive—increase/multiplicative—decrease
(AIMD) algorithm.

The strategy has the following form [42]. Let ¢ = 1,2...
be a sequence of the updates done by the client, ¢; is time
period between two consecutive updates ¢ — 1 and i, k; is the
number of losses during ¢;. At the end of ¢;_1, the client makes
a decision about duration of the next ¢; period using a function
t' = g(ti—1, ki—1).

In particular

ti = { tjil/a’

k’j,1 >0

tio1+6 ki—1 =0, 0

where o > 1 stands for the decrease and § > 0. For the
capacity planning process, we use the following results as a
performance model
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where T is the expected length of ¢; before a multiplicative
decrease epoch.
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K~ AT <\ 3)

(aZ—1)"

where K which is average number of losses between two
multiplicative decrease epochs at X, interval. The formulae
are obtained in our previous works, e.g., see [23].

Following the capacity planning methodology we define
the service level using the metrics above. For instance, one
can consider.

e The interval between two consecutive active updates
shouldn’t exceed 5 sec (for guarantees of the fair
information retrieval)

e The interval between two consecutive active updates
shouldn’t be less than 100 msec (for energy saving
regime)

e  The update loss rate shouldn’t exceed 0.1% (for crit-
ical application).

Then we offer the students following or similar prob-
lems [42].

e Could the SIB support 100 more clients without
significant service level degradation?

e  What values of o and ¢ the system administrator
should choose to satisfy service level requirements for
the existed population of the clients?

e  Could the smart space satisfy service level demand for
the application critical to losses?

e  Could the smart space satisfy service level demand for
the application critical to delay?

e  What are the best upgrade of the environment by the
price-quality criterion.

The answer could be provided on the base of the smart space
performance model and service levels requirements

More sophisticated version of the strategy (1) could be
considered as well. The equation and its variants are offered
as an advanced problem within the course or as a research
problem.

As well we offer a set of capacity planning problems
applicable for the powerful server (e.g., cloud computing).
Here we use queuing performance models.

e How many queues a server needs to meet service level
requirements for batch jobs?

e How many replicas of a database a server needs to
meet service level requirements for interactive opera-
tion?

e  How application can choose a cloud server that meets
its requirements for delay, reliability, accessibility, etc.
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B. Distributed Systems

Distributed System discipline belongs to the fundamen-
tal core of the modern Software Engineering. For the MSc
program Applied Mathematics and Computer Science the
course included the following chapters: General Overview,
Communication, Processes, Entities Names, Synchronization,
Fault Tolerance, Replication, Transactions. Practically all these
topics concern all four KUs of the “Technologies of the Internet
of Things’ program [38]. The course expansion is made in
several important directions.

Traditionally communication and processes, including the
issues of marshalling, demarchalling, proxies, the types of
the behavior are considered through wired LAN networks.
After modification the focus on the cloud, foggy and pe-
ripheral computing and its difference comparing to the so
called ‘traditional’ Internet. Besides client-server architecture
(which is still definitely topical) we consider public-subscribe
architecture, its specialties and its role for IoT systems. The
set of the case studies which are traditionally considered as
well, e.g., distributed file system, document services and Web,
we expand to present a part on the smart spaces based on the
Smart M3 framework.

As a practical exercise we offer students problems con-
nected with IoT environments. Those are following or similar

e Design a message for communication between SIB
and a mobile client

e Propose synchronization algorithm for the public-
subscribe architecture system.

e Design key processes for a cloud/peripheral computa-
tion system.

During the course the students perform a project. In its frame
they design key elements of a distributed system within key
IoT paradigms.

C. Multiprocessor and Parallel Computing

The course of multiprocessor and parallel computing ini-
tially focused on computational methods and methods of their
parallel implementation. The course considered the set of
general issues of the area, i.e., the architectures of the parallel
computers, distributed operation systems, introduction to par-
allel algorithms and fundamentals of the parallel programming.
The application considered were: cumbersome computation
using cluster computers and parallel processing algorithms
for the distributed systems. For instance, the distribution of
processing efforts between a server and client devices.

Emerging technologies provide many modern services im-
portant both for industry and/or individual users but alongside
they demand extensive computational resources. Multiproces-
sor systems and parallel computing provide powerful platform
able to maintain intensive processing and hence all four KMs
somehow involve elements of parallel processing.

Mobile Technologies and Ubiquitous Computing KM1
implies deployment of the cloud, foggy and peripheral systems.
These apply to the technologies of the parallel algorithms
and machine-oriented protocols. Big Data and Data Mining
KM2 demands sophisticated algorithms and hence parallel
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processing as well. Smart Spaces KM3 provide a set of the
network services and often need to process data concurrently.
Virtual and Augmented Reality KM4 implements resource
consuming algorithms and parallel computations could often
improve their efficiency.

The course is extended by the following parts.

e  Arrangements of the cloud, foggy and edge com-
puting. The part considers organizational issues, the
nodes architecture and methods for algorithms trans-
formation to the parallel form, as well as the features
of computing results acquisition and control.

e  Basic methods and approaches to Big Data analysis.
The part considers main problems and key approaches
their solution. Also, it presents the parallel indexing,
search and classification algorithms.

e  Parallel computing in the heterogeneous networks.
The part considers distinctive features of the hetero-
geneous networks and their examples. The algorithms
of computations distribution across the network nodes
are presented.

e  Algorithms of video and audio data processing. The
part provides a survey of video and audio data clas-
sification, search and analysis algorithms. As well it
considers the design of parallel learning algorithms
and parallel data processing.

Thereby after extension the course covers all four IoT re-
lated KMs of the MSc programs. After modification it presents
state-of-the-art in the area training students to apply powerful
multiprocessor computing facilities to the development of the
modern services.

D. Technologies for Network Services Development

The course is one of the basic for the program and presents
fundamentals of the distributed services engineering. Namely
it considers services containerization and visualization, tech-
nologies and protocols of the services communication and
the methods of the services implementation relying on the
features of different programing languages. For the new MSc
program ‘Technologies of the Internet of Things’ the course
covers mainly two KMs. Those are Big Data and Data Mining
and Smart Spaces [20], [21]. Human assistant services often
rely on the results of Big Data analysis and hence the course
should include the methods of the interaction between such
services and assistant applications. Smart spaces are designed
to provide information delivery services and hence they should
be covered by the discipline as well.

The course is extended by the following parts.

e Network services and wireless data communication.
The part considers design of the network services us-
ing wireless data communication, distinctive features
of the wireless bearer, algorithms and protocols used
in the networks with high delays and high error rate.

e  Smart data processing services. The part considers the
principles of autonomous services design, the algo-
rithms of the intellectual data processing and ambient
solutions inference.
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e  The design of the inter-service operation and commu-
nication. The part considers methods and algorithms
of inter-operation between different interfaces.

As a learning outcome of the course the students are
expected to acquire knowledge, skills and human skills on
design and implementation of the modern socio-cyber-physical
systems.

E. Networking Performance Evaluation

The course considers basic methods of the networking per-
formance evaluation. Basically, it consists of three main parts.
Those are performance data monitoring, processing of the data
acquired, and performance evaluation and final conclusion.
The monitoring part considers monitors classification, main
features of every class, typical use cases. The data processing
part considers general methods of the data processing, includ-
ing popular statistic techniques, precision of the observation,
error control and some others. The evaluation part presents
common performance metrics, the methods of their estimation.
Alongside it discusses tight connection between performance
model used and monitoring specification.

Additionally, the students make the group project which
involves full cycle of the performance evaluation activity for
a networking service or an application they choose.

So far, the course could be extended to cover mostly three
KMs. Those are Mobile Technologies and Ubiquitous Comput-
ing KM1, Big Data and Data Mining KM2 and Smart Spaces
KM3. The students can choose the performance evaluation
project for any of these KMs and/or their combination, e.g.,
performance of a smart space application through wireless
network.

The course is extended by the following parts.

e  Performance metrics of IoT systems. The part con-
siders distinctive features of the IoT performance,
discusses performance metrics specific for IoT en-
vironments including smart spaces and distributed
documents processing.

e  Special monitoring and data observation techniques
the IoT systems. The part considers motoring tools,
regimes and overhead control methods.

Bellow we provide an example of the metrics set for an
IoT environment (smart space). Let’s consider the request pool
problem described above. Here SIB provides for each client
an access to the information updates using Request—Response,
Subscription—Notification and Update operations. The clients
may use a control strategy for different distributions of the
updates loss number. For the environment we define two key
performance metrics. These are the average number of losses
kave and the average length of the delay interval between two
consecutive checks t,y:

1 n
s = £ 3 @
i=1
and N
1
D ®
i=1
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Here t; is the delay between two consecutive information
updates and k; is the number of update losses during ¢;. For the
semi-adaptive strategies both values could be estimated by the
performance model presented in Section V-A. As a project,
students may gather statistics for the metrics and compare
them with the experiments, try other implemented strategies
or try to develop and evaluate their own strategy on the base
of M3 platform. Notice that these metrics are different from
those typically used for ‘traditional’ performance evaluation
techniques and/or provided by popular monitors.

FE. Web Server Framework and Web Clients Architecture Tem-
plates

The courses are designed for two terms and are developed
to present most common methods, tool and practices of the
application design on the Web platform. In the first term
the platform architecture is considered as it is and its basic
components are described. Much attention is focused on the
modern stage of the HTTP protocol as well as on the tools and
frameworks of the back-end development. The second term
considers modern web-browsers development facilities and
front-end programing (such as RIA) using HTMLS standard
and JavaScript.

The extended course addresses to Mobile Technologies
and Ubiquitous Computing KM1. The extension is mostly
devoted to ‘Web of Things’ paradigm. The latter is based on
the existing standards and architectures of web applications.
It is designed to simplify integration of the systems and
applications by using common applications level communi-
cation protocol and architectures (in particular REST). The
course schedules more time for Web API design and considers
its applications using IoT services. The course considers the
methods to increase back-end efficiency since the embedded
systems resources are scarce.

VI. CONCLUSION

This paper presented a modification of the MSc study
program for students in “Applied Mathematics and Computer
Science” in Petrozavodsk State University. The variant is based
on our concept of four thematic modules that profile several
existing IoT- and Al-related study courses. The study program
is based on practical IoT problems which we meet in our
joint activity with academical and industry partners. We show
how the latest IoT-related problems become interesting topics
for both basic research and applied development. Problem
solving that can be effectively used for educating applied math-
ematicians and programmers. We expect that similar approach
can be used for other basic MSc study programs, including
education for hardware, software, and information engineers.
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