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Abstract—Currently, blockchain data storage systems are
considered promising for storing important information,
including personal data. However, the requirements of modern
legislation in various countries pose challenges to such systems,
including the need to delete data at the request of users, which
contradicts the very concept of the blockchain. One way to solve
this problem is to use encryption. The paper presents the most
powerful asymptotic estimates of the cardinality of sets of
correlation-immune and (n,m,k)-resilient Boolean mappings that
are used in the construction of stream encryption systems. Also, a
recurrence relation is proved, allowing to calculate the number of
(n,m,k)-resilient mappings for small values n, m and k.

1. INTRODUCTION

The program ‘Digital Economy of the Russian
Federation™[1], prepared by the Ministry of Communications
and Mass Media of Russia in 2017 for the implementation of
the President Putin annual address to Federal Assembly [2],
contains a number of end-to-end digital technologies, which
include distributed ledger technology based on blockchain
technology. It is worth paying attention to the fact that the
blockchain technology was not mentioned in the President's
address. In recent years, scholars and developers have made
many efforts to study various aspects of these technologies for
practical application. Along with these studies, Russian and
world organizations are actively working on developing
standards for these technologies. In particular, by the order of
the Federal Agency for Technical Regulation and Metrology
(Rosstandart) No. 2831 dated January 15, 2018, a technical
committee on standardization TC 159 “Software and hardware
of distributed ledger technologies and blockchain” was
established.

Moscow Technical University of Communications and
Informatics (MTUCI) has been an active participant in TC 159
since its inception, and since November 2018, in the person of
the author of this paper, has headed the working group
“Security, Identification and Confidentiality”. The immediate
plans of the working group include studying the problems of
compliance of blockchain-systems with domestic and foreign
regulatory and legal framework in the field of information
security, as well as problems of personal data protection in
these systems [3].

A Dblockchain is a growing list of records, called blocks,
which are linked using cryptographic tool, or rather, a hash
function. Each block contains a cryptographic hash of the
previous block and some transaction data. Term “blockchain”
first appeared in 2008 as the name of a distributed database
implemented in the Bitcoin cryptocurrency system [4].
However, the first papers [5], [6] along similar chains
appeared in the early 1990s, and conceptual prototypes were
described in [7] and [8]. Modern scholars [9] define the
blockchain as ‘“new digital ledger”. which “can be
programmed to record virtually anything of value and
important for humankind...” Each user has his own copy of
this ledger, and any new entries can be made to it only
according to a specific procedure. Once recorded, information
can never be changed or erased.

All users of the distributed ledger system form a network
of computers, each of which stores a copy of the blockchain.
As long as at least one data storage device or user is
functioning, the blockchain exists. Adding a new user to the
network leads to net's expanding and strengthening.

Due to these features, a distributed ledger system is
considered as one of the most promising technologies for
storing and protecting data [10], for example, to provide
secure workflow and electronic interaction between citizens,
state and municipal authorities [11].

The work [12] describes the practical application of the
blockchain-system as a distributed data storage, the
confidentiality of which is guaranteed by using symmetric
encryption systems. In the comments to [12], the author wrote
that the described system was implemented. This is an
example of the blockchain-system with encryption.
Consequently, blockchain systems containing personal data
and being part of Russian personal information protection
systems should be subject to organizational and technical
security measures described in detail in the order of the
Federal Security Service (FSS) of Russia No. 378 dated July
10, 2014 [13]. In particular, in order to fulfill obligations to
protect personal data in Russia, it is necessary to use
cryptographic information protection tools (CIPT) that are
officially registered in the certification system of the FSS of
Russia. The main criterion for certification is that all
encryption algorithms must satisfy the GOST (Russian
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standarts) [14]. The standards in the Russian Federation on the
CIPT [15]describe block ciphers and their modes of operation,
hash functions, as well as the processes of generating and
verifying an electronic digital signature. However, for
example, stream cipher algorithms are not standardized
currently (beginning of 2019). Therefore, it remains relevant
to study the characteristics of modern stream ciphers in terms
of their security. Also, the blockchain-systems must comply
with the requirements of the Russian Federal Law on Personal
Data (No. 152-FZ), which was entered into force on July 27,
2006 [16].

II PERSONAL DATA PROTECTION IN BLOCKCHAIN
DATA STORAGE

A. Personal Data Laws and Blockchain

Russia is not the only country where personal data
restrictions apply. In 2016, a law was passed in the European
Union that regulates the security of personal data and the
privacy for all individuals. It's The General Data Protection
Regulation 2016/679 or GDPR [17]. By GDPR all people must
have sway on their personal data. For example, they have the
right to demand that their personal data is deleted from data
storage.

However, any information recorded in the blockchain can be
deleted or modified with great difficulty. It's almost impossible.

Thus, the blockchain, on the one hand, and, the European and
the Russian legislation on the other hand, emanated from
incompatible hypotheses about data integrity.

Some scholars argue [18] that personal data laws and the
blockchain are totally irreconcilable. At the same time, there are
currently papers that show how to create blockchain-systems
that provide the ability to delete personal data, for example
article [19].

B. How to remove data from public and private blockchain

In order to understand how to fulfill the requirements of the
laws on personal data, let's consider the main difference
between public and private blockchain.

Any user can participate in the public blockchain, carry out
the consensus protocol and support the shared ledger. It's
completely open for everyone [20].

In the private blockchain network, user rights are subject to
restrictions, which consist, in particular, that not every user can
add blocks to the chain. Moreover, different users may have
different rights to add information of a certain type.

Usually the number of users or nodes that have the right to
add information to the private blockchain is small. These nodes
are able to delete data stored in a chain by switching to a new
version called “forking”. This is described in detail in [19].

Unfortunately, to achieve a similar effect in the public
blockchain is much more difficult. Creating a blockchain fork
will require the agreement of too many network nodes and
considerable computational effort.
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According to [19], there are two methods to solve the
problem of deletion of personal data in the public blockchain
network.

For treasuring personal data, first method uses stand-alone
storage. On the blockchain, only hash of personal data is
stored. For example, this method is described in detail in [21].

A second method uses encryption. Each transaction is
encrypted on its key, and encrypted cipher text is recorded in
the chain.

Instead of deleting information, network nodes that have
added a transaction to the chain, upon receiving a request for
deletion, delete the corresponding key, which is treasured
outside the blockchain. Although the information remains in
the chain, it cannot be decrypted.

In [19], concerns have been expressed that the second
method may be insecure due to the fact that the encryption
algorithm may be broken.

To minimize the risk that the encryption mechanism may
eventually be broken, it is required that the encryption
algorithm to be used is as close as possible to perfect ciphers.

An perfect cipher is usually understood as one in which the
use of a ciphertext by an adversary does not increase the
probability of decrypting information. For example, it is
described in [22].

One way to create a perfect cipher is a symmetric key
cipher where plaintext digits are combined with a true random
sequence digit stream (keystream).

Unfortunately, generating and using true random sequences
is a difficult task, so pseudo-random sequences generated in
stream ciphers can be used instead.

C. Stream cipher as perfect cipher model

The definition of a stream cipher is well known. One of the
main ways to design stream ciphers is to use linear feedback
shift registers (LFSR), which are also widely known. The
example of LFSR is presented in fig. 1.
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Fig. 1. A 16-bit Fibonacci LFSR from Wikipedia

To increase the security of a stream cipher with LFSR,
various schemes have been offered: combination generators
(Fig. 2), filter generators, clock-controlled generators, etc. In
all these systems, the secret key usually consists of the initial
states of component LFSRs.

For example, it is the use of the combining function that
brings the properties of the stream cipher on the LFSR to the
perfect cipher to some extent. Different properties of a
combining function are important to avoid known adversarial
attacks. For example, one of the most famous adversarial
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attacks against the combination generator is the correlation
attack, presented by Siegenthaler [23].

Fig. 2. Combination generator [23]

For the scheme presented in Fig. 2 this attack can be
prevented by using a correlation immune [24] and resilient
[25] combining function.

D. Correlation-immune and resilient mappings

Let V.
dimensionality n (the vector space of n-tuples of elements
from set F, = {0,1} ).

stand for the set of the binary vectors of

Let n and m be two positive integers. Denote by B" set of

all functions from VoV :

B = {#(e) = (4 x) £ (a).oert, (a)) sV, V-

where f (z) - vectorial Boolean function (Boolean mapping,

multi-output Boolean function), f (:p) V. — F, for all
i€ {1,...7m} = I,_m -- coordinate functions of f(:v) .

In the pseudo-random generators of stream ciphers,
Boolean mappings can be used to combine the outputs to n
LFSR, or to filter the content of a single one, generating then
m bits at each clock cycle instead of only one, which increases
the speed of the cipher. Also Boolean mappings (S-boxes) are
parts of iterative block ciphers and they play a central role in
their robustness.

The Boolean mapping f(x) = f(x]7...,:cn) € B is said to
be with

I= {z’l,...,z’t} C L_n (or equivalently independent of [) if the

correlation-immune respect to set

probability distribution of the random variable f(X,,..., X, )
is unaltered when {Xi,z' g1 } is a set of independent
equiprobable random variables and {Xy,z' el } is a set of
constants, f is said to be correlation-immune of order k if for
every I C I,_n of cardinality at most &, the function f (:c) is

correlation-immune with respect to / . The Boolean mapping
f (:1:) is said to have balanced output if every possible output
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. 1 L
m-tuple occurs with equal probability 2—m f (:c) € B is said
to be (n,m,k)-resilient if it is correlation-immune of order k

and has balanced output [26].

The correlation-immune and resilient Boolean mappings are
investigated in many works (see the survey [27]), mainly when
m=1.

Enumeration of such mappings is a difficult task. To date,
only asymptotic estimates of their number have been obtained

([28], [29], [30], [31]).
Denote by K [n, m, k] the set of the correlation-immune of
order k Boolean mappings from B™.Let R [n, m, k} the set of

the (n,m,k)-resilient Boolean mappings. Denote by |A| the
cardinality of the set 4.

The author of the paper obtained [32] the best in terms of n
and k estimates for m = [ for today:
] for

Theorem 1. Suppose n — oo and k < o

In2
——a
nn| 4

any a € [O,thz] ; then

n

k

log, K[n,l,k]‘ ~ 2 —%[(n - k:)[

]_n]_

In2
Theorem 2. Suppose n — oo and £k < IL s a] for
nn
In2
any aE[O,nT];then
—k|n k. In
log, R[n,l,k” ~on 5 k[k]—z log 7 /2.

—| g

i=0 5

Also the author of the paper obtained [32] the best estimates
form> 1.

Denote by S(m) the set

g

vsetmvwsev, . Y (-1) " comizf,

JClm.sel

om_y

P JClm,J = @) efor,2mt -1}
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where ch, (J ) - characteristic (indicator, incidence) vector of

asubsetJofaset 1,m, <x7 y> - the scalar product of vectors

xandy, Z
Theorem

- the set of integers.

3. Suppose n — 00 and

/<:(5—|—210g2 n)+6m <n

i—a for any a € 0;i ; then
18 18

log, K[n, m,k” ~m2" +

ntltlogm 2 —1)-
2

m— m n—kin kn T
m2" (2" -1) L +;[i]log2\/; +
—I—Z ]log2 ( )‘ .
i=0
Theorem 4. Suppose n — 00 and

k‘(5—|—210g2 n)—|—6m <n

1
g—a] for any a €

O,l ; then
3
log,

1=

R[n, m,k” ~m2" —

el

7;] log, S(m)‘.
Calculating ‘S (m)‘ for small m is easy. For example, for

€ {2.3.4}

k

T2

(-

i=0

log, | (1) =2-37 —1

For large m , you can use the estimate from [33]:

m—1<log, ‘S(m)‘ <1+ (m — 2) (2”"1 —1).

If m = 2, this estimate is equivalent 1 < log, ‘S (m)‘ <1.

The proofs of Theorems 1-4 will be published in the near
future in the journal “Discrete Mathematics and Applications™.

F. Recurrence relation for the number of resilient mappings

Let J be non-empty subset of L_m The component
function [34] f’ is the linear combination of coordinate
functions of the Boolean mapping f (a:) with non all-zero

coefficients:

fJ

=f ool J={j.i}cim

From [27] it follows that properties of a mapping from B"
can be expressed via properties of its component functions in
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some cases. These properties include correlation immunity.
Correlation immunity is an example of reducible and

secondary property for B [27].
Denote by "g" the weight of a Boolean function ¢ € B; .
Weight of a Boolean function g(m) is the number of vectors

z €V such that g(m) =1.

. 't} C1l,n and any non-empty

1,...,1
P
ol

1,....,1
the subfunction ( i ’ﬁ of the component function f’ of
Zl PEEER} I‘

For any subset [ = {17

subset J C L_m, let w’ ( f) denote the weight of

the Boolean mapping f (a:) € B, which is obtained by setting

the variables 1, 7, equal to the constant 1.

geeey

Also for any subset [ :{il,...,it} Cl,_n and any non-

empty subset J C L_m, let F}] ( f) denote the spectral
Fourier-Walsh-Hadamard coefficient [29]:
(f) ="' —|f’ (z) @ (ch 1:)“

The spectral Fourier-Walsh-Hadamard coefficient FI" ( f)

is called the coefficient of statistical structure according to
[35].

FJ

1

The correlation-immune order can be determined by the
vector

E(f) :(F/ (£):7 clmJ = @,Icl,_n,|]|§k)

which consists of the first (i.e., corresponding to the vectors of
the weights 0, ... , k) coefficients of statistical structure for

each component function of Boolean mapping f (:1:) eB".
For example [33],

f(2) € R[nmk] & F,(f) =0,

where 6 - vector (0,....,0) of dimensionality (2m —

Theorem 5. If n, m and k be three positive integers and
k <n ,then

‘R[n, m, kH =

2.

A(1J)ez:IClm.J=2,
IClJl,—l:‘I‘:k

F! (n)=2"2(1.7)vI c L]t =&

{nenr B (n)=ovicin-1ff <k




vJ Cl,m,J ¢®}

X

X

{g €B", :F (g)=0¥ICLn—L|1| <k;vsCLm,

J=o.F (g)=-2"2(LJ)vI cLn— 11| = kH
Proof.
[Bln.m ] =|{7(a) € B £, () =0}

Consider the following formulas connecting the weights of
subfunctions of a function and its spectrum coefficients [29]:

I

Lcr

w =2 =9l (—1)‘4“ F/, @

LcrI

Using (1) and (2), we get:
f(z) €EB" & w'I] (f) = 2"7‘1‘7l :
VI ClmJ=ov clnl<|l|<k.
There is a one-to-one correspondence between f’ € B:L

and the pair of its subfunctions {(f" )1 ,(f" )z }:

g(l’v“"an) = (f‘])z = (:En 691)f‘] =f’ fa:nf"
Therefore, we have for any subset
K={i, .. i}cln-1
wy (1) = (), ) = it (1)
o) =[] = )iy 0

Denote by 2/ (f) any difference 9"l —w/ (f) for

f (m) € B" . Now we get

=2 (7). (3)

() =2 ()" Ey @)

LcI

Also

304

PROCEEDING OF THE 24TH CONFERENCE OF FRUCT ASSOCIATION

f(z:)eB:l &

&2 (f)=0:VJ ClmJ=avIClnll|<k.

I

Therefore, we have for any subset I C 1,n — 1
n—1]—|I|—-1
zf(h)zQ( i —wIJ(h):

|1+1)-1 7

=" ~ Wiofu) (f) = ZIJU{W} (f) )

a1 (o) =2 = g) = (2~ () -

1 gy ()= 2 ) =51 ()

Thus, for each fixed vector of integers

(Z([,J) €Z:VJ Clm,J = oI Cl,n—l,|[|:k)

n—1

of dimensionality (2"’ —1) , there is a one-to-one

correspondence between the set of functions f(x) S

satisfying condition

w}]U{n} (f) _ 2n*(‘1‘+l)’1 _Z<I’J)VI C ]_,TL—]. : |]| =k (5)

and the Cartesian product for sets

{h(x) € B, 2 (h)=0vI CLn—1|I] <k.VJ Clm,

J =2, (h)=2(LI)VI c1n— 11| = k}
and

{ole)e By, :2/ (o) =091 cLn—1]i] < kvs c1m,

J =22 (g)=—=(LJ)VI cLn—L]1] = k}

Since (3) and (4), it follows that condition (5) is equivalent
to

> (—2)M 2 (f).0 cLn—L|1] =k

rcrufi}

Fiyy () =

JClmyJ =g.

Using (3) and (4),
vIcln-1,|I|<k:

7 1) =2 ) =0,

Lcrl

we get YJcClm, J=0,

Also VJ Clom, J =@, VI Cln—1, |1|=k:
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(1) =2 ) = (2 +(1.9)

LcI

As above VJCI,_m, J=og,Vicln-—1, |I|<k:
£/ (g)=0

and VJ C1m, J =@, VICln-1,[1|=k:

~(-2)"+(r.0

£} 9)=

End of proof-

IIT. CONCLUSION

Thus, we can conclude that one of the ways to solve the
problem of storing personal data in blockchain data storage is
to use stream encryption systems, the characteristics of which
should be as close as possible to perfect ciphers and resistant
to attacks on cryptosystems. Correlation-immune and (n,m,k)-
resilient Boolean mappings are important building blocks for
such cryptographic systems. One of the significant tasks in the
study of these sets of mappings is the problem of finding their
cardinality, for the solution of which the asymptotic formulas
(Theorem 1-4) and recurrence relation (Theorem 5) are
proposed in the paper.

From Theorem 5 we can conclude that, it is necessary to
study sets of mappings with different vectors F, ( f ) to find

the cardinality of the set of the (n,m)k)-resilient Boolean
mappings. For fixed values of n, m and k, the cardinality of

sets of mappings from B" with different vectors F, ( f) can
now be found only experimentally. The study of sets of
functions with vectors F, ( f) may be a further extension of

this work.

Note that it is easy to formulate and prove a recurrence
relation similar to that obtained in Theorem 5 for the
cardinality of the set of the correlation-immune of order k

Boolean mappings from B".

Further study of such sets of mappings will help to create
more robust cryptographic systems for personal data
protection in blockchain data storage. This task is particularly
relevant in the case of a public blockchain.
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