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Abstract—This paper is concerned with arising problems
on security and privacy of personal data on mobile devices.
We consider various classifications of mobile devices and their
software services as well as types of user behavior regarding the
involved security risks of unauthorized access to the data stored
both locally and remotely. We also categorize potential threats
that originate from compromised data of different classes. Based
on provided categorization we discuss the means to generalize
user patterns and evaluate the corresponding vulnerability level.

I. INTRODUCTION

The ongoing advance of computer technologies has al-
ready resulted in almost total civilization dependence on vast
amounts of stored data and the means of processing it. The
ever-progressing hardware and software capabilities already
overcame two barriers on the way to information society,
namely: availability/affordability and usability/safety.

The first obstacle meant the scarcity or absence of data
processing infrastructure, and, therefore, the prohibitively high
obtaining costs for both electronic devices and program
counterparts. These circumstances initially resulted in relative
safety of data, since most of the users where sparse and
belong to small privileged groups. The growing abundance of
affordable hardware and widening of communication channels
like Bulletin Board Systems increased the number of users be-
yond easy individual tracking and made possible fast regional
propagation of early computer malware in the form of primitive
viruses and worms.

At that stage the threat was limited by the second obstacle
in the form of poor usability of computer applications that
required special qualification to operate, since improper use
could potentially corrupt user data. However, the user pop-
ulation increased with the gradual improvement of program
interfaces and data safety mechanisms, both preventing un-
intentional data damaging actions. The spreading of personal
computers and broadening of Internet access gave rise to vari-
ous cyber-crimes. These cyber-crimes where initially profitable
only when aimed at large organizations, mostly financial and
governmental ones, due to low capabilities of mass process-
ing, required for the bulk of ordinary user accounts. First
malicious activity deliberately targeted to the common users
was email spamming, often coupled with fishing in the form
of “Nigerian letters” and other harmful and deceptive forms
of social engineering techniques. With the onset of Internet
banking and commerce more dangerous crimes like identity
theft became commonplace and induced the countermeasures

like governmental cyber-law enforcements and private cyber-
security companies, with the latter often inheriting and super-
seding early vendors of antiviral software.

At the current moment, the data growth and devices pro-
duction are unbounded. The manufactured devices with WAN
access are somewhat outnumbering human population. Such
phenomenon with epic proportions of standardized commu-
nication nodes usually termed as “Internet of things” (IoT)
become the third barrier to the next generation of information
society. The main issue of this remaining barrier is essen-
tially the vulnerability of majority of devices, lacking due to
simplicity and cost reduction any plausible means to provide
reliable authentication of incoming connections. The range
of the devices spans from network-accessible digital modules
with MQTT-protocol for primitive sensors (e.g. house-hold Wi-
Fi digital thermometers) to embedded single-board computers
(e.g. Raspberry Pi) for more sophisticated consumer electron-
ics like refrigerators, washing machines and TV-sets. Due to
standardization of both machine architecture and communica-
tion protocols every node can serve as a breaching point for
malicious cyber activity. For example, it is well established
fact that smart TV sets already carried out unprecedented
unauthorized audio-recordings even without notification of
owners [1]. The same activity was revealed for smartphones
detecting low noise of TV activation and collecting statistics on
viewed channels. This kind of technology is known as cross-
device tracking via audio beacons [2] and is actively developed
by the corresponding industry leader SilverPush [3] and its
competitors like Drawbridge, and Flurry as well as Adobe.

Thus, the modern technologies gave rise to wide diversity
of threats to user data with multiple vectors of attack. There-
fore, it is desirable to provide the methodology for estimation
of risks to user data based on specifications of user devices,
services and behavior. We aim to construct such methodology
in the following sections.

II. ESTIMATION OF DEVICE DATA SECURITY

A. Threats to user data

There are several ways for unauthorized persons potentially
to get access to the user data. These ways vary in the scale
and complexity as well as in the associated expenses and fre-
quencies of occurrence. The common vectors of unauthorized
access are

• Theft of physical device with user data.
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• Duplication of user data via malware applications
installed locally on the device.

• Duplication of user data via interception of commu-
nication channels.

• Duplication of user data replicas via breach in the
remote storage.

The theft is the most common and identifiable crime affecting
electronic devices. The studies of Consumer Reports indicate
that only in USA in 2013 about 3.1 million consumers fell
victims to smart phone theft [4] nearly doubling the same
annual indicators for 2012. In 2014 the number of reported
thefts dropped to 2.1 million [5] due to deterring measures
like locks and kill-switches introduced by some but not all
manufacturers. Despite the trend changes to decline the overall
number of device thefts all over the world remains high
and can be roughly estimated in tens of millions per year.
According to Lookout Mobile Security [6], 44 percent of all
lost mobile devices are left in public places, while 14 percent
are taken from a house or car, and 11 percent are pick-
pocketed. Moreover, the major aspect of the device theft shifts
from data loss to data compromise, since it much easier to
recover data from a backup than to reliably purge data from a
media before it undergoes unauthorized replication.

The less obvious user data compromise can be a result of
malware applications installed on the device. These applica-
tions act either automatically, sniffing data by search templates
or provide clandestine remote control over the device. Usually
this malware is distributed on various software depot cites
and comes under the guise of well-known applications with
license protection removed. However, it is not uncommon to
get a malware from official stores, as it slips through security
screening. According to the recent Mobile threat report [7]
by Intel Security, the three months‘ client-side scans of App
Stores detected about 9 million of malware and additionally 9
millions of suspicious applications of the total 150 million of
processed applications. Over six months there was 37 million
of malware applications detected on various App Stores.

In extreme cases the suspicious activity can be even the
part of pre-installed operating system as noted in [8], [9],
for scanning storage media and sending data to third party
servers. There are proofs of concept that the applications
utilizing the most of the device capabilities can even jump over
airgaps of naive isolation by resorting to acoustic means of
communication with other devices [10], [11]. The modern high
technology malware consists of confirmed advanced designs
like Stuxnet [12], Flame [13], Duqu [14], Downadup as well
as EquationDrug and GrayFish [15]. The analysis of these
designs and their functionality shows that the future malware
will employ leaking emanations, including but not limiting to
unintentional radio or electrical signals, sounds, and vibrations
with potential to defeat TEMPEST protective measures. On
one hand, such high-end malware being quite certainly an
expensive government-approved weapon of cyber-warfare is
unlikely to possess a direct threat to ordinary users. On
other hand, the weapon itself like any digital data can be
lost or stolen, reverse-engineered and openly distributed (like
Stuxnet), thus compromising control over its use.

Another not obvious attack is aimed to intercept sensible
data travelling through device communication channels. This

attack is usually carried out through the means of hacked or
maliciously organized Wi-Fi hotspots with open access and
compromised HTTPS protocol [16]. Almost anyone establish-
ing such connection has their traffic compromised. The only
exception are the advanced users, applying VPN-tunnels to
secured servers. In rare cases, since Wi-Fi is essentially a radio
signal, the traffic is passively intercepted by special purpose
systems (e.g. see [17]). However, such data intelligence tools
are expensive and legally restricted, thus, quite uncommon.

Breach of data storage systems is the most dangerous
threat, since it simultaneously compromises massive amount
of user accounts. Per Gemalto, their Breach Index reports
[18] the publicly disclosed number of breached user records
exceeded 1 billion and totaled 1,023,108,267 in 2014. The
overall number of breached records reported from 2013 to
current day is close to six billion [19]. Among these statistics,
only about 4 percent of breaches where secured i.e. stolen
data was encrypted, and thus, rendered useless to the thieves.
Since the breach occurs at the server-end, the user is unable
to prevent data compromise even by ideally protecting his
client-end device and ideally conforming to security policies
for it. This circumstance serves as another example of mutual
opposition of safety and security, since data safety require
to place multiple easily accessible replicas on remote storage
services whereas data security dictates to minimize the number
of heavily encrypted copies. The statistics of Gemalto confirm
that most service providers deeply favor data safety over data
security.

B. The estimation of risks to user data

1) Device classification: At the current age of worldwide
communications, the user data is nearly always exposed to
risks by various degree, depending on the user device type, user
applications and services as well as the qualities of data itself.
In this part of the paper we consider the following qualities
categorizing personal electronic devices:

• Cost.

• Portability.

• Diversity.

• Controllability.

• Hardware security measures.

The device cost is one of the top properties contributing to
the risk of theft. It is obvious that the expensive top-tier
state-of-art devices attract more unhealthy attention that aging
low and medium cost counterparts. For example, the study
on smartphones thefts conducted by the Behavioural Insights
Team of Home Office [20] reveals that various manufacturer
brands and product models differ greatly in likeliness of being
stolen. The likeliness ratio is presented on the Fig. 1–2. The
values on these figures are the ratio of all thefts of a model
both targeted (the phone has been snatched) and untargeted (the
phone has been stolen in a burglary) to the share of untargeted
thefts. The statistics varies with time and should be updated
at regular time intervals of about quarter of a year, or even
monthly, if circumstances permit. The statistics also indicates
status of a certain smartphone model, since the iPhones are
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Fig. 1. Likeliness of deliberate smartphone thefts
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Fig. 2. Likeliness of deliberate smartphone thefts, cont‘d

stolen more deliberately that other brands, while Apple having
lesser market share than the Samsung brand.

The portability essentially means the size-weight-operating
time characteristics of the device. It is obvious that small de-
vices, like smartphones and tablets or portable media storages
are easier both to lose and steal than large notebooks, not
mentioning tabletop PCs and server racks. However, relatively

large devices are usually having modular structure that can be
dismantled on site for retrieval of data sensitive components
like HDD and SSD units or DRAM modules in case of Cold
Boot attack.

The diversity is indicating how rich the product line is. In
other words, it shows the variability of the product architecture
in aspects of implemented hardware, firmware and software. If
the product line is extremely small, then the devices are more
often aimed by hardware- and firmware-specific attacks. The
products with the same single architecture can be more resis-
tant to exploits, but once breached they expose to the threat
all users of the whole product line. The products with varying
and diverse elements of architecture can be less resilient to
attacks, but one breached product can compromise only the
respective part of users. Moreover, users can select another
product of the line without any changes in usability. However,
some architecture flaws can be common for a global-wise
range of device models, regardless of their manufacturers. For
example, newly discovered “Quadrooter” set of vulnerabilities
in Qualcomm chipsets [21] affect more than 900 million of
android operated smartphones and tablets gaining the root-level
access.

The controlability indicates how complete the user control
over the device is. For example, is an operating system allows
user by default to operate with a file system, or require a
custom jail-break, effectively terminating the warranty on the
device. The hardware security measures are comprised of
fingerprint sensors as well as a circuitry protection against
physical intrusion. However, the fingerprint lock are suscepti-
ble false positive acknowledgements of artificial inputs.

2) Types of user behavior: We also consider user behavior,
especially Internet-activity, since it also contributes to security
risks. Per 2014 study of Consumer Reports, only 36 percent of
smart-phone users set a four-digit PIN screen lock, 14 percent
install antivirus application, 11 percent implement multidigit
PIN or unlock pattern, 8 percent install data purge software and
7 percent utilize encryption. In contrast, 34 percent of users
did not apply any of these measures. However, the proper and
secure smart-phone handling is only a part of risk mitigation
policies, since it reduces only two threats, namely: device theft
and malware data theft. Two remaining risks essentially depend
on user Internet-activity. Thus, the user behavior can be divided
into following categories:

• Local device handling.

• Network handling.

• Remote services handling.

The network handling category indicates, how strict or relaxed
are the user choices to connect to unknown communication
nodes. Currently the most common are Wi-Fi and Bluetooth
nodes. The recent Kaspersky Lab report [22] shows that among
31 million of analyzed Wi-Fi hotspots almost 22 percent lack
any security and additional 2.7 percent has the obsolete WEP-
protection, which is easy to defeat. Another research [23],
conducted by Norton (Symantec) reveals that 61 percent of
9135 respondents completely disregard risks of public Wi-
Fi networks, considering their information to be safe. This
study indicates that exaggerated trust to hotspots is somewhat
age-related, since Millennials trust public Wi-Fi more (68
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percent) that users over age of 55 (55 percent). Nevertheless,
the recent survey [24] of 1.516 respondents conducted by
ISPreview.co.uk discovered that users prefer mobile broadband
3G/4G over public Wi-Fi hotspots with respective percentage
of 72 and nearly 21. However, even mobile broadband commu-
nications can be compromised via the use of fake base stations
delivering a man-in-the-middle (MITM) attacks [25].

Remote online services provide user with multitude of
applications for purposes varying from entertainment and
document editing to scientific research and online banking.
The distinctive feature for all online services is the massive
amount of stored user data. These amounts of data make ser-
vices quite attractive targets to hack. Despite even corporate-
grade security measures, the number of large-scale breaches
increase every year. Gemalto reveals 1541 reported breaches
for 2014 [18], and 1673 incidents during 2015 [26] along with
974 breaches for the first half of 2016 [27]. The breached
organizations belong to both commercial and governmental
sectors. Among them are U.S. Healthcare Insurers database,
U.S. Office of Personnel Management (OPM), Philippines
Commission on Elections, Mexican Voters, Turkish General
Directorate of Population and Citizenship Affairs, as well as JP
Morgan Chase, AliExpress and Sony Pictures Entertainment.
Per recent Statista report [28] the most iconic of all breaches
dates back to 2013 and results in over billion records stolen
from Yahoo, not accounting for additional 500 million records
compromised in the separate breach. The cumulative chart
on number of compromised records due-to large-scale data
breaches is presented on Fig. 3 The lesser services can suffer
breaches without even publicly reporting them. Therefore, the
users are advised to carefully select the size and content of
their digital footprint in the global network. It is plausible to
assume that the more accounts user is involved in, the greater
is the risk to the corresponding user data. However, the user is
unable to completely remove his digital footprint, since some
personal information is gathered by government agencies and
stored mandatory and involuntary. Moreover, the technology
of cross-authorization for social networks, when main-account
credentials of one network permit the access to account of
another network, significantly reduce the overall security in
case of main-account compromise.

There are also many habits, which indirectly impact the
risks for user data. The Great Britain Home Office report
on the mobile phone theft ratio [20] reveals dependence of
theft frequency on location (see Fig. 4–5). Thus, the most of
thefts in London unsurprisingly occur in pubs and clubs (17
percent), while the least thefts happen in educational venues (2
percent). The Lookout report [29] basically somewhat disagree
to the ratios, placing restaurants (16 percent) on top of likely-
theft locations (see Fig. 6). So, the habit of visiting specific
locations implicitly affects the overall risks to data security.
Even the carrying place of the device make a difference to the
probability of theft. For example, a theft from a pocket is less
likely that a theft from a bag [20] (Fig. 7).

3) Types of user data: The risks to user data depend not
only on storage and communication infrastructure, but also on
the type of data itself. Per Norton survey [23], the users are
most concern of the following:
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Fig. 4. Percentage of London mobile phone thefts by location

• Theft of user information (85 percent).

• Unauthorized access to financial information (85 per-
cent).

• Infection with malware (84 percent).

• Unauthorized access to personal photos/videos (72
percent).

These indicators agree with the Gemalto findings [26], which
state the following types of compromised data (in percent of
annual breach incidents):

• Identity data (53 percent).

• Financial access data (22 percent).
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Fig. 5. Percentage of England and Wales mobile phone thefts by location
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Fig. 6. Percentage of US mobile phone thefts by location

• Account access credentials (11 percent).

• Existential data (11 percent).

• Nuisance data (4 percent).

The more detailed data user-concerned types are considered in
the Lookout study [30]. The published results are presented
on the Fig. 8 and confirm Gemalto and Norton surveys. The
SSN, Driver‘s License and Passport Numbers as well as Health
Insurance ID constitute user digital identity. The Bank Account
Number, Credit Cards Numbers, Tax Information are related
to financial data. Login Credentials are self-explanatory and
existential data is represented by Email Address and Phone
Number. These types of data allow one to assume the user
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risk types, considered in the following subsection.
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Fig. 8. User concerns on types of would-be compromised data

4) Classification of risks and losses: Each type of above
mentioned data corresponds to multiple risks of various sever-
ity to the user if compromised. It is naturally to classify risks
on the scale of the possible harm as follows:

• Identity theft.

• Financial losses.

• Account theft.

• Mundane losses.

The identity theft is the most complex and heavy risks one can
experience. This risk includes all lesser risks from financial to
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mundane losses and requires much effort for its mitigation,
since it is no less than a user impersonation. The exposed and
compromised data includes document numbers and personal
identifiers, logins and passwords as well, as the geolocations,
social connections as well as the bulk of behavior examples
and personal history. Thus, the affected person should prove his
identity, regain it and minimize the responsibility for fraudulent
actions conducted by perpetrators allegedly on his behalf.
However, usually it is impossible to completely nullify the
alleged responsibility and corresponding losses, for example,
the financial or reputation ones. In worst case scenario, the
impersonated user can face legal prosecution. The partial
identity theft can lead to financial loses, since the corre-
sponding institutions are legitimately unwilling to compensate
anyone for seemingly authorized expenses. However, the de-
facto standard of financial transaction contains the two-factor
authentication, which is very robust against the mid-profile at-
tacks lacking large infrastructural support. The account theft is
an interception of control for non-financial user accounts, when
the primary damage comes in the form of reputation losses
due to leakage of private information like photos and memos.
Moreover, account theft can serve an intermediate stage for a
higher-profile attack via mining within collected bulks of user
data. The mundane losses are often underestimated, since they
have limited impact on finances and reputation. For example,
the failed account remains a nuisance, since the user should
spend time to change password or multiple passwords if the
single one is used across several accounts. The mundane losses
include the compromise of existential data, like geopositioning
history, e-mail addresses and phone numbers, exposing the user
to additional spam-messages. The mundane losses should not
be discarded easily, because they accumulate up to critical level
and start to pose higher-tier risks.

C. Mathematical model of risk estimation

As we established in the previous section, the risks depend
on user hardware and software preferences, user digital foot-
print, overall network and social behavior as well as the types
of device-stored data. However, it is impossible to estimate
absolute probabilities of risks, since there is no underlying
detailed raw personal statistics for such prediction. To resolve
this issue, we propose to introduce a baseline representing a
profile of a generic average user and estimate risks relative
to it. Without restricting the generality, we select as an i-th
baseline pb,i the risk ri,· with average probability (or frequency
of occurrence) pi,· of all Ni risks in i -th category:

pb,i =
1

Ni

(pi,1 + pi,2 + · · · + pi,Ni
) =

1

Ni

Ni∑

j=1

pi,j . (1)

Thus, the actual j -th risk corresponding to i -th category ri,j
of user profile has the amplification factor ai,j with respect to
appropriate baseline pb,i :

ai =
pi,j

pb,i
. (2)

Therefore, the overall increase of risk occurrence can be
estimated as the product of amplification factors across all K

risk categories:

R =
K∏

k=1

ak . (3)

The value R indicates how great the risk for specified user
profile is, in comparison with baseline average-risk profile. For
example, the user, who owns Apple iPhone 4 and visits bars
in the USA, it is 2.3 times likely to experience theft than for
an average user. On other hand, the user, who owns iPhone
5C and visits bars and clubs in UK, is 5.9 times likely to
experience theft than for an average counterpart with Samsung
Galaxy S. The same technique can be applied to statistics on
data breaches and records compromising. Thus, average user
is experiencing 10 times more potential vulnerability risks if
creating an account at Yahoo than creating an account at eBay.
In this estimation, we assume that all web-services have the
roughly equal level of breach-resistance and the frequency
of attacks is proportional to the number of accounts. From
this point of view, the user of a small 1000-account website
with the same level of protection as of Yahoo, is exposed
to much lesser risk, since the target is much smaller. We
emphasize that the most accurate user risk evaluation model
should incorporate the results of independent regular security
audits for the architecture of web services. This, indeed,
is not possible due for obvious reasons, including concerns
of disclosing security imperfections and commercial secrets.
Moreover, the detailed audit of large program systems is both
time-consuming and expensive. We can construct risk models
based of linear systems, where various characteristics of user
behavior are summed with a priori unknown weights resulting
in normalized risk values. These weights can be calculated
from least squares problem for a known risk values, computed
from e.g. frequencies of user data compromises. However,
the bulk of data on personal cases of data compromise are
unavailable for use outside law-enforcement agencies. There-
fore, we can only rely on published statistics and front-end
observations of web services, when outlining the technique
for risk estimation.

III. CONCLUSION

In this paper, we considered classifications of various
threats and their different dependencies. We outlined the
simple approach for estimation of user relative risks. To our
belief, the proposed technique can be successfully used if
supplemented by detailed statistical data on above mentioned
aspects of data compromise.
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