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Abstract—The task we consider is counteraction to the
information security incidents. The special feature of the
described solution is an integrated application of the methods
ensuring implementation of the preventive measures aimed at
increasing the complexity of information security threat
implementation on a compact device. It provides tasks required
for support of wireless communication channels in an
environment exposed to an information influence. A prototype of
the compact device based on form-factor PC-104+ relevant to the
set objectives is offered and tested, its operation principles are
described. There is an assessment of response to information
attacks, and the states of the devices are modeled in various
modes and during introduction of additional protection
elements.

1. INTRODUCTION

Common use of information and telecommunication
systems (ITCS) determines the need in assuring
confidentiality, integrity and accessibility of transmitted data.
Application of various technologies of computer, global,
industrial ~ wireless networks, existence of potential
possibilities of effecting passive and active attacks from
outside do not warrant the full safety of transmitted
data.

More and more important direction of development of
information security becomes the improvement of the theory
and practice of constructing decentralized intelligent
information security systems.

The decentralized nature of information systems and the
potential for communications make functional environment
most vulnerable for such threats like an unauthorized
interception of communications, violation of the integrity of
transmitted data over the network, unauthorized access, denial
of service (DDoS-attacks), intercepting requests and their
subsequent modification and reproduction, etc.

Therefore, more attention is paid to systems that can
respond to various incidents of information security, for
example, to carry out the change of data transmission
channels, encryption keys when the event occurs the
appearance of "repetitive" messages, bad frames.

Typical solutions on introduction of cryptographic tools do
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not always let achieve the set level of protection and, in most
cases, require additional arsenal of methods to decrease the
likelihood of overcoming the protection.

Therefore there is a need in searching for new software and
hardware solutions to prevent information security incidents
ensuring implementation of the preventive measures for the
information protection [1], [2].

Opportunity for realization is connected with the
vulnerabilities at algorithmic and program level, at resources
level, which assessment can be carried out by the classical
approaches and the information security (IS) methods applied
to information systems. At the same time there is a question of
the protected condition of the information system having a
management structure in case the part from her elements has
undergone attack.

It is possible determine the following prerequisites defining
apossibility of attacks at management structure level:

e absence, insufficiency, relativity of information on
current state, location of each device;

e relatively weak intensity of exchange of information
with the coordinating center;

e initially incorporated autonomy of actions of separate
elements;

e a possibility of actions of separate elements out of a
controlled zone;

e the imperfection of mechanisms of identification and
authentication of elements leading to considerable
delays at detection of intrusions;

e limited opportunities means of detecting abnormal
behavior of elements of information system.

II. PROBLEM SETTING

The possibility of realization information security threats in
relation to information systems is considered at the
algorithmic, program, resource level. Features of system allow
to distinguish a number of categories of the potential attacks
aimed at violating the integrity, confidentiality and availability
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of information for which is insufficiently elaborated protection
mechanisms:

¢ information gathering;

e unauthorized access attempts;
e denial of service;

e suspicious activity.

Obtaining the analytical dependences allowing to identify
abnormal activity or manifestation of the information events
requiring attention, not always perhaps. Therefore there is a
need of modeling of system for the purpose of the analysis,
state monitoring, and identification of signs of abnormal
behavior of separate elements.

The studied system consists of a set of the same type
elements. To each element corresponds a tuple, defining his
technical  characteristics depending on environment,
information and technical influences and other factors,
allowing to predict his state in system. A tuple is defined by
values of internal and external indicators. Internal - are
available only to the itself element for making decision on
further behavior, external are used by nearest surrounding
elements. Change of a condition of one element influences a
condition of all system in general.

Existing wireless communication channels, peculiarities of
application and operation in an aggressive information
environment define a number of solution concepts to be
introduced in the protection systems and means, among which
the following ones can be distinguished [1]:

¢ making sure the communication channels are hidden;

e ensuring confidentiality and integrity of the sent and
received information;

¢ enhancement of stability and survivability of the system
in the aggressive information environment.

By consideration of a number of projects involving the use

of wireless networks, it is necessary to analyze their technical
characteristics for the purpose of identification of the weakest
places, evaluating opportunities for interaction devices.

For example, researches of a number of wireless network
topologies show the need of the analysis of the organization of
reception, processing and information transfer. In practice are
often formed "bottlenecks" where the considerable volume of
the transmitted data "flown down" to one knot and forms a
connection between two elements, adjacent elements can
render impact on its availability by communicating
information among themselves. In that case it is necessary not
only to protect this place using standard approaches on the
basis of cryptoprotection, but analyze a condition of
information security by implementing preventive measures
complicating implementation of a number of attacks.

The increasing requirements for  computational
characteristics of devices, weight, dimensions and power
consumption determine solutions such as single board devices
(for example ones based on the PC-104+ form-factor) as the

priority.

Fig.1 shows a diagram of information protection unit that
ensures execution of the above-listed tasks. The possibility of
the referred compact device prototype is the possibility of its
standard use not only like a regular coder.

Availability of the event analysis system lets respond to
individual information security incidents and, controlling
external systems, impede an intruder exerting a destructive
effect on the communication channels. Spurious information
obtrusion system, in case the throughput capacity of the
channel permits this, performs periodic sending of false
messages having characteristics of regular packets impeding
their analysis for decoding.

The messaging channel selection system allows using
several channels differing in their frequency ranges for
message exchange leaving a part of the channels in backup for
suppression of the known ones or carrying out a Dos-attack.
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Fig.1. Diagram of information protection unit ensuring solution of security tasks
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Thus, the prototype of the device performs:

e control of the information exchange hiding processes by
giving commands for using the main and backup
frequency ranges, and transmission of false messages
mimicking an exchange between the devices;

e control of auxiliary message transmission processes
during exchange (splitting the packet into several
component parts, sending them via various channels);

e information encryption by standard algorithms;

¢ introduction of “false” messages to counter the attempts
on ripping the code;

e implementation of encryption key change algorithms
upon achievement of the pre-defined volume of
transmitted information and/or any suspicion on an
information security incident;

Introduction and implementation of the above-listed
solutions lets respond to a number of “standard” and specific
attacks [3,4] targeted to wireless communication channels.

One of the problematic issues in the organization of
information security monitoring process is selection of the
studied characteristics that are correlated with the probability
model of interaction, functioning of remote devices exposed to
control of system [13].

To detect abnormal behavior it is necessary to use the
characteristics reflecting state of system that can be used in the
statistical analysis [15]. For example, it can be:

e response time to a broadcast packet;
e response time to address a package;
e session duration time;

¢ the number of outgoing packets;

o frequency characteristics of initiation of an exchange of
information.

III. INFORMATION ATTACK RESPONSE ASSESSMENT

A probability theory based approach is selected for
assessment of Information Security System structure’s
response to attack models. The probability density function of
a successful carrying out of an attack depends on the
probabilities of performance of the following actions by the
intruder:

P =T p,0) M)

. . . 1) .

where the probability density functions p,( ) i=1,..,n define
the intruder’s possibilities to intercept, decipher, open the
exchange channels and analyze exchange protocols.

Therefore, as shown in the example of possibilities of the
prospective devices [1], a number of dependence assumptions
can be distinguished for an attack model:
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210 - probability density of detection and taking
advantage of all the channels for attacking.

. b (t) - probability density of detection of the right
packet in the intercepted traffic.

o D2 (t) - probability density of deciphering the detected
right packet.

ps() - probability density of non-occurrence of the
key change even during the system operation.

In order to model an attack, let us assume that the
possibilities of opening all channels and key change events
undergo the exponential distribution:

po)=1-e™ )
—
ps)=e"
where 4 - intensity of identified information security

incidents of the information security system, a — the parameter
determined on the intruder’s end by fulfilling attempts to find
and take advantage of the exchange channels.

Thus, the probability of an attack undertaking is defined by
the expression:

P(t)=(-e)p,(1)p,()e™ 3
Fig.2 shows an attack probability curve for various

parameters A and a at P @ land P 2(0 —1, where the
encryption key change event occurs over time during a
message exchange in the channel.
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Fig.2. Attack probability curve for various parameters of A and a

Attempts to use channels by the intruder (spiking of the
curves in the beginning of the analyzed period) cause
information security incidents identified by the event analysis
system, for example, false confirmation backups, duplicating
or outstanding packets. As a result of reaching the threshold
value (depending on the quality indicators of the information
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security incident detection) or as soon as the set time comes,
the encryption key change events occur.
IV. DEVICE PERFORMANCE ASSESSMENT

Introduction of additional elements aimed at ensuring
response to various destructive effects requires assessment of
the device behavior in various modes. Determining the states
allows using the Markovian chain device [5], [6], [7]. In order
to assess performance of the device in conditions of aggressive
information environment, a number of states can be
distinguished:

e S, — message receipt state.

e S, — message processing state.

e S, — formation of false reply acknowledgement.
e S;—formation of reply acknowledgement.

e S, —sending the reply to a channel.

Fig.3 shows a graph of the formation process of false and
true messages sent to the channel.
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Fig.3. Graph of the formation process of false and true messages sent to the
channel

Events leading to other device states may arise not only
through the exchange of information between two devices [12].

The intensity of the event, carrying out change of device
states can be represented by a system of Kolmogorov
equations.

Formula 4 describes states of the devices with the
Kolmogorov equation system:

R TG NGYAG
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dp;t(l) =L,0Op,O)+ A, p, ()= A,,(Dp,@)

Provided that
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As appearance of information packets that are unidentified
or not corresponding to the current information exchange
protocol increases in the channel, the devices come over to
state S,. The probability of being p,(t) is determined by the
expression:

1
T 1 1 4o 1 1 1
1+ A, () (——+ . +——( . .
G O 700 T 200 B0 0 T

Fig.4 provides the dependence of the probability of the device

pz(’):

being in state S, on the intensity of Aoy (t) with the rest of the
intensity values equal to 1, which enables to evaluate the
computational resource required for ensuring intensity of
transitions allowing operation of the device and systems
ensuring preventive protective measures.
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Fig.4. Relationship of the probability of the device being in state S2 on the

intensity “ 24 (t) and the rest of the intensity values equal to 1

V. STATIC ASSESSMENT OF SYSTEM OF
PROTECTION

Consider the high-loaded system which is carrying out
exchange of information in real time and where packages of
data are transferred by a continuous stream.

We will assume that the idle time of the channel is
insignificant few p—0. Change of keys is carried out by the
entrusted center in advance predetermined function.

Let 4 — intensity of change of keys. The probability of
implementation of & nonsynchronous (attracting emergence of
the packages ciphered by a "old" key) changes of keys during
time of a broadcast 7 is defined by expression:

(A" e (5)

PO==

Capacity of channel B we will determine by expression [9]:
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L
B==
s (6)

where the L quantity of the transferred bits during 7s.

For an assessment of costs of synchronization of a key we
will consider the first case when the transfer is carried out
without reinquiry by packages of w bits, for example, the video
information transmitted over UDP. Consequently, time interval
for which it is possible to transfer » of packages:

="
t

. M
B

At an assumption that the idle time of the channel aspires to
0, the probability of implementation of not less / of changes of
keys during a broadcast #n of packages, is defined by expression

(6):

nw

A

1 e B
i k!

The analysis of expression (8) shows growth of probability
of receiving the information packet ciphered by a "old" key
when functioning in system of a "new" key. In case of growth
of length of an information message.

P=1-

Wk ®)
(A z)

It allows to estimate the overhead costs connected with the
length of the encryption block in symmetric systems of
encryption.

Results of modeling of values of probability of emergence
of the packages ciphered by an old key from package length in
the protocol without confirmation are given in Fig.5.
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Fig.5. Results of modeling of values of probability of emergence of the
packages ciphered by an old key from package length in the protocol without
confirmation

In case of existence in protocols of confirmation it is
possible consider system when the receipt comes for each
information package. Expression (7) will take a form:

_ nw+new

t

B
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where ¢ — coefficient of the ratio of the length of the receipts to
length of the transmitted messages.

Time which will be required on a broadcast n of
information packages, will be defined by expression:

. nw(l+c)
B

Expression (8) will take a form:

nw(l+c)

-1
B
e (i nw(l+c¢)

!
P=1-
k=0 k! B

)k

Values of probability of emergence of the packages
ciphered by an old key from package length in the protocol
with confirmation for various speeds are given in Fig.6.

With growth of the size of information package when
changing a key of enciphering increases emergence of this
event at transfer of a package.

In this way, the probability of receiving the information
packet encrypted by a "old" key when functioning in system of
a "new" key increases.
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Fig.6. Values of probability of emergence of the packages ciphered by an old
key from package length in the protocol with confirmation for various
speeds

V1. EXPERIMENT

The objective of the experiment was to find the dependence
of qualitative indicators of the packets sent by the system when
the encryption key is changed. For this purpose, a whole
number of actions was performed on the MK-309 based
software and hardware information protection unit, which
involved synchronous change of keys on two devices.

The purpose of experiment consisted in obtaining
dependence of quantitative indices of the packages sent by
system for various operating modes.

e setting of the algorithm change the encryption key;

e formation of a recurrent sequence of data for the
information fields of packets;

e the choice of length of a package of data taking into
account features of symmetric algorithm of enciphering;
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¢ sending packages through a transparent encoder;

e reception and processing packets in the Cryptographic
Information Protection Facility (CIPF);

e analysis and comparison of results.

Fig.7 shows a relative frequency of packets received as a
result of the experiment encrypted with an old key as soon as
the key change event occurs in the system from the length of
the packets at various exchange speeds.

VII. CONCLUSION

One of ways of protection against network threats on
perimeter of object of informatization — using a network
cryptographic protection of VPN technologies which are based
on the tunnel mode of enciphering and which protect object
from the active or passive threats directed from an open
network.

Unlike linear encoders network encryption technology
implemented crypto routers, does not allow to eliminate the
threats of analysis and evaluation of the parameters of network
traffic.

For example, when using VPN as a part of a
telecommunication network of special purpose technical
intelligence can be installed the composition of the software on
a communication node and disclosed it function and location in
the control system.
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Measures of counteraction must take into account the
research of results methods of network traffic analysis in terms
of ensuring the required reliability of identification of the
object of intelligence and model of opportunities of
investigation.

By consideration of a number of the projects assuming use
of information systems, it is necessary to analyze their
technical characteristics for the purpose of identification of the
weakest places, an assessment of opportunities for interaction
of devices.

Thus, the article provides a solution allowing responding to
information security incidents.

The novelty is in the integrated application of a number of
methods in the information protection system to ensure
implementation of preventive measures aimed at the
complexity increase of the information security threat
implementation on a compact device. The solution of the task
is in accomplishing a number of steps associated with
collection, analysis and accumulation of statistical
data.

The provided solution has a number of advantages driven
by the simplicity of implementation not requiring high

computational costs, ensuring stability to opening of
information transmission channels in a set period of
time.
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Fig.7. Relative frequency of received packets encrypted with the old key from the length of the packet at various exchange speeds
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