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Abstract—In this paper, a novel approach for user authenti-
cation in Internet of Everything, called ‘““wireless key” is studied.
While the majority of existing solutions suggest a wireless key
to be a battery-powered device with considerable computational
power, we propose to use passive NFC tags instead. In our
approach, all the computations are performed by the service the
user is authenticating to and thus no computational power and
no battery on the key side is required. This approach allows
minimizing the device size and significantly reducing the costs.
To ensure security of data stored on the tag we propose a
transparent data encryption mechanism constructed on top of
strong cryptographic primitives. In addition to the authentication-
related feature, we have designed a system that enables secure
storage of documents on the same tag making it capable of
saving ID cards, bank cards, licenses, etc. The presented approach
allows on-the-fly validation of any stored document by the entity
that issued it as well as by any other entity granted such
permissions. Correctness and a security level of the system have
been assessed via the analytical study and validated through a
hardware prototype. The algorithms and protocols described in
the paper are also applicable to any other carrier technology
including Bluetooth Low Energy and Wireless USB.

I. INTRODUCTION

The world is now moving far beyond standalone personal
computers towards a new paradigm where all the devices are
connected. Today the huge growth of smart home devices
population, originally being a key trend of the Internet-
of-Everything” concept, is accompanied by appearance of
wearable computers [1], connected vehicles and intelligent
transportation systems. According to Cisco, this market is
going to reach the value of 50 billions devices by 2020 [3]. IoT
paradigm affects all areas of human activities from commonly
used computer networks [2] to Smart Homes, Intra-device
Communications [31], Internet of Nano Things [4], [6], [7] and
even such futuristic concepts as Organ-on-a-Chip [10], [13].
Despite the fact that a substantial amount of links between
these devices are to be human-unattended, the end user still
plays a key role in the deployed infrastructure as the aggregated
information from sensors, smart meters, actuators will finally
be delivered to the end user. Meanwhile, end user can control
the behaviour of these systems by sending commands or
requests. Therefore, a convenient, reliable and secure technique
for user-to-infrastructure communication is required. Follow-
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ing the same source [3], since the capacity of mobile networks
tends to rapidly grow [18], [20], information security becomes
a key challenge for future systems design [11]. With respect
to large massifs of sensitive data being stored and processed
online [5], a trusted and user-friendly method of data access
control has to be implemented [19].

One of the key problem when one proposes an authen-
tication technique applicable for Internet-of-Everything is as
follows. Despite the fact that lots of devices are to be connected
with each other, they do not form a fully connected graph. In
particular, an ATM in a supermarket is very unlikely to be
connected with a smart home system in a house. So, smart
devices in the environment are to be distributed into several big
independent clusters. Therefore, the authentication techniques
for such infrastructure have to be designed accordingly.

Unfortunately, the overwhelming majority of ways User
can be authenticated is not fully scalable. In particular, the
“know”-based approaches, such as text passwords or emerging
graphical passwords [8], force the user (due to human memory
limitations) either to apply the same password for all the
systems, to generate passwords in a similar and easy-to-
remember way, or even to create notes. In this case, attacker
can steal the notes or crack a couple of weak electronic systems
and then easily guess the rest of user’s passwords observing
the pattern.

The biometric approach does neither seem to be a reli-
able solution. For example, the fingerprinting login technique
for Apple iPhone was cracked within 24 hours after the
release date [12]. Moreover, a huge privacy-related problem
is concerned: how to motivate users to provide their identity
information to third parties? Even when manufactures claim
not to synchronize this data with online services and store it
in an encrypted manner inside the Trusted Platform Module
(TPM [9]), such kinds of deals require much higher level of
trust, than a person usually has to a payment terminal in the
Internet Cafe.

A widely used approach to authenticate the end user
through the third party raises the same question of trust:
how to be assured that the intermediate service will not
disclose private data to other parties. Moreover, storage of
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authentication data on a single service makes it subject to the
increased amount of interest from the attackers’ side. Within
some time, such kind of service also becomes a so-called
Single Point of Failure — once such a service is shutdown,
users are unable to authenticate to other services anymore [15].

Open questions in the applicability of existing authenti-
cation techniques resulted in the proposal of several novel
paradigms for user authentication to multiple independent
information systems. One of the most promising approaches
is related to the idea of wireless keys.

Being motivated by a set of issues in all the conventional
authentication techniques, the group of companies and foun-
dations called FIDO Alliance [27] with Google, Lenovo and
PayPal on board, is working towards design, implementation
and deployment of a simple, easy-to-use and strong authenti-
cation scheme. One of their main research tracks is a wireless
key development. The idea of a wireless key approach is to
introduce a device that can store all the user’s passphrases
inside and send one of them wirelessly to the corresponding
service during the authentication procedure. In order not to
compromise the security level, the device has to perform a
two-side mutual authentication with the service instead of a
one-side authentication in conventional systems. Otherwise,
attacker can perform a masquerade attack [14] pretending to
be the named service, initiate the authentication phase and
get the passphrase s/he is interested in. Therefore, the current
wireless key design suggests it to be a small computer with
its own memory, computational and power resources, wireless
connectivity and charging interface.

However, battery-powered devices performing mutual au-
thentication has natural drawbacks: increased device costs and
limited battery lifetime. The latter may result in an inability to
enter the own house because of the discharged key. Therefore,
the existing design of wireless keys is very unlikely to become
a part of the usual everyday life. Hence, the aim to design
a small, cheap, secure and easy-to-use solution is still not
reached.

Moreover, existing approaches do not provide solutions on
how to verify user credentials by an entity different from the
one that issued the document. For example, when the digital ID
issued by the University has to be verified by a ticket inspector
in an intercity train to provide a discount. Or, when a digital
driver license has to be checked for the identity proof for bank
card payment.

In this paper, we present a novel approach to design a
wireless key for user authentication to multiple independent
systems. To make it user-friendly, we propose user credentials
as well as digital documents to be stored on an NFC tag as
cheap and battery-free devices. Though sensitive information
is stored on a single user device, confidentiality of data is
guaranteed by the specific encryption scheme based on combi-
nation of strong cryptographic primitives from both symmetric
and asymmetric cryptography. Moreover, the proposed data
integrity technique enables validation of the user identity by
a third party, hence, making our scheme applicable for secure
document storage. In order to be able to use NFC tags as
user key devices, cryptographical schemes are designed so that
no computation on the tag side is required. As a result, the
proposed solution is cost-efficient, convenient, scalable, and
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secure. It was assessed for the security level and prototyped.

The rest of the paper is organised as follows. Section II
presents the State-of-the-Art survey of security and privacy
systems for IoE-aware infrastructure being proposed so far.
Examples of possible applications and user scenarios for the
proposed system as well as formal requirements for the access
control scheme are given in Section III. Section IV is focused
on system architecture, proposed access control scheme and
utilised cryptographic primitives, while Section V illustrates
the technical aspects of the scheme reference implementation
in our test bench including both hardware and software parts.
Assessment of security level provided by our solution is
performed in Section VI. Finally, the qualitative comparison
with alternative approaches is summarised in Section VII. The
paper ends with some conclusion remarks.

II. RELATED WORK

In this section, we describe and analyse established ap-
proaches for user authentication to multiple information sys-
tems (IS). Within the last few years, with a rapidly growing
number of services and devices requiring authentication on a
daily basis, the following approaches for user authentication
to heterogeneous systems were established:

1)  Solutions with a single identifier and single key
information for all ISs.

2)  Solutions with different identifiers, key sequences and
authentication methods for different ISs.

3)  Solutions with a trusted third party involved.

Of special interest for us are solutions with a portable
object as an internal secure repository of identifiers and key
sequences for ISs. We thus separately define them as

4a)  Non-interactive — the user is not involved into the
authentication process.

4b)  Interactive — the user is directly involved into the
authentication process (s/he selects the IS to access,
enters a PIN or password, etc.)

Though it is obvious that using the same key information
for authentication to multiple ISs (approach 1) is not secure,
this naive manner is still widely used. The reason for that is
convenience for the user because s/he has to memorize only
one key sequence or present only one identification document.
While in the latter case the user may disclose a part of
private data that the requesting side should not know, in both
cases protection of the authentication data should be arranged
on the system side. In case of secret information disclosure
through vulnerability in one of the ISs, the attacker will get
access to all the others. The same applies for the biometrics-
based authentication when the user may present the same
biometrical data (such as a fingerprint, iris scan, voice pattern)
to different ISs. Considering the discovered vulnerabilities of
such systems [16], this approach does not seem promising from
the security point of view.

The main idea of the second approach is to create a unique
pair “identifier — key sequence” for every IS meaning that
duplication of neither identifiers nor key sequences in different
pairs occurs. A typical example of such an approach is to have
different access keys to different areas or showing different
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loyalty cards in different retail stores. This approach is reliable
because breaking a single IS does not allow the attacker
to get access to the others. However, the implementation
imposes additional restrictions to the user. For the knowledge-
based techniques such as text passwords or becoming popular
graphical passwords ( [8], [28], for a survey see: [29]) the main
limitation is a human memory. For the user it is difficult to
memorize several secure passwords, unrelated with each other
and with user-associated information. It leads to the situation
that similar or easy-to-remember passwords are used, or kept
on a note, thus becoming available for the people around.
Being aware of humans nature, an adversary once getting
access to one of the user’s passwords (for example, through a
vulnerability in one of the authentication services) can guess
the others. If secret information is stored on a portable object,
the user has to hold a number of physical keys or smart-cards,
which is not convenient for him.

The third of the above-mentioned approaches involves a
trusted third party that validates the key sequences instead of
the IS subsystem, and reports to the IS only the validation
result: “true/false”. Typical examples of the systems that
implement this approach are OAuth [30] service providers
such as Google Wallet, Amazon Check-Out, PayPal services,
Facebook, or password managers. However, involvement of a
trusted third party imposes the same type of vulnerability as
the first approach does — the existence of a single point of
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failure. Moreover, this approach raises a question of trust to
the third-party service and its obligations not to disclose user
private data to other parties.

In the last approach, in order to replace the third party
authority, a unified portable bearer of identifiers and key
sequences is used. However, the main challenge is to sepa-
rate access to key sequences between different ISs. Existing
solutions of this class widely use the following two ways
to address this challenge: either to implement the two-way
mutual authentication (4a) or to perform authentication in an
interactive mode (4b).

In the first case (4a), Kerberos [32] or its modifications
are commonly used, where the low power CPU is placed
to the side of the device with key sequences. For example,
the current design by FIDO Alliance [27] suggests the key
to be a small computer with its own CPU, memory, battery,
wireless data interface and wired/wireless charging interface.
The presence of all these components is required in order to
perform a lightweight mutual authentication protocol, such as
OAuth [30], LMAP [33] or OPACITY [34]. However, such
solutions are not applicable to the wide range of tasks because
of the low computational power of the device core and the
need to use a simplified version of a protocol with a reduced
key length, resulting in a lower security level. Additionally, no
long-term battery exists enough to support continuously such
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heavy computational tasks.

In the second case (4b), a number of secure media solutions
use the interactive mode to solve the problem of separating
data access between ISs. In particular, the universal electronic
card [36] makes the user enter different pin-codes on the
terminal to access different services such as banking, govern-
mental services, or electronic signature. Similarly, in OnlyCoin
project [38] before the transaction takes place the user has to
manually select the credit or membership card that s/he wants
to use for payment. Despite the security advantages in the key
sequences separation scheme, the user is forced to do extra
work during authentication. Thus, the resulting solution being
adequately secure is not user friendly.

III. APPLICATIONS AND SYSTEM REQUIREMENTS
A. Possible user scenarios

Systems of 4a-type have many different applications. From
ordinary user’s point of view it is convenient to have a single
ticket for all events starting from rock concert ending with
ticket for train. It allows not to carry out a huge amount of
different papers (or files stored on some flash drive and/or
hard disk). There are several mobile applications that allow to
store e-versions of tickets in mobile phone’s memory. It can
be a good solution, but when mobile phone is discharged the
problem occurs. On the other hand 4a-type solutions without
battery power are attractive. Moreover, such solutions can be
applied for storing some bills and other financial documents.

The evolution of previous idea is to store authorized copies
of all user’s documents (passport, driving license, university
diploma etc.). It is suitable for situations when user would
like to confirm his/her right to enter a building or get a student
discount in the cafeteria using the only device (such as card,
bracelet, trinket, etc.) in all situations. On the one hand, user
not forced to always carry a large amount of paper-based doc-
uments that s’/he may lose or damage at any time, on the other
hand s/he is able to obtain necessary data from documents
or confirm his/her rights any time. This considerations leads
to idea of secure documents storage creation. It is important
to note, that documents stored on user’s device can be read
and modified only by organization that eligible to do it. For
example, information in authorized copy of student card can
be changed by university issued the card only.

One more idea based on considerations mentioned above
is to store all passphrases assumed with different systems
in one place securely and transmit them on wires/wirelessly.
It allows user not to enter passphrases every time and not
to remember large amount of different words/pictures/digits
sequences. Moreover, such approach could increase security
level due to ability to store longer chains of characters. Hereby
the idea of wireless key is introduced. This concept becomes
popular and many companies are interested in appearance of
cheap battery-free solution that can provide proper security
level.

Last two ideas are well suited for Internet of Things
concept. Systems like Smart Cities, Smart Homes, Smart
Spaces, Machine-to-Machine Communication systems [35],
[37], [39], [40], [43] became more and more popular. There
are a lot of sensors and transducers, and in some amount of
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them user authentication required. However in situation when
number of sensors around us more than number of people at the
Earth entering passwords for all this systems is not acceptable.
Besides, systems more intelligent than for example temperature
probe require extra data. Solutions that can store passphrases
and documents fit well for such tasks. To summarize, we can
formulate a set of requirements for secure documents and
passphrases storages that would be applicable for Internet of
Things solutions.

B. Requirements for the security system

In order to develop a secure, scalable and user-friendly
system which satisfies the needs for user authentication to the
IoT infrastructure, the following set of requirements should be
met:

1)  User authentication information (hereinafter: a Doc-
ument) should be stored on a portable easy-to-carry
(easy-to-wear) device (hereinafter: a Tag) with no
power supply.

2) A User should be able to read Documents from
his/her Tag.

3)  An Infrastructural unit (hereinafter: a Department)
should be able to issue user-specific Documents.

4) A Department should be able to read and modify
issued by this department Documents from User Tags.

5) A Department can delegate other Department(s) right
to read issued by this Department Documents from
User Tags.

6) Stored on the tag Documents should be integrity-
protected, i.e. only the issuing Department should be
able to modify them.

7)  During the authentication phase no additional actions
performed by the User are required (the User is not
required to enter a password or to explicitly allow
access to the Tag).

8)  Users are not able to read Documents stored on other
Users’s Tags even if they have physical access to
memory of tags.

9) If the reading access was not delegated, the Depart-
ment can not get access to the stored on the User tag
Documents issued by other Departments, even if it
has physical access to the memory of the tag.

10)  The User is not able to modify Documents stored on
his/her Tag

IV. MANY-TO-MANY ACCESS CONTROL SCHEME

In this section scheme allows many users and departments
securely exchange data between concerned nodes is described
in terms of Users, Departments, Certification Centers and
documents stored on tags.

A. Network topology and nodes classification

We suppose that the network consists of nodes of three
types. First of all, there are N Users that may have home
PCs/mobile devices with computational power. This is not
a mandatory but a desirable condition, allowing to take an
advantage of the scheme with the maximum benefits for Users.
Each User has his/her own device, that is able to store some
amount of data associated with the systems the User has
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to communicate with. Secondly, there are M Departments
representing information systems (such as payment terminals
in shops, banks, public transport, etc.) (see Fig. 3(a)). For their
operation, Departments require terminals with computational
power, some amount of memory and (in particular cases)
Internet connection. The third type of nodes are Certification
Centres (CC). They generate public and secret keys for new
Users and Departments. In some cases Certification Centres
(CC) and Departments may be the same organisations.

B. Core idea and file structure on a tag.

Each User and Department has own secret and public
keys. Every User has a tag that stores his/her identifiers and
passphrases for different systems and/or authorized copies of
documents. It is important to note, that the data is stored in an
encrypted way wherein pieces of data affiliated with different
Departments are encrypted with different keys generated on
the basis of User’s and Department’s keys. Moreover, every
document is signed by the Department that issued it. It means
that attacker (or a User) cannot modify any document without
consent of the Department that issued it, since unauthorized
changes make the digital signature invalid. For the efficiency
purposes we propose to use an XML-based file structure on
the storage device (see Fig. 3(b)), where documents are ac-
complished by a digital signature and encrypted using a strong
symmetric encryption algorithm (e.g. AES-256 [17]) with dif-
ferent encryption keys (see Fig. 3(c)).Moreover, Departments
are able to give other Departments the permission to read
issued by them documents but not to change them. Comparing
to online documents storages, the presented approach provides
higher level of usability because the device could be used even
in the cases when the Internet connection is not available. In
addition, such a system achieves the ultimate level of privacy
due to the fact that all the sensitive data are stored locally
in encrypted manner and not synchronized with any online
system outside the User’s network.

C. Procedure description

The complete description of the access control scheme
could be divided into seven phases. Certification Centers (CC)
take part in stages 1-3 only when new Users and Departments
are added to the system. The other operations (stages 4-7) are
performed without interaction with CC. So, in contradiction
to majority of existing systems, no third-parties are required
during communication between User and Department.

1) Setup. During the setup procedure, all Certification
Centers generate and publish their system Public
Keys c;. After that, every CC generates a Master
Secret Key a;, to be stored privately by CC and
used only to generate secret keys for Users and
Departments. Both ¢; and «;, must be large prime
numbers.

2)  Include a new Department. When a Department i
appears in the system, it requests a unique identifiers
DID; cc, from all the Certification Centers it has
to operate with (subset of all the CCs). Responding
to this request, every CC selects a previously unused
large prime z < ¢ and sets DID; cc, being equal
to z. In addition, CC generates an encryption key
DKey; cc, for the new node using the equation 1.
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3)

4

Dl(ey,j’()(jk = (ak.)DID”’CCk mod Ck (1)
After key  generation, CC  delivers pair
DID; cc,; DKey;cc, to the new Department.
At this stage the secure and reliable link is
required between CC and Department for initial
key establishment. Once the procedure is finished,
the Department saves locally its DID; cc, and
DKey; cc,. Both of these values will be further
used during the data access procedure.

After the connection is terminated, Department lo-
cally generates a pair of signature keys: SEC;; PUB;
based on public key cryptography algorithm. Finally,
a set of identifications DID; cc,; ... DID; cc, s
encryption keys DKey; cc,; ... DKey; cc,; and
SEC;; PUD; is stored on the Department side.
SEC; would be further used to generate a digital
signature for documents, issued by this Department,
while all the rest values are needed to decrypt the
document and verify the signature (see Item 7 for
details).

Include new User. During this procedure the initial

configuration of wearable document storage has to
be performed. To enable the configuration, the device
has to be connected for short time to a trusted
terminal (e.g. User home computer or smartphone),
that has a protected link to CC (for example, SSL
connection authenticated by CC certificate on one
side and User’s OpenID [21]). Once the connection
is established, User has to select his/her own pass-
word pwd for the device and remember it or store
in a secure location. Then, similar to the previous
procedure, User receives its UID; cc, equal to a
previously unused large prime z’ < ¢ from every
CC, User is going to operate with. The User secret
keys U Key;,cco, are generated by CCs via equation 2
and also sent to the User.

UKeyjcc, = (a)"P7¢% mod ¢, (2)

The list of UID; cc, sorted by n is to be stored on
the document storage in a plaintext mode, while a set
of corresponding secret keys is to be encrypted with
an AES-256 [17] symmetric cypher on a key derived
from pwd by SHA-256 [22] hash function.

Grant read access. When all the pre-configuration is

already performed it might be beneficial to share
the reading access privileges between departments
(e.g. a University would like to share the ability to
verify student cards to the public transportation oper-
ator). This feature is also supported by the proposed
access control scheme. If one Department (Source)
would like to grand read access to another Depart-
ment (Recipient), Source has just to share a triple
DID; cc,; DKey; cc,; PUB;, related to selected
documents, with the Recipient. One the operation is
over, Recipient is capable of reading and validating
the documents, issued by the Source (either all or
given subset, depending on how many triples veer
shared between departments). At the same time,
Source is still the only entity capable of issuing its
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own documents, due to the fact, SEC; is not shared.
As such, Recipient can verify signatures but cannot
create them.
5)  Add new document. Department can issue as many

documents as required for a selected User by the
following procedure. First of all, issued document d
has to be signed with the department secret signature
key: s = sign(SEC}, d). Then, Department reads the
User ID UID; cc, from the device and calculates
a round encryption key KFEY);; by equation 3.
Finally, the pair d; s is to be encrypted using strong
symmetric encryption (e.g. AES-256) on a round key
KEY; ; and stored on the device.
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6)

UID; cc,

KEYy,; = DK@yi,cck

mod c;.  (3)
Read the document on User terminal. One of the key
features of the proposed system is that User can easily
get access to all his’/her documents calculates a round
encryption key IXEY, ; ; by equation 4. Only thing
that user needs to know to generate this key is a
single password pwd (see Item 3). At the same time,
the value of this password does not become a single
point of failure due to the fact, that User is not able
to modify the documents without direct permission
of the Department who has issued it. In particularly,
the correct value of signature secret key SEC; is
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required. Let us recall, this key is generated locally
on the Department without any interaction with either
Users of CCs. This key is also never disclosed to
other Departments even during the Grant read access
procedure, described in Item 4

Certification Center
Module

- Generate system
parameters

- Register a
Department
- Register a User

A\

) Cryptography
.\ |Module

oL - Generate a random

number
- Call AES-128

Department Module
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NG Scan tags - AL i a User Decryption
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) . - Write tags (Withdraw access Big Numbers
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This procedure is assumed being one of the most
frequent during the system lifetime. When User has to
prove his/her identity to a third party — Department
— s/he transmits the triple UID; cc,: E(d); E(s),
where FE(d) denotes for the document encrypted
with round key K EY} ; ; (see equation 3) and E(s)
is the document signature, encrypted with the same
key.

Once this triple is successfully received by the De-
partment, it can derive the round encryption key
K EY}, ;. ; using equation 3. Then, the pair E(d); E(s)
is to be decrypted. Finally, Department can verify
the digital signature s by comparing it to s’ =

sign(SEC;, d).
ABLE TO VALIDATE CORRECTNESS

ENCRYPTED DATA FROM ‘
DOCUMENT: ~

1 DKeyx; | ZZ&

==
T ON T DIGITAL SIGNATURE

FORDOCUMENT: USER;

DOCUMENT: STORE ON - 9

AFFILIATED WITH USER’S CARD - e
DEPARTMENTK
STORE ON USER’S CARD |
ENCRYPTED WITH UNIQUE KEY

UlIDx;

Fig. 6. Read and validate the document on Department terminal phase

Thereby the proposed system allows both Users and Depart-
ments access all required documents securely (see section VI
for more information) and conveniently. Besides User doesn’t
need any computation and battery power on tag (and require
a home PC/smartphone only in cases when s/he would like
to read his/her own documents) and there is no need to
remember huge amount of passwords. Departments are not
have to store huge amount of data and secret keys on their
side, that increases security level.

V. PROTOTYPE DESCRIPTION

In order to demonstrate feasibility of the proposed scheme
we have developed two prototypes: based on NFC-tags and
on USB-tokens as the storage types. Both wired and wire-
less solutions are fully reliable as even wireless links are
suitable for security-sensitive applications [23]. The NFC-
based prototype consists of an NFC-reader Identive SCL3711,
NFC-tags DESFire EV1 4K and a software implementing
the proposed scheme. Software was developed for Windows
OS and is written on C#. Interaction with the NFC-reader
takes place using a native wrapper library SCM_NFC.dIl. The
library provides access to the high-level functions such as tag
scanning, reading and writing (available only in the text mode).
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6 te a Key
User Module

- Read stored
credentials

__\- Compare Keys

Fig. 7. Software architecture

The developed prototype has three modes of operation
representing elements of the system topology: Certification
Center, Department and User modes. In the Certification Cen-
ter (CC) module, system parameters such as a Master Secret
Key a and a Public System Key ¢ (see 1) are generated. These
parameters are stored on the CC side. In order to provide high
security level keys should be 4096 bit, however in the NFC-
based prototype the size was reduced to 1024 bit to allow more
records on the tag. In the next step, the Departments are added
to the system: CC generates their IDs (Section IV-C, step 2)
and secret keys (formula 1), and transmits this information
together with the System Key to the Department. The last
step is to add Users to the system: CC generates a User ID
(Section IV-C, step 3) and the secret key (formula 2), and
transmits them together with the System Key to the User.
The User ID is written the Tag, other parameters are stored
separately, for example, on the User’s laptop. The result of
these steps is show on Fig. 8:

NFC Service

FreE P — Status: This NFC Tag is registered in the system

Certification Center User mode Department 1 Event Message:

System Public Key (c), 1024 bit fTag's ID:
Generate FBOB1IEARCEANSEICEOMIOCISEEEIASEOTCIEDD AB79784A6F42F2ATT0DELALDAA2F 17120918DE7S09CSDAIECEAIC24791 31 TABGBFCL
system ABAFR9658 .
e o8
parameters st ac 267
et 5
SorseramsanTr T oDastzs in Dep ID:
Jippreocions
Add a new Master System Key (a), 1024 bit: |  Aworsontoncoponresmmmcisssoonriomicenboniamee
o i
Department CES2CA890081CE1260864DSE268227 1 VP! s
7C567999910F60E0IAIE90BEFT4ECI0: 70 '+ NewfQCH
ety
RESTShCOIOSCAER AR ADAAGIES )
Daceasnsten in Dep ID:
i : ’ —
Register this ool e
NFC tag Stambroca

Encrypted credential is:

ghiL A
AEUBTLGVOLTIWPQ+95/TENKmIaGGARTNS 000ty Q=

Fig. 8. Certification Center mode

In the Department mode, Users are registered to the De-
partment meaning that the Department authorizes certain Tags.
Authorization is performed by generating a User credential
(16 byte). Hash of this credential together with the User
ID is stored on the Department side. The User credential
encrypted with AES-128 encryption (where the encryption key
is calculated from formula 3) together with the Department
ID is sent to the User. Once the User starts authenticating
himself in the Department, the User attaches his/her Tag to the
Department’s Reader. The Department reads a User ID and an
encrypted credential corresponding to this Department from
the Tag. The User credential is decrypted using the key from
formula 3, hashed and compared with the hash stored in the
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Department Database (see Fig. 9). To withdraw authorization
rights from particular User, the Department deletes a record
with User credentials from its database.

NFC Service

Department2 | Department 3

Certification Center | User mode

Status: This NFC Tag is registered in this department
Decrypted User credential for this Department is:
B67302289446C42D7493FBID3B1273ES

Event Message:

Tag's ID:

Department 4
Department 1
Department ID is:

771EAB22B0CDE20BEC22CBASASODCTASCOL D62
BO9A4BCS2ETS4S 5

OEBRAEA2CDDDAFS58B2459C6AID0B40TFO21CCFIBADEAADIGEL

1ED7C57385

Add a User to this
Department 2B09A48C52E7549CADIE91E2219DC

Registered in Dep ID:
Teasaze caxcrai

5732791104677 CBA216ABOGEL
ALASEBBAEA2CDDDAFS38B2459C6AD0G407FO21CCFIBEDEADIGEL

Encrypted creden

‘QHNZHZSpWI/DECILKIBWeFLNgISOEH1EdgH2g=

Registered in Dep ID:

BEGIALE ASFEEBSC
9EA21DFIC2C 7
39F11505B4C0A73836306F504220FE957D52F IBBEALTDBABDI2FE

Encrypted credential is:

EEL3FABSCER0FFOD
CE7DCRCAFI5B98FSE
o 511468

Fig. 9. Department mode

In the User mode, the User is able to read his tag and to
decrypt the credentials. The decryption of particular credentials
is performed separately for every credential using the User
secret key and the Department ID (formula 4). User mode is
shown on Fig. 10:

NFC Service

Department2 | Department 3
Certification Center

Department 4
User mode Department 1
Select a key user file

CUsera S\ Desktop NFCWFF_NFCSampe 01 masten WP NFCSampi
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For Department ID:
co Encrypted credential is:
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Decrypted credential is:
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BEOALRCAS2EAT 2000524 DROCESASFEERSCLDUBDACASISACGTDCACHTISSHSRFES
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For Department ID: s
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Fig. 10. User mode

The tag records have the following structure (Fig. 11).
Therefore, the total memory size taken by the records is

256 + (256 + 108) * N (5)

bytes, where N is the number of Departments where the Tag is
registered. Consequently, for NFC tags used in this prototype
(DESFire EV1) with 4K memory, the maximum number of
departments to be registered in is 10. This number holds true
when information on tags is stored in the bytes representation.
However, the native library supplied with the NFC reader does
not allow us to read/write in the byte mode. Therefore, we
had to store information in the text mode using hexadecimal
representation of numbers, thus reducing the maximum number
of records.

To provide better storage characteristics, we have de-
veloped a prototype based on USB-tokens. The USB-based
prototype does not have such strict memory limitations on the
user device, therefore, the key size there is kept original (4096
bit), increasing security level. As usb devices are able to store
up to 1 TB of data, the maximum amount of user credentials
stored on the device increases significantly. The en-/decryption
key for AES-256 is taken from the lowest bits of the encryption
key from formulas 4 and 3. The rest of functionality is kept
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Tag‘s Records Structure
Tag ID — 256 byte
Department ID — 256 byte
Encrypted credential — 108 byte

Department ID — 256 byte

Encrypted credential — 108 byte

Fig. 1. Tag structure

the same. The USB-based prototype was developed for Linux
OS using Python language and Qt cross-platform library, and
was presented in [46].

VI. SECURITY AND PRIVACY ASSESSMENT

As was mentioned above, the system must meet security
and usability requirements. We can reformulate them as fol-
lows:

1)  User can read any document stored on his/her card
any when and without any restrictions.

2)  Department can read documents affiliated with it from
any User’s card and no additional actions performed
by User are required (User need not enter password
or allow to read particular document).

3)  User can not read documents stored on other Users’s
cards even if s/he got physical access to memory of
the card.

4)  Department can not get access to another Depart-
ment’s documents that stored on the card (without
granting special permission), even if it have physical
access to memory of the card.

5)  Department can not change User’s documents without
agreement of the User and User can not change
his/her documents without agreement of the appro-
priate Department

Information security consists of the confidentiality, integrity
and availability. [41] We can notice that five requirements
described above provide security of stored at cards data. Data
availability is ensured by properties 1 and 2, confidentiality
provided by a combination of properties 3 and 4 and integrity
is guaranteed by the property number 5. Therefore we can
ensure, that in case when system satisfy five requirements it
automatically meet requirements of information security.

We can make certain that current scheme fulfils requirements
1-5.

e Every User knows his/her own secret key and public
keys of Departments. According to equation 4 User
is able to generate encryption key and read all stored
on card documents. It means that property number |
holds.

e  Every Department knows its own secret key and public
keys of all users. It means that Department can decrypt
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all files affiliated with it, and such process doesn’t
require any User interaction. In case when access
rights were granted by other department secret key
of Department issued the Document is known as well
as User’s public key, so the Document can be easily
decrypted. According to this fact property number 2
is fulfils.

It is important to prove that keys generated by User and
Department would be the same for the same document. We
can prove a simple theorem:

Theorem 1. Equation

DID;.ccy,

KEYy ;= UKeyj,OOk mod cj
= DKey; """ mod e (6)

holds for all 4, j such thati € (1--- M), j € (1--+ N) where
M is number of departments and N — number of users.

Proof. Using equations 1 and 2 we can ensure that

the both formulas for User and Department are equal to
qPIDi,cc, UID; co,

e  We are able to decrypt file stored the card in two cases:
when we know User’s secret key and Depatrtment’s
public key or when we know User’s public key and
Department’s secret key. User is not able to decrypt
documents of other Users because s/he doesn’t know
neither secret keys of other Users nor secret keys of
Departments even if s/he has physical access to card’s
memory. According to this consideration, property
number 3 holds.

e Asin previous case, Department is not able to decrypt
documents of other Users because s/he doesn’t know
neither secret keys of Users nor secret keys of other
Departments even if s/he has physical access to card’s
memory. According to this consideration, property
number 4 holds.

e On the one hand, all documents stored on tags are
signed by digital signature and every unauthorized
modification violates the signature. On the other hand,
User must bring his/her card to Department’s terminal,
so s/he will authorize changes by his/her actions. It
means than property 5 holds.

From reasoning mentioned above we can conclude that both
User and Department disable to access another’s data without
knowledge of User/Department secret key. The only way of
getting such key is to generate it using corresponding public
key and the Master Secret Key of Certification Center (ag). It
means that the only reasonable passive attack is one that aimed
to find out aj, from secret key of User/Department and a couple
of public keys of Users and Departments. This problem is very
similar to discrete logarithm problem considered as hard [42].
Due to this fact the level of security for such system is high
enough. However, Attacker can use Fermat’s little theorem
[47] in order to decrease complexity of the task. According
to the theorem the following expression would be correct:

DID;.cc, )w

(a, = a; mod cg 7
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The Attacker has to find pair (z,¢) such that
DIDi,CCk~Z:t~(Ck—1)+1 (®)

The only algorithm allows to solve this task is full search
through all possible # that satisfy the following condition:

t-(cg—1)+1=0mod DID; cc, ©)

We can estimate the complexity of this attack as ¢ /6, that
is only 3 times lower than brute-force attack. It means that
security level is appropriate. Besides, we developed an ap-
plication which randomly selects ay, ¢, and DID; cc, from
more than 10 millions of primes and try to implement this
search. Obtained results proved correctness of our evaluation.
Based on facts mentioned above it can be noticed that for
large ci such type of attack in irrelevant. Active attacks
are sophisticated due to small (up to 10 cm) range of NFC
technology. User is able to notice any foreign objects in this
range during authentication phase. Besides, such attacks are
stumbling-stone of all wireless communication systems.

VII. COMPARISON WITH EXISTING SOLUTIONS

In Section II, we have classified the established approaches
on user authentication to multiple information systems. Ac-
cording to this classification, the proposed scheme belongs to
group 4a, i.e. it is a solution with a portable object of identifiers
working in a non-interactive mode.

In this section, the qualitative comparison of our proposal
with widely used solutions is presented. We focus primarily
on the characteristics that are most important for the user. The
following set of criteria is considered:

e  Battery. Whether a battery on the key side is required.

e CPU. Whether computational power on the key side
is required.

e  Size. Physical size of the wireless key.

e Complexity. Computational complexity of the authen-
tication algorithm.

o  Security. Security level of the system.
e  [Inregrity. Whether integrity is guaranteed.
e Third-party. Whether a trusted third party is involved.

e  Storage. Where the sensitive information is stored: on
the tag, IS or on the trusted third party.

e  PKI usage. Role of Public Key Infrastructure (PKI)
in the system: keys generation only; keys generation
and granting/depriving access; keys generation, grant-
ing/depriving access and authentication, etc.

e Deployment costs. Estimation of the amount of
changes in the infrastructure required to make the
system operational.

We have selected a set of conventional authentication
techniques that do not use wireless keys: Android 4.0 (and
higher) login [24], Google Wallet [44], and fingerprint [45],
as well as a number of popular authentication protocols, that
are already applied to wireless keys or even could be applied in
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TABLE 1. QUALITATIVE COMPARISON OF DIFFERENT AUTHENTICATION TECHNIQUES
Solution Battery CPU Size Complexity Security
Android 4.0 [24] Not required | Not required No device Low Low
Google Wallet [44] Required Required Phone size High High
i0S Fingerprint [45] | Not required | Not required No device High Low
OPACITY [34] Required Required Phone size High High
EHLS |25] Not required Required 2 cm High High
LMAP [26] Nol requircd Required 2cm Low High
Our proposal Not required Not required 2 cm Low High
Solution Integrity Third—party Storage PKI usage Deployment costs
Android 4.0 [24] - - No storage Not used Low
Google Wallet [44] + + Third-party Auth. Low
iOS Fingerprint [45] - - Local Not used Average
OPACITY [34] + + Local Auth. High
EHLS [25] Partial - Local Not used Average
LMAP [26] - - Local Not used Low
Our proposal - - Local Key gen. only Low
theory: OPACITY [34], EHLS [25], and LMAP [26]. Results [7]1 P. Boronin, V. Petrov, D. Moltchanov, Y. Koucheryavy, .M. Jornet, “Ca-

of comparison are presented in Table 1.

We have compared the proposed solution with the repre-
sentatives of the approaches described in Section II.

With respect to comparison results, presented in the table,
our scheme reaches high level of security (see Section VI for
details), while having much better reliability and deployment
cost values. As such, we can claim that the authentication
scheme, described in the paper, is beneficial for the commercial
deployment, as well as the whole concept of wireless keys
looks promising for the further research and improvements.

VIII. CONCLUSIONS AND DISCUSSION

In this paper, a novel wireless authentication key and secure
documents storage for Internet of Everything was proposed.
We suggest to use combination of strong cryptographic prim-
itives to provide a proper security level. Offered solution
doesn’t require power on the Tag that makes it convenient
for User. Besides, internet connection is not compulsory and
all data stored not on remote database but on the User’s tag.
It leads to increasing the security level. One more benefit of
the scheme is ability to share documents between Departments
without enabling to change them illegally.
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