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Abstract—The wireless self-organizing network under attack
was considered. The aim was to organize '"a broadcast storm" in
order to determine the availability of individual units, and the
ability to carry out their functional tasks in an information
exposure. A number of conditions for the organization of this
type of attack by a potential intruder information security were
identified. The analysis of system availability of devices based on
wireless technologies was conducted. A model depending
functioning of the system in the normal state and the
implementation of an information system on the impact from a
potential intruder was shown. The analytical modeling of self-
organizing wireless network functioning normally and carrying
out attacks aimed at organizing 'broadcast storm." An
experiment that provides obtaining statistical information on the
work of the self-organizing network of remote devices was
disclosed. The results of the experiment of a typical attack
system, to transmit data via a broadcast network scanning
package. A qualitative idea of the proximity of theoretical and
experimental distributions of packet loss probability for different
values of the intensities of the noise packets from the offending
information security was checked.

I. INTRODUCTION

A permanent decline in the cost of wireless devices and
improvement of quality indicators of time, energy and
information characteristics of sensors makes these technologies
very promising. The flexible architecture, increase the
computing power of individual units can not only shift from
standard wired devices, but also build self-sufficient with
respect to multi-agent systems, carrying out the reception,
processing, analysis of the received and transmitted
data.

The implementation of self-organizing wireless networks is
accompanied by the need to address other problematic issues
of information security [1], [2].

Among the main vulnerabilities can provide an opportunity
to listen to the channel, the premise of "external" packages, the
implementation of physical access to the attacker's site, the
lack of standardization of intelligent routing algorithms that
take into account the state of the network. A large number of
devices that provide an intelligent transmission, collection,
processing data packets, their relative remoteness, autonomy
of operation, dynamically changing topology, weak study
models, methods and algorithms for concurrent detection of
incorrect information from the compromised node determines
the difficulty of creating the classic protection
systems [3], [4], [5].

Some of the main potential vulnerabilities associated with
the peculiarities of the functioning of the individual units. The
need for the exchange of official information in the event of a
number of internal and external events is sending broadcast
packets between network nodes.

II. RESEARCH STATEMENT

A typical network node includes a transceiver, a battery, a
processing module which may be connected various detectors.
In view of such a structure is necessary to effectively address
the problems related to the conservation of energy, providing
processing power and throughput characteristics of channels
[6]. The combined solution of these problems leads to the
presence of most of the protocols of a number of problematic
issues implosion, and the blind overlay resources, making such
technologies vulnerable to a series of attacks by
hackers [7], [8].

Based on the features and operation of wireless networks
using the recommended settings to optimize operation of the
remote node wireless sensor network may exercise "a
broadcast storm" [9], [10], [11].

The technology of this attack is associated with
vulnerabilities that lead to a large increase in the service pack
on the network. In the simplest case, if you allow the rules
defined by the system administrator, then wheeled traffic
growth can be generated broadcast messages. Analysis [6], [8],
[10] brings out a number of conditions in the configuration
settings for this type of attack:

e the absence of restrictions on the time to live;

o the presence of rules that allow to transmit a frame to
the broadcast address to all except the node from which
he resigned;

e the introduction of devices, continuously generating the
message.

Especially it should be noted that to carry out destructive
influences the potential infringer may have minimal capacity
to dispatch bad frames. The result is a waste of resources to
the reception, transmission, processing overhead, which is
under load a wireless sensor network not only performs its
functions, but also becomes unmanageable [9]. There is no
possibility of rapid access and autonomous control devices
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that are non-stop responding to events in the network. There is
a threat to the implementation of the availability of a wireless
sensor network devices due to deliberate action on the part of
the attacker, to increase the number of broadcast and other
service messages, resulting in blocked access to
communication channels and nodes of the computer system.
The vast majority of models describing the place in a wireless
network processes that information does not include the
possibility of exposure to a potential attacker.

Thus, in order to ensure information security (IS) of the
wireless sensor network, there is a problem of probabilistic
assessment of the availability of the devices under attack such
as "broadcast storm".

1L

Carrying out an attack on the part of the attacker is reduced
to increase the intensity of the receipt of applications, leading
to the inability to service the total message flow device. Such a
condition can occur in case of a configurable device when
filling a buffer having a predetermined volume or unavailable
channels, resulting in a loss of the application. There is a threat
to the availability associated with limitations on authorized
access to network elements, stored information, information
flows, services and applications due to events affecting the
network [10].

MODELING OF THE IMPACT ON THE SYSTEM

To simplify the model we consider relatively simple, do
not have high processing power for the wireless sensor
network, for example, a Zigbee technology, with limited
functionality, receiving and transmitting a small limited range
of types of messages without a priority with pre-configured
parameters. A service duration depends on the number of
events in a predetermined time interval. Assuming that the
device claims arrival process is a poisson process, and the
duration of service is distributed exponentially, it becomes
possible to consider the processes of collection, processing and
transmission of information, as the queuing system
M/M/1/n.

Features a hardware implementation of autonomous
wireless remote nodes suggest a buffer of input messages,
which allows you to store several messages received for
processing. Fig. 1 shows the transmission of data packets from
A to B via the node C.

A

Fig. 1. The transmission scheme of information packets from A to B, via the
wireless network node

Assuming that the process of receipt of applications is a
Poisson process, and the duration of service is distributed
exponentially, it becomes possible to consider the processes of
collecting, processing and transmitting information, such as
queuing system M /M /1 /n.
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Applying the theory of queuing systems can be assumed
that the probability of packet loss during transmission from A
to B via one device C will be determined by the
formula (1):

A
ap=_
U

n l_p

P l_pn+l

loss P (l)
where in A - the input flow, U is the intensity of the service, n
- the size of the input buffer processing device.

Fig.2 and Fig.3 shows the dependence of the probability of

loss of information packets passing through one
device.

P(A)

0.8

0.6|

0.4

15 2

A

Fig.2. Dependence of the probability of loss of information when changing the
package A -isthe intensity of input
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Fig. 3. Dependence of the probability of loss of the information packet at
change LI -is the intensity of service

The curves shown in Fig.2 and Fig.3 may be useful for
evaluating the optimum size of a package handling devices in
a wireless network as the amount of transmitted and received
bytes, impact on the possible number of simultaneously stored
in the buffer device messaging service rate and the intensity of
the input messages.

In the process of transmitting information in a wireless
network information flow passes through several such devices.
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To estimate the probability of packet loss, passing by k units
expression (1) takes the form:

o 1=
By =1=(=p" )¢ @

Fig.4 and Fig.5 show graphs of the probability of loss of
passes

the information packet that

devices.

through multiple
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Fig. 4. The dependence of the probability of loss of information when
changing the package A - is the intensity of the input stream
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Fig. 5. The dependence of the probability of loss of the information packet at
change [l - is the intensity of service

Most probabilistic models implemented evaluation systems
does not imply the existence of a potential attacker, whose
actions are aimed at exploiting vulnerabilities used protocols
and system components.

However, a certain openness and accessibility of the
network allow an attacker to perform actions to increase the
intensity distribution of frames that do not contain the correct
information, a bad checksum, the wrong title, which lead to an
unjustified waste of resources on the part of the
system.

Fig.6 shows the effect on the sequence of the chain of
devices that transmit data packets to the intensity lp. An
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attacker on the network increases the number of events
causing the generation of broadcast frames, with

intensity A, .

Received broadcast frame is processed by a wireless
network and is relayed to the next node. In the presence of a
powerful transmitter, a plurality of nodes at the same time
affecting the wireless network, there is a growing junk traffic

network.
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Fig. 6. Impact on the chain of devices
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Using expressions (1) and (2) the probability of packet loss
in the network, subject to a broadcast storm, is given by:
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where in A - is the intensity of the useful traffic, A4, - the

intensity of the noise of traffic, /I - is the intensity of service,
n - the size of the input buffer processing device, & - is the
number of devices found in the path of the
package.

Fig.7, Fig.§, Fig.9 show the dependence of the probability
of loss from the package, ip is the intensity of the useful

traffic, A, is the intensity of the noise of traffic, y is the

intensity of service.

Despite the possibility of limiting the admitted
assumptions characteristic of the mathematical apparatus of
SMO, such models allow us to estimate the probability state of
the system and levels of indicators specific to its operation in
harsh conditions and environments, taking into account the
intruder. With regard to consideration the type of attack, the
model takes into account the possibility of the person carrying
out the impact on the intensity of the events causing the
generation of broadcast packets.
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Fig. 7. Dependence of the probability of loss of information when changing
the package, ﬂ,.\,h - is the intensity of the noise of traffic
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Fig. 8. Dependence of the probability of loss of information when changing

the package, /lp - is the intensity of the useful traffic
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Fig. 9. Dependence of the probability of loss of the information packet at
change, [l -is the intensity of service

III.

To implement the experiment was configured wireless
network based devices Telegesis, presented in Fig.10,
consisting of several units. From device A to device B
transmitted messages at a rate of 250 kbit/sec. A node C
contained sniffer generating broadcasts.

EXPERIMENT
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The purpose of the experiment was to obtain quantitative
availability terminal. As used metric of lost packets. Each
node can accept messages only from two sites, one of which
was the sniffer sends broadcast packets, and the other - the
node providing data traffic by relaying all received packets.
On the terminal node received packets are analyzed and
determined by the statistics of lost and unrecognized
messages.

The percentage of lost and unrecognized information
packets in the configured communication channel for the
speed of 250 kbit/sec at a frequency of generation of 14 packs,
query nodes in the network, in the second of the sniffer is
shown in Fig.11 and Fig.12.

DHO—@— —C
K

Fig. 10. The scheme of the system for the experiment
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Fig. 11. A packets loss p (%), depending on the number of devices, the

transmission frequency broadcast type AT + N
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Fig. 12. A packets loss p (%) depending on the number of devices, the
transmission frequency broadcast type AT + SN: 00

IV. ANALYSIS OF THE RESULTS OF THE EXPERIMENT

Comparing charts theoretical probability of packet P,
(Fig. 13) with histograms in Fig.11 and Fig.12, you can make
a qualitative idea of the proximity of theoretical and
experimental distributions of packet loss probability for
different values Ay,
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Fig. 13. Model according to the experimental values

Fig.14 shows histograms of the experimental values of
packet loss for different values A, for k =3 devices.
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Fig. 14. The experimental values of losses parquet p (%) of broadcast
messages for k =3

Testing  statistical hypothesis that received the
experimental distribution is different from the theoretical,
carried out at the level of significance o = 0,05 for Pearson (y
22 - criterion):

L (r,—np))’
Zj :Z J J
=

" 0)

when the number of degrees of freedom v=9, n = 100 sample
volume.

It is known [12] that the number of events in npj formula
(4) in the intervals Ay, expected parameter values may be equal
to two, if 1 210. Therefore, in accordance with the formula (3),
for example, k = 3 Ay = 5. The critical value for the
corresponding table [12] found a criterion and still 7, =
16.919, the experimental value 7., criterion is calculated using
the formula (4), while the inequality y . < ¥ *-

It follows that at the level of significance o = 0,05 can be
argued that the discrepancies between the theoretical and
experimental P, probability distributions of packet loss in the
network, a broadcast storm-prone, at various specified values
of intensity noise of traffic Ay not statistically
significant.
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Thus, the assumption of the Poisson flow of the process of
receiving applications and exponential distribution service
time confirmed by the data of the statistical analysis of
wireless networks load.

V1. CONCLUSION

The widespread emergence of wireless networks, the
ability to detect them outside the controlled area, making them
an attractive target for attempts at various kinds of attacks. A
potential attacker with the scanner of radio, protocol scanner
software to decode the dongle has sufficient capacity for the
organization of eavesdropping, radio coverage and creating a
false access point wireless sensor network.

The implementation of a large number of projects on the
basis of technology Bluetooth, ZigBee, WiFi, their use in
intelligent transport systems, local area networks, sensor
networks makes it necessary to provide the required level of
security circulating in their data [12], [13], [14], [15].

The proposed model makes it possible to explore the
availability of devices, wireless network vulnerable to attack,
"broadcast storm" based on the performance of the intensities
of the transmitted and received data messages, allowing you to
select various settings and thresholds lengths, the buffer size
during system configuration, the number of packets, limiting
"the limb of one or other system resources." The proposed
model takes into account the characteristics of intruder
behavior and does not require a significant investment of
computational resources, setting up special computational
experiments in identifying common patterns in the behavior of
the system.
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