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Abstract—Nowadays, besides being used as phones, smart-
phones involve a lot of such important additional functions as
being organizer, valet, ID etc. That is why the users are to be
sure, that their personal data kept in a smartphone is reliably
protected in case of device loss or theft. One of the basic security
mechanisms is a lock screen and modern smartphone has a lot
of different lock screen options (e.g. PIN, pattern etc.). In this
paper we consider a new user hybrid scheme based on tapping the
rhythmic sequence on a lock screen. For the scheme we propose a
decision making algorithm based on statistical analysis of tapped
sequence which provides a high steadiness and a continuous
adaptation to a user.

I. INTRODUCTION

In modern society in which almost each person has at
least one gadget, protection of information stored on it is an
important issue. The first level of gadget protection is a lock
screen on which a user is offered to enter some keyword. Most
part of popular types of keywords can be divided into two
parts: keywords based on secret data and keywords based on
individual user features.

The first type includes different alpha-numeric keywords
(PIN, secret word etc) and graphical keywords (e.g. pattern-
based or picture-based). There are also a few approaches which
combine alpha-numeric part and graphical part, such as for
example piano-passcode [1], or Knock Code developed in LG
smartphones [2]. The disadvantage of this method is that a
malefactor obtains a full access to a device if he or she knows
a secret data (e.g. as a result of eavesdrop or peeping).

The second type is based on consideration of user individ-
ual features. These authentication methods are based on human
physiological or behavioral characteristics, such as for example
face, voice, or fingerprints.

Face Verification / Face Authentication is the most common
because it does not require any special equipment. In [3]
authors found out that mobile face and voice recognition
had high performance, but were not usable in all situations.
Face verification methods require good lighting around and
absence of foreign objects on the face. Also, this method of
authentication requires a good front camera which is available
only on expensive devices. In addition, there is a possibility
of unlocking the system by photos of the legal user. And still
need to provide a backup authentication option in case the
device cannot recognize your face. Recently, some top models
started being equipped with a fingerprint reader. Nevertheless,
their prevalence encounters high cost of such devices and
impossibility of their usage with wet hands or in gloves.

Also there are a few alternative biometric methods such
as based on human heart sound signals and based on gait
recognition. Authentication using human heart sonic signals
is described in [7]. The use of heart sonic signals for authen-
tication is possible due to the fact, that heartbeat melody is
unique for every specific person. This feature was revealed
when studying the heartbeats sonic signal spectrum. Another
previous studies proved, that a human gait has a very distinc-
tive patterns that can be used for identification and verification
purposes by using accelerometers of mobile phones [4], [6].
Recent advances in microelectronic chip development make
possible user authentication based on gait, using small, light,
and low-cost sensors implemented in every mobile smartphone.
However, the need to move during authentication considerably
narrows the area of algorithm usage.

Generally, authentication based on individual user features
requires either specific smartphone equipment, or sophisticated
processing algorithms.

In this work we propose a method which is ready to be
implemented in low-cost phones (doesn’t have any specific
requirements to hardware) and combines both mentioned types
of methods. The core of proposed method is a so-called
rhythmic keyword. Rhythmic keyword is a keyword based on
comparison of a characters input rhythm (sequence of time
intervals between entered characters) to the reference pattern.
For the first time the concept of such keyword was apparently
published in work [8]. In it this technology was described in
details, but no decision-making rules were mentioned. One
algorithm of decision-making were proposed and analyzed in
paper [9]. Authors of the paper proposed simple approach in
which time intervals between input characters were considered
to be independent identically distributed Gaussian random
variables. Hence, a candidate sequence were accepted as a
keyword if every interval was in range +30 around reference
duration. We propose to increase an efficiency of this algorithm
by considering a dependency of the intervals entered by user.
This dependency reflects a specific user sense of rhythm and
ear of music and improves an the accuracy of authentication.

The rest of the work is organized as follows. In section
II we introduce a general description of an authentication
method. Section III is devoted to development of a statistical
model of user keyword entering process. In Section IV we
propose a decision making rule based on developed model.
Implementation of authentication algorithm for Android gad-
gets is described in Section V. The paper is finalized with
method steadiness evaluation and conclusions.
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II. PRELIMINARY CONSIDERATIONS

In the proposed algorithm a keyword is a melody, known
only to a smartphone user. The procedure of authentication
is based on tapping of this melody on a smartphone screen
which displays a keyboard of musical instrument (for example,
a piano). Hence, for accessing to his or her smartphone a user
periodically enters the keyword which can be represented as a
set of notes n = [ny,na,...ny] and a set of durations of these
notes At = [Aty, Atg,...Aty] (time intervals between taps).

The algorithm has three levels of defense:

1) Only notes are checked. In this case, it is a variant
of alpha-numeric keyword.

2)  Only time intervals are checked. In this case, it is a
pure rhythmic keyword.

3) Both notes and intervals are checked. In this case, a
full defense is provided.

One of the most challenging problems in such a scheme is a
provision of possibility of adaptation to a particular user sense
of rhythm. For solving this problems we propose the following
general scheme (see Fig.1). L.e. after every successive entering
of a keyword, the reference is updated. This allows adaptation
of the authentication system to slow age-related and health-
related changes of user individual features.

N / Input of
7 password

Does melody match

No
the reference?

Yes

v

Update
reference

Accept

Fig. 1. General scheme of authentication algorithm

ITT. USER MODEL

Even in a case of keyword knowledge tapped intervals
exhibit a random behavior (due to natural reasons, non-ideal
user sense of tempo, errors in tap detection etc.). Hence, a
special statistical analysis is required for studying of these
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random numbers features. During our experiments we found
out that these random variables have a distribution reasonably
close to multidimensional normal distribution. In the Fig.2
histograms of registered intervals of a 8-notes keyword are
given (see section VII for details). It is worth noting, that our
results are similar to those, published in [9] and [10].
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Fig. 2. Histograms of 8 intervals of a keyword

Thus, it was proposed to use a normal approximation for
a joint distribution of tapped intervals of the entered rhythmic
keyword:

T
)

0y
where N - keyword length (number of notes in a keyword),
x - a vector of durations of tapped intervals, p - vector of
mean values of intervals durations, R - a covariance matrix
of durations of keyword intervals. Thus, for a system of
authentication each user is characterized with unique function
(1), which components p and R reflect the melody chosen by
the user as a keyword and specific features of user tapping of
this melody.

1 1 -
f(z) ~ WGXP —5(9: ~pR Nz p)

IV. AUTHENTICATION ALGORITHM

A processing of entered notes [nq,nz,..ny] is trivial: if
all the notes match to a reference, then this part of checking
is considered to be passed. For intervals [Aty, Ato,...Aty]
checking we propose the following decision-making algorithm.
After tapping the keyword, an algorithm calculates a “pseudo”
likelihood metric for the interval sequence and compares it
with a threshold (see equation 2). We use a prefix “pseudo”,
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because function (1) is just an approximation of a real distri-

Input of
bution.

password

Accept = I {f(At) > h} )

, where I {-} denotes indicator of event. f Reject
Considering (2) the following equivalent decisision-making
rule can be ontained:
Accept = T{(At — )R (At — )" <ho}. (3)

A threshold hg is chosen by user according to his or her

preference to a trade of between keyword steadiness and false Yes
rejection rate. As one can see a means vector p and a covari- y

ance matrix R are used during authentication process. They Calculation of
can be estimated by means of preliminary training procedure ,
which is to be fulfilled before starting of authentication system No (x—p)R" (x—p)
usage. During this training procedure a user enters a desired

keyword K times, thus generating K reference sequences:
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After the training procedure keyword components are calcu- Yes
lated as follows: y
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Moreover after every successive keyword entrance the compo- Accent
nents ¢ and IR are to be updated for tracking of changes in P

user keyword entering manner (see Fig.3). For the update the

oldest reference sequence 4 is erased and changed to the latest
successfully accepted one Fig. 3. Detailed scheme of authentication algorithm

V. IMPLEMENTATION $Tap25martdemo CANCEL

For the presentation and testing of the algorithm a demo
application has been implemented for a smartphone based on
OS Android 4.1.

The application consists of one screen (main activity)
where two octaves of piano keys are shown. Also there are
a menu buttons which are used for registration, authentication
of users and deleting of reference data (see Fig.4).

Keyword sequence recording starts with the tap of the
first note and ends after pressing the ”save” button. You must
enter the melody several times to register a new user until the
message on successful registration appears (see Fig.5). Notes  Fig. 4. Application interface
identifiers and the interval between tapping (for the first note
timing is initialized to zero) are stored in the user template
after each attempt. If the sequence of notes is not the same as

the previous attempt then an error message will be displayed. ’
Attempt is reset after 5 seconds pause (a similar effect is ‘ | ‘

produced after pressing “’cancel”-button).

After playing a melody the decision of a successful or

unsuccessful authentication is made based on the proposed Black keys White keys
algorithm. If the authentication is successful the reference data
(p and R) is updated by new statistics (see Fig.6). Fig. 6. Images of keys
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* Tap2smart demo

cancet |2

0 o

Successful Authentication!

Fig. 5. Examples of information messages

One of the challenges in creating an application is drawing
a piano keyboard [12], [11]. To create an application a derived
class of a View class has been used. Standard Android tools
have been used for drawing the keys: selector, nine-patch
drawable.

For xml-selector images of the keys were prepared in two
states: pressed and unpressed (see in Fig.6).

Array of objects "Key” is initialized. Each object stores the
following information:

two coordinates of key which also determine a size of
the keys;

e type of key (black or white);
e  status (pressed, unpressed);

e identifier which is used for keyword sequence or for
playing sound. Key identifier is calculated by index of
objects in the array.

At the beginning the first octave is built then is cloned and
moved along the X axis for drawing the second octave.
Drawing of each octave takes place in 2 stages to avoid
potential overlap: first the white keys then the black keys.

After drawing keys, the user gestures are tracked. Ges-
tureDetector class is used to handle “clicks”. Method onDown
sends the pressed-event coordinates to the keyboard which find
the pressed key. If the key is found that it is marked as pressed.

The method getTime of Date class is used to measure
the time between the pressing events. getTime returns the
number of milliseconds since January 1, 1970, 00:00:00, than
the difference in time between the events is calculated.

This application have been designed for demonstration and
testing the proposed algorithm. Further the development of
lock screen application of Android smartphone is planed. Also
musical arrangement is planned for each key. This option may
be more attractive for potential users but adds the danger of
“eavesdropping”.
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VI. TEMPLATE PROTECTION
Input of
password

Key is generated from
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with Key (AES)
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Yes
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Update of
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A

Accept

Fig. 7. Detailed final scheme of authentication algorithm

The considered algorithm is a keyword system (something
the user have). Biometric identifier (template, something the
user is) can not be reproduced without direct user intervention
[5]. Storing user keywords as a cleartext can result in a security
breach if the keyword file is compromised. For a keyword
protection a hash function is used. To authenticate a user, the
keyword entered by the user is hashed and compared with the
stored hash.
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Since a hash function is not reversible it cannot be used
in proposed algorithm. In application we proposed to store an
user template with encryption by AES standard. The keyword
notes are used for AES key generation. and the template consist
only of the arrays g R. Thus the final scheme of proposed
algorithm is as follows (see Fig.7).

As one can see from the pictures, user data is not stored
as a cleartext. Note, that a notes sequence is not stored at all.

VII. TEST RESULTS

It can be easily shown, that for the proposed method false
acceptance rate is a probability of malefactor guessing of notes,
intervals and tempo. Hence, it can be estimated in a following
way:

FAR <24 N147N Pr{Tempo is guessed}. 6)

Here we assume, that two octaves are used for a keyword tune,
and that only 14 most common intervals present in this tune.
The last probability mostly depends on a chosen threshold /.

For testing of proposed scheme the dependencies of false
acceptance rate (FAR) and false rejection rate (FRR) on thresh-
old value were investigated. In this experiments we simulated
a following “worst-case” malefactor:

1) A malefactor knows a melody, used as a keyword (!),
but doesn’t know a tempo.

2) Trying to get an access a malefactor tries to pick
a right tempo choosing it as a uniformly distributed
random variable in interval [40, 200] bits per minute
(BPM). This range contains all the commonly used
today tempos.

The keyword was based on a rhythm of a fragment of a Carmen
habanera from G. Bizet opera (see Fig.8).

bt o o e

Fig. 8. keyword, used in experiment

The simulation results are given in Fig.9 and Fig.10. As
one can see the proposed algorithm provides a level of both
probabilities at about 0.1.
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Fig. 9. Dependencies of FRR and FAR on a threshold
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Fig. 10. FRR/FAR locus

VIIl. CONCLUSION

In the paper a novel authentication method for smartphones
was proposed and investigated. By means of statistical analysis
and simulation it was found, that in a worst case, even when
a malefactor knows the keyword tune, the scheme provides
FAR = 0.1 at FRR = 0.1. In a real case when the tune is
unknown FAR level would sufficiently lower. The scheme
would be sufficiently effective for the users with a good
sense of rhythm, who can use complex rhythmic patterns in a
keyword.

As a continuation of this work the following steps can be
proposed:

e  extensive statistical analysis of the scheme;

e building of more accurate user model and, conse-
quently, more effective decision making algorithms;

e development of more realistic malefactor model for a
more accurate F AR estimation;

e implementation of a lock screen application on the
basis of the proposed algorithm is planed.
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