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Abstract

Since children learn work at the computer an early age, children's protection from
inappropriate content becomes more urgent. User authentication is required to the personified
system for information filtering. Today, almost every child has a ticket for public transport, which
is a RFID-tag. That is why it was decided to use it as an identifier in authorization module. So this
article is a detailed description of the system's authorization module which uses Mifare RFID-
cards, as well as its advantages and disadvantages.

Index Terms: RFID, NFC, Mifare, Authorization.
. INTRODUCTION

An idea of the personified system for information filtering [1, 2] emerged owing to the
change of Russian legislation in September 2012 [3]. So there are types of information,
which dissemination are prohibited or restricted depending on the age group of
children [4]. The development of the personified system for information filtering began
last year. Access to the information processed on a computer is provided, depending on the
age category of a particular user. The personified system for information filtering, allows
to arrange access to the information, received from the network (Internet, Local Area
Network) and local storage (hard disk, CD, flash memory, etc.) Since access to information
should depend on the age category of user, it is necessary to develop authorization module.

Most of the distributed multi-user systems to restrict access to the information use the
system of accounts. Account implies to each user a unique pair: login and password. Using
system of accounts is not acceptable for the personified system for information filtering, as
the number and composition of the users changes dynamically.

In order to minimize the final cost of the system would use the existing infrastructure of
identifiers. Most children use public transport. The Russian underground may use RFID
cards as tickets. This ticket stores personal information about the cardholder, including the
full name and date of birth. So it was decided to use RFID card as an identifier in
authorization module of the personified system for information filtering.

1. EXISTING INFRASTRUCTURE OF SMART CARDS

For example at the St. Petersburg public transport is used more than 20 different RFID-
cards as a tickets. Ticket stores information depend on its type. Among the variety of cards
were chosen cards that store information about its owner, including the name and date of
birth. These types of cards are presented in the Table I [5].
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Thus 14 of the 20 types of card store information about its owner. To obtain these cards
necessary to present document: passport or birth certificate. As the personified system for
information filtering is aimed at protecting minors from inappropriate information the
special interest are the following smart cards: Pupil travel ticket, Student travel ticket, Card
“Kurs”, ISIC and For disadvantaged persons. These types of cards can get the kids up to 14
years.

Reading data is the main problem of using card's from different real systems in the own
authorization module. Different brands of smart cards use a variety of sectors to store
information about the cardholder. Mifare is the most common brand of contactless smart
card today. Its communication is based on the open 1SO-14443-A standard and has own
proprietary cryptographic protocols for authentication and encryption. In the St. Petersburg
underground are using smart cards RFID «Mifare Classic». There are two versions of this
type of card: 1K or 4K. They differ in the amount of memory to store user and
configuration data - 1K or 4K, respectively.

Mifare Classic card is divided into sectors depending on the type of card number of
sectors can be 16 or 40, respectively. Access to each sector is protected by two 48-bit keys
A and B, as well as access condition (16 bits) for each block. Fig 1 shows the logical
structure of the MIFARE Classic 1K chip. Though the key A is used to read the data, and
the key B is used to write it. For secret key A allocated 0 from 0 to 5 bytes of the last block
of each sector. For secret key B is allocated from 10 to 15 bytes, but this is optional
parameter. And all other capacity is reserved for the access conditions or bits (see Fig. 2).

Key A Access Bils Key B (optional)
0 6 10 15

Fig. 1. Sector Trailer

According to the standard MIFARE Application Directory (MAD) [6] the information
about card's owner is in the 13-14 sectors of the smart card. The key for reading the data
from these sectors is declared in the standard (A: AOA1A2A3A4A5 hex or A:
000000000000 hex).

The remaining sectors of cards are private, so access to them is possible only if you
know the keys. However, a closer analysis revealed that public key A is changed in the
majority of the smart cards, so it's necessary to restore the key for reading data. Utility
Mifare Classic Offline Cracker (MFOC) can make this operation [7], it is in the
distribution BackTrack to analyze and assess the security of computer systems and
networks [8].

Utility for restore is based on the key's weaknesses in the RFID cards «Mifare
Classic» [9]:

e Weak pseudo-random number generator. The most critical weakness are: low entropy
of random generator (according to feedback function L(x0x1...x15) := x0 xor X2 xor
x3 xor x5 results in an entropy of 2"16), using only odd state bits used to generate
keystream and not using leftmost linear feedback shift register (LFSR) bit by filter
generator.
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Fig.2. MIFARE Classic 1K Memory
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e Weak cryptographic cipher Crypto-1. As was shown in article [10] if we fixed the
first three bytes of message {Nr} and varied only the last few bits of {Nr}, the results
showed that with a probability of 0.75, the keystream is independent of the last three
bits.

o \Weaknesses in communication protocol is the inappropriate use of the cipher in the
communication. This is a weakness occurs due MIFARE Classic calculates the parity
bit over the plaintext, instead of the ciphertext that is sent over the air. This means that
both the parity bit and the first bit of the next plaintext byte are encrypted with the
same keystream bit (Fig. 2).

Paimtext |0 [1] 2314567 IP({|0|1[2|3|4|5]|6]7

Keystream | 0 | 1| 2|3 |4 |5|6 |7 011]123|4|5]|6|7

Fig.3. Reuse of One-time Pad

e Weak implementation. This happens because most of chip manufacturers sells their
cards with default keys. These default keys are well documented, most uses (in hex
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format): FFFFFFFFFFFF, AOA1A2A3A4A5, BOB1B2B3B4B5, 4D3A99C351DD,
1A982C7E459A, 000000000000, D3F7D3F7D3F7, AABBCCDDEEFF.

So after a key recovery system will be able to obtain information about the date of birth
of the card holder and execute an authorization procedure in accordance with the age
category of user.

At impossibility of use standard keys for access to sectors of the storage holder Smart-
card, as well as the impossibility signing the contract with Russian undeground and to
obtain such access key legal way is possible to construct our own infrastructure of Smart
cards type RFID.

Existing vulnerabilities in the authentication module:

Unfortunately, this authentication module is unreliable, because there is potential
possibility of cloning or selective filling in unreliable data (modification of 13 and 14
sectors upon which the authentication method).

Cloning can be a physical as well as software. Physical cloning means importing dump
(full backup data structures) on blank RFID-card. Software is Mifare standard emulation
using NFC technology.

Near field communication (NFC) is a set of standards to establish radio communication
into close proximity, usually no more than a five centimeters. NFC standards cover
communications protocols and data exchange formats, and are based on existing radio-
frequency identification (RFID) standards including ISO/IEC 14443, FeliCa and ISO/IEC
18092 [11].

I11. CONCLUSION

It was empirically demonstrated the possibility of using tickets of public transport,
which are smart cards, as analog of unique pair: login - password. However, for the cards
of Mifare standard, using in the Russian subway, there are a number of vulnerabilities, so it
reduces the reliability of the authorization module which was described. During the
development of the personified system for information filtering modification of the
existing infrastructure of contactless smart cards used in the subway is not possible.

The easiest way to protect from fake smart cards is the use of digital signature. Unique
static identifier and information about card holder will be fixed by digital signature. For the
implementation of a digital signature is not necessary to change the current architecture,
structure of RFID-reader and smart card. All information processing (generation,
verification of digital signature) will take place on a computer (it may be operator's
computer or server of company). Since the main advantage of the system is using of
existing transport infrastructure smart-cards, the decision to implement a digital signature
to be taken at the level of subway's administration. It will solve the existing vulnerabilities
in the payment system of public transport using contactless tickets.
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